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Abstract

The proliferation of distributed and sensitive data across healthcare, finance,
Internet of Things (IoT), and mobile platforms has intensified the need for
machine learning paradigms that reconcile predictive performance with rigorous
data privacy. Federated Learning (FL), introduced by McMahan et al. [1],
enables multiple data holders to collaboratively train a shared model by

exchanging only model updates rather than raw data, thereby preserving data
locality. However, subsequent research has shown that model updates and
gradients can themselves leak sensitive information through reconstruction,
membership-inference, and modelinversion attacks. This paper presents a
conceptual and architectural study of Federated Learning integrated with privacy-
preserving mechanisms, namely Differential Privacy (DP) and Secure Multi-Party
Computation (SMC)/Secure Aggregation, for secure distributed data analytics.
We propose a layered system architecture spanning the client, local-privacy, secure-
communication, and global-aggregation layers, and describe the corresponding
federated training protocol as a step-by-step flowchart and formal algorithm.

We further synthesize findings from key literature — including foundational work
on statistical and systems heterogeneity (FedProx, SCAFFOLD) and
cryptographic acceleration (BatchCrypt) — to comparatively discuss the trade-offs
of wanilla FL, DP-augmented FL, Secure-Aggregation-augmented FL, and a
hybrid DP + Secure Aggregation scheme across accuracy retention, privacy
strength, communication efficiency, computational efficiency, and robustness to
client dropout. The discussion is extended to the prevailing threat landscape
(confidentiality and integrity attacks), representative application domains,

https://thesesjournal.com

| Baig et al., 2026 | Page 6405


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030
mailto:samiullah_454@yahoo.com
mailto:mraza28067@gmail.com
mailto:yasiranwar921@gmail.com
https://doi.org/10.5281/zenodo.22893347

SPECTRUM OF ENGINEERING SCIENCES

ISSN (E) 3007-3138 (P) 3007-312X

VOLUME 4, ISSUE 3, 2026

regulatory and governance considerations (GDPR, HIPAA, CCPA), and open
research challenges including statistical heterogeneity, systems heterogeneity,
fairness, and standardized benchmarking. This extended version additionally

provides a bibliometric overview of the literature synthesized in the paper and an
explicit statement of scope and limitations. The paper aims to provide researchers

and practitioners with a consolidated architectural and conceptual reference for

designing secure, privacy-aware federated analytics systems; it does not report new

controlled experimental measurements, and all comparative figures are

qualitative syntheses of directional trends reported in the cited literature.

1. INTRODUCTION

The last decade has witnessed an explosive growth
in data generated at the network edge — mobile
phones, wearable sensors, electronic health
records, point-ofsale systems, and industrial IoT
devices. Traditional centralized machine learning
requires aggregating this data into a single
repository for model training, a practice that raises
severe privacy, legal, and logistical concerns.
Regulatory frameworks such as the European
Union's General Data Protection Regulation
(GDPR) increasingly restrict the transfer and
centralized storage of personal data, while high-
profile data breaches have eroded public trust in
centralized data collection.

Federated Learning (FL) was proposed as a
practical alternative that leaves training data
distributed across participating clients and instead
aggregates locally computed model updates at a
central coordinating server, most notably through
the Federated Averaging (FedAvg) algorithm. FL
has since been extended to numerous application
domains, including predictive text on mobile
keyboards, digital health analytics, and smart-city
infrastructure. Despite eliminating raw data
transfer, subsequent security research
demonstrated that the exchanged gradients or
model parameters can still leak substantial
information about the underlying training data
through gradientinversion and membership-
inference attacks. Consequently, contemporary FL
system design increasingly incorporates explicit
privacy-preserving  mechanisms  —  chiefly
Differential Privacy (DP) and Secure Multi-Party
Computation (SMQ), including Secure

Aggregation protocols — on top of the base FL
protocol.

A further axis of complexity concerns deployment
setting. The literature commonly distinguishes
cross-device FL, in which a very large number of
resource-constrained, intermittently  available
clients (e.g., mobile phones) participate under
strict communication and dropout constraints,
from cross-silo FL, in which a smaller number of
well-resourced institutional participants (e.g.,
hospitals or banks) engage in longer-lived training
relationships  with stronger compute and
connectivity ~ guarantees. This  distinction,
formalized by Kairouz et al. [3], materially affects
which privacy and robustness mechanisms are
practical, and is used throughout this paper to
contextualize the applicability of the architecture
proposed in Section 3.

This paper is a conceptual, architectural, and
literature-synthesizing contribution rather than an
empirical one: it does not introduce a new
algorithm or report results from a new controlled
experiment on a benchmark dataset. Its
comparative figures and tables (Section 5) are
qualitative, literature-grounded syntheses
intended to aid architectural reasoning and
discussion, not measurements from a common
experimental protocol. This scope is stated
explicitly here and revisited in the Limitations
(Section 11) so that the nature of the contribution
is unambiguous to readers and reviewers.

This paper contributes: (i) a layered, high-level
block-diagram architecture that integrates FL with
DP and Secure Aggregation for secure distributed
analytics; (ii) a flowchart and formal algorithmic
description of the end-to-end secure federated
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training round; (iii) a literaturegrounded
comparative synthesis of privacy-preservation
strategies across five practical performance
dimensions, presented both graphically and in
tabular form; (iv) a structured discussion of the
associated threat landscape — including a threat-to-
defense mapping table — application domains, and
regulatory/governance considerations; (v) an
extended treatment of statistical and systems
heterogeneity ~drawing on  FedProx and
SCAFFOLD; and (vi) a bibliometric overview
characterizing the composition and chronology of
the literature reviewed in this paper.

2. Related Work

2.1 Foundations of Federated Learning
McMahan et al. [1] introduced the Federated
Averaging (FedAvg) algorithm, demonstrating that
iterative local stochastic gradient descent followed
by weighted serverside averaging could reduce
communication rounds by one to two orders of
magnitude compared to synchronized SGD, while
remaining robust to unbalanced and non-
independent-and-identically-distributed (non-1ID)
client data. Yang et al. [2] formalized the taxonomy
of federated learning into horizontal, vertical, and
federated transfer learning settings and surveyed
early industrial applications. Kairouz et al. [3] later
produced a comprehensive survey consolidating
advances and open problems across optimization,
systems, privacy, robustness, and fairness in FL,
which remains a principal reference for the field.
Caldas et al. [17] contributed LEAF, a benchmark
suite of federated datasets and reproducible
evaluation partitions, addressing the field's early
lack of standardized, realistically heterogeneous
evaluation settings.

2.2 Statistical and Systems Heterogeneity

A recurring theme in the FL literature is that
FedAvg's  convergence guarantees  weaken
substantially when client data is non-IID or when
clients differ widely in available compute. Li et al.
[14] introduced FedProx, which generalizes
FedAvg by adding a proximal term that bounds the
divergence of local updates from the global model,
allowing clients to perform variable amounts of

local work while preserving convergence
guarantees under both statistical and systems
heterogeneity. Karimireddy et al. [15] identified
and formally characterized the resulting
phenomenon as client drift, and proposed
SCAFFOLD, which wuses control variates to
correct local update directions, yielding
convergence rates that are provably less sensitive to
data heterogeneity and client sampling than plain
FedAvg. These heterogeneity-aware optimizers are
complementary to, rather than competitive with,
the privacy-preserving mechanisms discussed next:
DP noise injection and secure-aggregation
masking can, in principle, be layered on top of
FedProx- or SCAFFOLD:-style aggregation, though
the interaction between variance-reduction
techniques and DP noise calibration remains an
open question, discussed further in Section 10.

2.3 Privacy-Preserving Mechanisms

Differential Privacy, as operationalized for deep
learning by Abadi et al. [4] through the DP-SGD
algorithm (gradient clipping combined with
calibrated Gaussian noise and a moments-
accountant privacy budget), provides a formal,
quantifiable privacy guarantee at the cost of
reduced model utility. Geyer et al. [5] extended
differential privacy to the federated setting at the
client level, ensuring that the contribution of any
single client to the global model remains
statistically indistinguishable. Wei et al. [19]
provided a systematic performance analysis of
clientlevel DP in FL, quantifying the three-way
trade-off among the privacy budget, the number of
participating clients, and achievable model
accuracy, and offering convergence bounds that
inform practical parameter selection.

On the cryptographic side, Bonawitz et al. [6]
designed a communication-efficient Secure
Aggregation protocol based on pairwise masking
that allows a server to compute the sum of client
updates without observing any individual update,
while tolerating client dropout. Zhang et al. [18]
proposed BatchCrypt, a batching scheme for
homomorphic encryption in crosssilo FL that
substantially reduces the computational and
communication overhead traditionally associated
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with fully homomorphic aggregation, making
cryptographic protection more practical for
institutional (cross-silo) deployments. Truex et al.
[7] proposed a hybrid framework that combines
Differential Privacy with Secure Multi-Party
Computation, showing that the two mechanisms
can be balanced to reduce the noiseversus-
accuracy trade-off inherent to DP-only approaches
as the number of participants grows.

2.4 Threats to Federated Learning Privacy and
Integrity

Even without sharing raw data, FL systems remain
vulnerable to both confidentiality and integrity
attacks. On the confidentiality side, Shokri et al.
[8] demonstrated membership-inference attacks
capable of determining whether a specific record
was used during training. Zhu et al. [9] introduced
the Deep Leakage from Gradients (DLG) attack,
showing that pixel-accurate training images and
labels could, in some settings, be reconstructed
purely from shared gradients, motivating the
integration of DP and Secure Aggregation as
defensive  layers  rather than  optional
enhancements. On the integrity side, Blanchard et
al. [16] introduced Krum, a Byzantine-robust
aggregation rule that selects updates minimizing a
distance-based score to reject outlying (potentially
poisoned) client contributions — a foundational
result showing that simple averaging (as in
FedAvg) is not robust to even a small fraction of
malicious participants, motivating the robust-
aggregation discussion in Section 6.

2.5 Application Domains

FL has been applied to mobile keyboard next-word
prediction by Hard et al. [10], to digital health
analytics by Rieke et al. [11], who outlined FL's
potential for multi-institutional clinical model
training without centralizing patient records, and
to smartcity infrastructure by Zheng et al. [12],
who surveyed FL applications spanning traffic
prediction, environmental monitoring, and public
safety. Hsu et al. [13] further examined the
practical effect of non-1ID client data distributions
on federated visual classification accuracy, a
recurring challenge across these application

domains. Financial services represent a further
crosssilo domain in which institutions are
motivated by both competitive confidentiality and
regulatory  data-localization  requirements to
collaborate via FL rather than centralized data
pooling.

2.6 Benchmarking and Reproducibility

A persistent limitation noted across the literature
synthesized above is the scarcity of standardized,
widely adopted benchmarks that jointly evaluate
accuracy, privacy leakage, communication cost,
and robustness under a common experimental
protocol. LEAF [17] partially addresses this for
accuracy and heterogeneity; however, no equally
standardized benchmark yet exists for jointly
reporting privacy-utility-efficiency trade-offs of the
kind qualitatively synthesized in Section 5, a gap
this paper does not resolve but explicitly flags as an
open challenge (Section 10).

3. Proposed System Architecture

Figure 1 presents the proposed high-level block-
diagram architecture for secure, privacy-preserving
distributed data analytics. The architecture is
organized into five conceptual layers, described
below together with the trust assumptions
attached to each.

(a) Client Layer: Each participating client
(hospital, financial institution, IoT edge node,
mobile device, or partner organization) retains its
own local dataset and never transmits raw records
outside its trust boundary. Clients are assumed to
be semi-honest with respect to their own data (they
follow the protocol but may attempt to infer
information from messages they receive) and, for
the robustness discussion in Section 6, a bounded
fraction may be actively malicious.

(b) Local Model Training Layer: Clients perform
local stochastic-gradient-descent training on the
current global model using their private data,
producing a local model update. Under systems
heterogeneity, the number of local epochs E may
vary per client, as accommodated by heterogeneity-
aware aggregation strategies such as FedProx [14].
(c) Local Privacy Layer: Before transmission, each
client applies gradient clipping and calibrated
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differential-privacy noise injection, bounding the
sensitivity of the shared update and providing a
formal perround privacy guarantee against an
honest-but-curious server or eavesdropper.

(d) Secure Communication and Aggregation
Layer: Updates are transmitted over encrypted
(TLS) channels and combined through a Secure
Aggregation protocol, such that the coordinating
server can only observe the aggregate of client
updates and never an individual client's
contribution. For cross-silo deployments with
fewer, higher-trust participants, this layer may
instead employ batched homomorphic encryption
in the manner of BatchCrypt [18], trading
somewhat higher perround computation for
stronger cryptographic guarantees.

(e) Central Aggregation and Governance Layer:
The server performs Federated Averaging (or a
heterogeneity-aware variant such as FedProx or
SCAFFOLD) to update the global model, while a
governance layer enforces access control, auditing,
and regulatory compliance (e.g., GDPR, HIPAA),
before the resulting model is released to
distributed analytics applications. The threat
model underlying this layer, consistent with
Bonawitz et al. [6], assumes an honest-but-curious
central server for confidentiality purposes and,
where Byzantine-robust aggregation (Section 6) is
layered in, tolerates a bounded fraction of actively
malicious clients.

Figure 1. Layered Architecture for Secure, Privacy-Preserving Federated Analytics

Privacy & Security Governance Layer
Access Control | Auditing | GDPR / HIPAA Compliance

~

Distributed Analytics Applications
Healthcare | Finance | IoT | Smart Cities

t

Central Aggregation Server
Federated Averaging / FedProx / SCAFFOLD — w(t+1) = £_k (n_k/n)-w_k(t+1)

Secure Communication Channel (TLS) + Secure Multi-Party Aggregation
(Pairwise Masking or Batched Homomorphic Encryption)

1 f

1 1

Differential Privacy:
Gradient Clipping + Noise

Differential Privacy:
Gradient Clipping + Noise

Differential Privacy:
Gradient Clipping + Noise

Differential Privacy:
Gradient Clipping + Noise

Ly ry

) )

Local Model Training
(SGD, E local epochs)

Local Model Training
(SGD, E local epochs)

Local Model Training
(SGD, E local epochs)

Local Model Tralning
(SGD, E local epochs)

Client 1 Client 2 Client 3 Client N
(Hospital / Edge Node) (Bank / IoT Node) (Mohile Device) (Partner Organization)
Local Data D1 Local Data D2 Local Data D3 Local Data DN

Figure 1. High-level block diagram of the proposed federated learning and privacy-preserving analytics
architecture.

4. Federated Training Protocol

The training protocol underlying the proposed
architecture proceeds in synchronous rounds,
illustrated as a flowchart in Figure 2 and stated
formally in Algorithm 1. The server first initializes

a global model w0 and, at each round ¢, selects a
subset K of available clients and broadcasts the
current global parameters wt. Each selected client
performs E local epochs of stochastic gradient
descent on its private data Dk to obtain an
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updated local model. Before transmission, the
client clips its update to a bounded L2 norm C
and adds Gaussian noise calibrated to a target
privacy budget (epsilon, delta), following the DP-
SGD formulation of Abadi et al. [4]. The privacy-
protected update is then masked using the Secure
Aggregation protocol of Bonawitz et al. [6], such
that the server can recover only the sum of the
masked updates.

The server aggregates the received values using
Federated Averaging, computing the new global
model as a weighted average of client updates,
weighted by each client's local dataset size relative
to the total participating data. This process repeats
until a convergence criterion is satisfied or a
maximum number of rounds T is reached, after

which the final global model is published for

downstream distributed analytics applications.

Figure 2. Secure Federated Training-Round Flowchart

+

Server initializes global madel wO

>

No

Server selects subset of clients K
and broadcasts current model w_t

1

Each client performs local training
(E epochs of SGD on private data D_k)

1

Client applies Differential Privacy
(gradient clipping + calibrated noise)

1

Client masks update via
Secure Aggregation protocol

1

Client sends protected update Aw_k
to aggregation server

1

Server aggregates updates
(Federated Averaging)

1

Server updates global model

w_(t+1) — aggregated result

Convergence reached
or max rounds t = T 7

Server publishes final global maodel
for privacy-preserving analytics

!

End

Figure 2. Flowchart of a secure federated learning training round integrating differential privacy and

secure aggregation.
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Algorithm 1 — Secure Privacy-Preserving
Federated Training Round

Input: initial global model wO; number of rounds
T; clients-per-round K; clipping norm C; noise
scale sigma; local epochs E

1: fort=0toT-1do

2:  Server selects a subset S_t of K clients and
broadcasts w_t

3:  for each client k in S_t (in parallel) do

4. w_k < LocalSGD(w _t, D k, E)

// local training

5: delta_k < clip(w_k - w_t, C)

// bound sensitivity

6: delta_k_tilde <- delta_k + N(0, sigma”2
C™N2 1)  // DP noise (Abadi et al. [4])
1: m_k <- SecAggMask(delta_k_tilde)

// Bonawitz et al. [6]

8: send m_k to server

9: end for

10: agg <- SecAggUnmask({m_k : k in S_t})

// server recovers only the sum

11: w_(t+1) <<w_t+ (1 /sum_k n_k) * agg

// FedAvg-style update

12: if convergence criterion met then break
13: end for

Output: final global model w_T

This pseudocode formalizes the sequence already
depicted in Figure 2; it is presented as a
restatement of established protocol elements from
the cited works (FedAvg [1], DP-SGD [4], Secure
Aggregation [6]) rather than as a novel algorithm.

5. Comparative Analysis of Privacy-Preservation
Strategies

To contextualize the architectural design choices
in Section 3, Figure 3 presents a comparative
synthesis of four federated learning configurations
— vanilla FL (FedAvg only), FL augmented with
Differential Privacy, FL augmented with Secure
Aggregation, and a hybrid configuration
combining both mechanisms — across five
practical dimensions: model accuracy retention,
privacy protection strength, communication
efficiency,  computational efficiency, and
robustness to client dropout. The relative scores
summarized in Figure 3 (and rendered as an
alternative three-dimensional visualization in
Figure 4, and tabulated precisely in Table 1) are a
qualitative synthesis of directional trends reported
inthe reviewed literature [1], (3], [4], [6], (7],
intended to support comparative discussion rather
than to represent controlled experimental
measurements on a common benchmark.

Figure 3. Comparative Synthesis of Federated Learning Privacy-Preservation Strategies
(qualitative synthesis from literature trends, not raw experimental data)

=Y

=

Relative Comparative Score (0-10 scale)

"~

Madel Accuracy
Retention

Privacy Protection
Strength

W Vanilla FL (FedAvg)
mmm  FL + Differential Privacy

Communication

Efficiency

Computational
Efficiency

Robustness to
Client Dropout

BN FL + Secure Aggregation
W FL + DP + Secure Aggregation (Hybrid)

Figure 3. Comparative synthesis of federated learning privacy-preservation strategies across key
performance dimensions.
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Figure 4. Three-Dimensional Rendering of the Comparative Synthesis of
Federated Learning Privacy-Preservation Strategies
(same qualitative literature-based scores as Figure 3; alternative visualization)

10

Model Accuracy

Retention FL + DP+SecAgg

Privacy Protection

Strength
Communication FL * SecAgg
Efficiency
Computational FL + DP
Efficiency
Robustness to Vanilla FL.
Client Dropout
B Vanilla FL (FedAvg) N FL + Secure Aggregation
s FL + Differential Privacy EEN L + DP + Secure Aggregation (Hybrid)

Figure 4. Three-dimensional rendering of the comparative synthesis in Figure 3 (same qualitative
literature-based scores; alternative visualization for readability).

Table 1 — Qualitative Comparative Scores (0-10 scale; literature-grounded synthesis)

Model accuracy retention

Privacy protection strength | 3.0 8.0 7.5 9.0
Communication efficiency | 8.0 7.8 6.0 5.5
Computational efficiency 8.5 7.9 6.5 5.8
Robustness to client 6.0 6.0 50 59
dropout
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Scores are qualitative syntheses of directional
trends reported in [1], [3], [4], [6], [7], not
measurements from a controlled experiment on a
shared benchmark. Consistent with Abadi et al.
(4], adding differential privacy tends to reduce
model accuracy relative to vanilla FL because
injected noise directly perturbs the learning signal,
with the effect most pronounced at small per-
client dataset sizes and stringent privacy budgets.
Conversely, DP substantially raises privacy
protection strength by providing a formal,
quantifiable guarantee against membership-
inference and reconstruction attacks such as those
demonstrated by Zhu et al. [9] and Shokri et al. [8].
Secure Aggregation, following Bonawitz et al. [6],
achieves strong protection of individual updates
from an honestbut-curious server with a
comparatively smaller accuracy penalty, but it
introduces  additional communication and
computation overhead from cryptographic
masking and key exchange, and its robustness to
client dropout, while explicitly engineered for
tolerance up to a bounded fraction of failures, is
still lower than that of vanilla FL. The hybrid DP
+ Secure Aggregation configuration, as proposed
by Truex et al. [7], achieves the strongest overall
privacy protection by allowing the magnitude of
injected DP noise to be reduced as the number of
aggregated parties grows, at the cost of the highest
cumulative communication and computational
overhead among the four configurations.
Heterogeneity-aware aggregation (FedProx [14],
SCAFFOLD [15]) is orthogonal to this
comparison: it primarily affects convergence speed
and robustness to non-IID data rather than the
privacy dimension, and could in principle be
combined with any of the four configurations in
Table 1, at the cost of additional implementation
complexity that has not, to our knowledge, been
jointly benchmarked in the literature reviewed
here.

6. Security and Privacy Threat Landscape

Federated systems remain exposed to several
classes of attack even when raw data is never
shared. It is useful to separate these into

confidentiality attacks, which aim to extract
information about private data or determine
training-set membership, and integrity attacks,
which aim to corrupt or bias the global model.

Gradient-leakage attacks, exemplified by Zhu et al.
[9], exploit the mathematical relationship between
gradients and training inputs to reconstruct
approximations of private samples. Membership-
inference attacks, as formalized by Shokri et al. [8],
allow an adversary to determine whether a
particular record participated in training by
observing model  behavior.  Both  are
confidentiality attacks and are the primary
motivation for the Local Privacy Layer and Secure

Communication and Aggregation Layer in the
architecture of Section 3.

Model-poisoning and Byzantine attacks, in which
a subset of malicious clients submit crafted
updates to degrade or backdoor the global model,
represent an orthogonal integrity threat that
Secure Aggregation alone does not address, since
aggregation protocols are designed to protect
confidentiality rather than to validate the
correctness of individual contributions. Blanchard
et al. [16] showed that plain coordinate-wise or
vector averaging (as in FedAvg) can be arbitrarily
corrupted by a single malicious client in the worst
case, and proposed Krum, a robust aggregation
rule that scores each client update by its distance
to its nearest neighbors and selects the update(s)
with the lowest aggregate distance, thereby
excluding outliers. A structural tension follows
directly from this: Byzantine-robust rules such as
Krum typically require the server to inspect
individual (unmasked) client updates to compute
distance scores, which is in direct conflict with
Secure Aggregation's design goal of hiding
individual updates from the server. Reconciling
robust aggregation  with cryptographic
confidentiality — for example via secure multiparty
computation of distance scores, or via robust
aggregation performed on committed/verifiable
but still-masked updates — remains an active and
only partially solved research problem, as surveyed
by Kairouz et al. [3].
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Table 2 — Threat-to-Defense Mapping

Gradient inversion /

DP noise injection + Secure

Weak-privacy-budget regimes

DLG [9] Confidentiality Aggregation remain partially exposed
Membership Confidentiality Client-level Differential Privacy | Utility loss at strict epsilon
inference [8] [5] budgets
Honest-but-curious Confidentiality Secure Aggregauon [6]‘/ Server still learns the
server homomorphic encryption [18] | aggregate update
Model poisoning / Inteori Byzantine-robust aggregation Conflicts with update-
backdoors egriy (e.g., Krum [16]) masking confidentiality goals
Client dropout / g1 Dropout-tolerant Secure Bounded tolera1‘r1ce; large-
Availability i scale dropout still degrades
stragglers Aggregation [6]; FedProx [14]
rounds
. Added
i?frtl—HD client data Model quality | SCAFFOLD [15]; FedProx [14] | computation/communication

Table constructed from the architectural
rationale of Section 3 and the cited defense
mechanisms; it is a conceptual mapping, not an
empirical vulnerability assessment of a deployed
system.

7. Applications in Distributed Data Analytics
The proposed architecture generalizes across
several application domains reported in the
literature. In healthcare, Rieke et al. [11] describe
how multiple hospitals can jointly train diagnostic
or prognostic models without centralizing patient
records, directly benefiting from the client and
local-privacy layers of the proposed architecture;
this is a canonical crosssilo setting in which
BatchCryptstyle homomorphic encryption [18] is
often more practical than pairwise-masking Secure
Aggregation, given the smaller and more stable set
of institutional participants.

In mobile computing, Hard et al. [10] deployed
federated next-word prediction across millions of
mobile keyboards, relying on secure aggregation-
style protocols similar to Bonawitz et al. [6] to
protect individual typing data; this is a canonical

overhead

cross-device setting where dropout tolerance and
communication efficiency dominate design
choices. In smart-city and [oT settings, Zheng et al.
[12]. survey applications spanning traffic-flow
prediction, environmental sensing, and public-
safety analytics, where edge devices act as clients
under bandwidth and energy constraints that
make the communication-efficiency dimension
discussed in Section 5 particularly consequential.
In finance, similar architectural patterns support
cross-institutional fraud-detection and creditrisk
modeling without cross-bank data sharing,
aligning  with  regulatory  data-localization
requirements; this domain typically operates in the
crosssilo regime, where the smaller number of
well-resourced institutional participants makes
both Byzantine-robust aggregation (Section 6) and
cryptographic approaches such as homomorphic
encryption more computationally tractable than in
cross-device deployments.
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8. Regulatory, Ethical, and Governance
Considerations

The Governance Layer in Figure 1 is not a
technical afterthought: several widely adopted
data-protection regimes directly shape which
architectural choices are viable. Under the EU's
General Data Protection Regulation (GDPR),
personal data processing must satisfy principles of
data minimization and purpose limitation;
because FL avoids centralizing raw records, it is
frequently discussed in the compliance literature
as a data-minimizing design pattern, though the
model updates themselves may still constitute
personal data if they can be linked back to
individuals, which is precisely the risk that DP and
Secure Aggregation are intended to mitigate.
GDPR's right to erasure is also architecturally
relevant: because a client's data influence is baked
into successive rounds of a federated model,
supporting verifiable removal of a specific client's
contribution (federated "unlearning”) is a
nontrivial open problem that current FedAvgstyle
aggregation does not natively solve.

In the United States, the Health Insurance
Portability and Accountability Act (HIPAA)
governs protected health information in the
healthcare application domain discussed in
Section 7; FL's appeal in multi-hospital settings
stems partly from keeping patient records within
each covered entity's own infrastructure, while the
governance layer must still ensure that any de-
identification, auditing, and business-associate-
agreement obligations are satisfied for the
aggregation  server and any third-party
infrastructure involved. The California Consumer
Privacy Act (CCPA) and its successor the CPRA
impose  analogous  data-minimization  and
consumer-rights obligations relevant to the mobile

and financial application domains. More recently,
emerging Al-specific regulation such as the EU Al
Act introduces risk-tiered obligations that may
apply to federated systems used in high-risk
contexts (e.g., credit scoring or medical diagnosis),
adding  auditability = and = documentation
requirements on top of the data-protection
obligations above.

These regulatory considerations reinforce, rather
than replace, the technical mechanisms discussed
in Sections 3-6: DP provides a mathematically
quantifiable notion of individual-contribution
privacy that can support (but does not by itself
satisfy) GDPR-style data-protection arguments;
Secure Aggregation and homomorphic encryption
limit what an operator can observe, supporting
minimization arguments; and the governance
layer's auditing function is what would, in practice,
produce the documentation trail that regulators
and institutional review processes require. This
paper does not offer a legal compliance assessment
and none of the foregoing should be read as legal
advice; it is a conceptual mapping between
architectural components and the regulatory
principles most frequently cited in the FL-and-
privacy literature.

9. Bibliometric Overview of the Reviewed
Literature

To give readers a transparent sense of the
composition of this review, Figure 5 summarizes
the 19 references cited in this paper by primary
focus area, and Figure 6 places them on a
chronological timeline. These figures characterize
the composition and chronology of the present
literature synthesis; they are not a claim about the
federated-learning field as a whole, which is far
larger than the works cited here.

https://thesesjournal.com

| Baig et al., 2026 |

Page 6415


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

SPECTRUM OF ENGINEERING SCIENCES
ISSN (E) 3007-3138 (P) 3007-312X VOLUME 4, ISSUE 3, 2026

Figure 5. Bibliometric Distribution of the 19 Reviewed References
by Primary Focus Area (counted directly from the References section)

Application
Domains (3)

Foundations &
Benchmarking (4)

Threats &
Robustness (3)

Statistical/Systems
Heterogeneity (3)

Privacy-Preserving
Mechanisms (6)

Figure 5. Bibliometric distribution of the 19 reviewed references by primary focus area (direct count
from the References section).

Figure 6. Chronological Timeline of Reviewed Federated Learning and
Privacy-Preservation Literature (2016-2022)
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Figure 6. Chronological timeline of the reviewed federated learning and privacy-preservation literature
(2016-2022).
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Two patterns are visible. First, privacy-preserving
mechanisms account for the largest single category
(6 of 19 references), reflecting this paper's
architectural focus on integrating DP and Secure
Aggregation/homomorphic  encryption rather
than on FL optimization per se. Second, the
timeline shows a cluster of foundational
contributions in 2017 (FedAvg, Secure
Aggregation, membership inference, Krum)
followed by a wave of heterogeneity-aware and
cryptographically efficient methods in 2019-2020
(FedProx, SCAFFOLD, BatchCrypt, DLG),
consistent with the field's documented shift from
establishing basic feasibility toward addressing the
statistical, systems, and cryptographic-efficiency
challenges of real-world deployment.

10. Open Challenges and Future Research
Directions

° Statistical Heterogeneity (Non-IID Data):
As shown by Hsu et al. [13], skewed and
unbalanced client data distributions can slow
convergence and bias the global model toward
over-represented clients. FedProx [14] and
SCAFFOLD [15] partially address this, but their
interaction with DP noise calibration and Secure
Aggregation masking is not yet well characterized.
° Systems Heterogeneity and
Communication Constraints: Clients  differ
widely in compute capability, network bandwidth,
and availability; efficient client selection, update
compression, and asynchronous aggregation
remain active research areas as surveyed in Kairouz
et al. [3].

° Privacy-Ustility Trade-off: Tightening the
differential-privacy budget improves formal
guarantees but degrades accuracy, as quantified by
Abadi et al. [4] and further analyzed by Wei et al.
[19]; adaptive or clientlevel budget allocation, as
explored by Geyer et al. [5], is an open area for
balancing utility and protection.

° Robustness to Malicious Participants:
Secure Aggregation protects confidentiality but
not integrity; robust aggregation resistant to
poisoning (e.g., Krum [16]) while remaining
compatible with cryptographic masking, as
discussed in Section 6, is not yet fully solved.

° Personalization and Fairness Across
Clients: A single global model may perform poorly
for clients whose data distributions diverge
substantially from the population average;
personalized federated learning approaches that
balance shared and client-specific parameters, and
aggregation that avoids
systematically disadvantaging under-represented
clients, are active research directions not covered
by the base architecture in Section 3.

° Communication Compression: Gradient
quantization and sparsification can reduce the
communication overhead identified as a weakness
of the  Secure-Aggregation and  hybrid
configurations in Section 5, but compression can
interact unfavorably with both DP noise
calibration and cryptographic masking, requiring
joint design rather than independent application.
° Standardization, Benchmarking, and
Regulatory Alignment: Aligning federated system
design with evolving data-protection regulations
(Section 8) and establishing common benchmarks
— extending efforts such as LEAF [17] — for
privacy-utility-efficiency trade-offs would
substantially aid reproducible comparison across
the strategies summarized in Table 1, moving the
field from  qualitative synthesis toward
standardized empirical evaluation.

fairness-aware

11. Limitations of This Study

This paper is explicitly a conceptual, architectural,
and literature-synthesizing contribution. Three
limitations follow directly from that scope and
should guide how its figures and tables are
interpreted.

First, the comparative scores in Figure 3, Figure 4,
and Table 1 are qualitative syntheses of directional
trends reported across multiple independent
studies using different models, datasets, and
experimental protocols [1], [3], [4], [6], [7]; they are
not measurements from a single controlled
experiment on a shared benchmark, and the
numeric values should be read as ordinal/relative
indicators rather than precise, reproducible
quantities.

Second, the proposed architecture (Section 3) and
training protocol (Section 4) are a synthesis of
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established components from the cited literature
rather than a novel algorithm; no new
implementation was built or evaluated for this
paper. Third, the regulatory discussion in Section
8 is a conceptual mapping between architectural
components and commonly cited legal principles,
not a legal compliance assessment, and should not
be relied upon as legal advice for any specific
deployment.

Future empirical work should implement the
architecture proposed here on standardized
federated benchmarks (e.g., LEAF [17] or
comparable non-ID partitions of common
datasets) to quantify, under a single controlled
protocol,  the  accuracy,  privacyleakage,
communication, and robustness trade-offs that are
only qualitatively synthesized in this paper.

12. Conclusion

This paper presented a layered architectural
framework and training protocol for integrating
Federated Learning with Differential Privacy and
Secure Aggregation to support secure, privacy-
preserving distributed data analytics. Drawing on
foundational and recent literature, we discussed
the architectural rationale for each layer,
formalized the secure training round as both a
flowchart and a pseudocode algorithm, and
synthesized comparative trade-offs among vanilla
FL, DP-augmented FL, Secure-Aggregation-
augmented FL, and a hybrid configuration across
accuracy, privacy, communication efficiency,
computational  efficiency, and  robustness
dimensions, presenting the same synthesis in a
two-dimensional chart, a three-dimensional
rendering, and a precise table for clarity.

The extended discussion of the threat landscape —
including an explicit threat-to-defense mapping
and the structural tension between Byzantine-
robust aggregation and cryptographic
confidentiality — together with the treatment of
statistical and systems heterogeneity (FedProx,
SCAFFOLD), regulatory and  governance
considerations (GDPR, HIPAA, CCPA), and a
bibliometric overview of the reviewed literature,
underscores that no single mechanism is sufficient
in isolation. Robust, real-world federated analytics

systems require the coordinated combination of
algorithmic (FedAvg/FedProx/SCAFFOLD-style
aggregation), cryptographic (Secure Aggregation or
homomorphic  encryption), and statistical
(Differential Privacy) safeguards, together with
mechanisms  for  regulatory
compliance. Consistent with the Limitations
stated in Section 11, future empirical work should
evaluate the proposed architecture on
standardized federated benchmarks to quantify
these trade-offs beyond the qualitative synthesis
presented here.

governance
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