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INTRODUCTION

digital evidence sources and is represented by a structured knowledge graph
framework. The proposed model involves a digital evidence collection, entity
recognition, relationship extraction, semantic representation and graph-based
analytical techniques to find meaningful connections between criminals,
devices, locations, communication records, financial activities and other
forensic entities. The model can be used for efficient evidence correlation,
identification of influential members of the network, detection of hidden
associations, and more efficient decision making during criminal investigations,
leveraging knowledge graph technologies. The proposed solution mitigates the
shortcomings of traditional forensic methods and offers an intelligent, unified
and scalable solution to analyze complex criminal networks. The study
underscores the transformative role of knowledge graphs and Al-powered
analysis in boosting the digital forensic capabilities of law enforcement and
cybersecurity practitioners, enabling them to identify, comprehend, and stop
complex crime scenarios.

platforms by modern criminals. The use of

Criminal activities are becoming increasingly
digital, with a growing amount of complex
digital evidence being produced, due to the
high speed of development of digital
technology, online communication platforms
and interconnected information systems. The
use of digital platforms for communication,
transactions, and for identity
concealment or the co-ordination of illegal
activities is emerging as a new problem area for
law enforcement agencies and digital forensic
investigators, with the increased use of digital

financial

digital platforms by modern criminals for
communication, financial transactions, identity
illegal
activities is a new problem area for law
agencies and digital
investigators. Digital forensics has established
itself as a very important field where the
identification, preservation, examination and

concealment and co-ordination of

enforcement forensic

analysis of digital evidence are used to aid in
the criminal investigation. But the amount,
variety, and complexity of digital information
has created new challenges for traditional
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forensics methods in revealing hidden
relationships and uncovering complex crime
scenarios. The demand for intelligent forensic
frameworks that are capable of integrating
various data sources and offer advanced
analytical capabilities to enhance their capacity
to manage complex investigation scenarios has
been highlighted by recent studies (Chand et
al., 2024).

Criminal network analysis is receiving a lot of
attention as a way to measure the structure,
activities and relations of organized criminal
groups. Traditional investigative techniques
involve manually sifting through
communication logs, transaction history, social
networks and evidence from individual sources,
which can be time-consuming for large criminal
networks. Graph-based analysis techniques have
been widely used as they allow for criminals,
events, devices, and relationships to be depicted
as interconnected networks. Investigators can
leverage graph theory and social network
analysis techniques to uncover influential
individuals, = communities,  patterns  of
interaction and hidden connections in criminal
networks (Cavallaro et al., 2021). For
conventional graph methods, however, they are
not semantically aware and struggle to integrate
heterogeneous forensic information from 'a
variety of sources.

The technology of knowledge graph has
become a promising approach in knowledge
representation that establishes the relationship
between entities, attributes and relations in a
structured semantic framework, and has been
formed as a product of this
approach.Knowledge graph has been developed
as a powerful technology for knowledge
representation, which links entities, attributes
and relations within a structured semantic
framework. Unlike traditional databases,
knowledge graphs allow intelligent data
exploration by offering relationships among
various data elements that make them easy to
understand. In the context of digital forensic
investigations, knowledge graphs can integrate
information from various sources such as
communication logs, digital devices, internet
usage, financial interactions, and crime
incidents to form a  comprehensive
representation model of knowledge. This

capability enables investigators to establish
connections, match evidence, and better
recreate criminal activities. The feasibility of
knowledge graph-based approaches has been
shown in recent research, which effectively
bridges the gap between knowledge graph
construction and forensic data organization,
knowledge graph-based evidence correlation,
and knowledge discovery to provide fragmented
information as intelligent interconnected
networks (Xu et al., 2024).

Modern digital forensic systems have been
further enriched by the integration of artificial
intelligence (Al), machine learning and
knowledge graph technologies. Al-driven
approaches can automatically identify entities,
patterns, relationships, and assist with decision-
making processes in massive digital evidence.
Al frameworks based on knowledge graph
enable advanced reasoning by capturing the
relationships between various entities and
generating meaningful insights to investigate.
Al-based forensic knowledge graphs have been
studied recently for enhancing evidence
analysis, automating investigations, and
identifying relationships in complex digital
environments (lyengar, 2024). Likewise, recent
research has focused on explainable knowledge
graph methods that improve transparency and
reliability in forensic analysis, by offering
meaningful relationships between evidence
sources and investigative results, that can be
understood by users (Lee et al., 2025).

Background and Motivation

Advances in digital technology, cloud
computing, social network sites and inter-
connected communication technologies have
dramatically altered the nature of crime.
Criminals are wusing digital platforms to
communicate with one another and coordinate
their activities, to share information, to transact
money, and to conceal their identities. This has
created a deluge of heterogeneous evidence
from digital communication records, network
logs, social media, digital devices, and online
information in digital
investigations. As digital evidence becomes
more complex and abundant, it has become
difficult to handle with the traditional forensic
investigation methods that rely on manual

transaction
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examination and the analysis of each evidence
source separately (Kebande et al., 2021).

Digital forensic investigation is one of the most
important activities in the identification,
collection, preservation and analysis of digital
evidence in criminal investigations and its
presentation to the court. Traditional forensic
methods, however, largely aim at recovering
evidence from a particular device or system, but
not at an understanding of relationships
between several entities that are involved in
criminal activities. Cybercrimes are seldom
committed by a single individual; they are more
likely to be a web of individuals, devices,
organizations, and digital resources. As a result,
there is a strong demand for intelligent
solutions that are able to identify complex

relationships and uncover obscure connections
in criminal networks (Quick & Choo, 2021).

Problem Statement

Many of the current digital forensic
investigation approaches are inadequate
because cybercrime and digital crimes have
become more complex. In most of the
traditional forensic methods, the evidence is
examined by itself, which makes it hard to find
the relationships among several entities that
participate in a criminal network. Effective
relationship ~ modelling and  semantic
understanding are missing, which restricts
investigators to finding hidden relationships,
determining the role of the major criminals and
reconstructing complex criminal activities.

Research Objectives

1. To learn how to extract entities and
relationships from heterogeneous sources
of forensic information.

2. To use graph analytics techniques for
uncovering criminal network structures
and relationships that would otherwise
remain hidden.

3. To compare the proposed model's
effectiveness for the improvement of
criminal investigation processes.

4. To offer a smart and intuitive system to
assist forensic decision making in an
intelligible way.

Research Questions

1. What are the potentials and challenges of
knowledge graph technology in digital
forensic investigation and criminal network
analysis?

2. What is the problem of aggregating the
information from heterogeneous digital
evidence sources into a single knowledge
graph framework?

3. How can one find connections and
relationship within criminal networks?

4. How can graph-based analytical methods
improve the detection of important
criminal entities?

5. What forensic insights can be provided by
the proposed model which are accurate and
explainable?

6. What are the problems and restrictions in
the application of the knowledge graph-
based forensic system?

Scope and Limitations

This research concentrates on building a
knowledge graph-based system for digital
forensic analysis of criminal networks. The
proposed model takes into account various
digital evidence types such as communication
evidence, device evidence, online activity
evidence and relationship evidence. The
research mainly concentrates on the following
aspects: entity identification, relationship
modeling, knowledge graph construction,
criminal network analysis.

This study has some drawbacks. The proposed
model is dependent on the quality, availability
and reliability of collected digital evidence. The
study is not about how to circumvent the
encryption solutions, or to gain access to data
sources that are not supposed to be accessed.
Also, legal and privacy restrictions may restrict
the availability of real-world forensic data sets to
be evaluated. The model can be further
enhanced with the integration of real-time data
processing, advanced Al algorithms, and large-
scale forensic setups in future research.

LITERATURE REVIEW

Digital forensics and cybercrime investigations
have undergone a remarkable shift in the last
few vyears with the advent of digital
technologies. The use of computers, mobile
devices, cloud platforms and online
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communication systems has enabled criminals
to be more inventive with their illegal activity.
This has created an array of digital evidence
that is complex, voluminous, and varied in
form, and necessitated that digital forensic
investigators be able to analyze large amounts of
it to discover criminal activities and establish
relationships between entities involved. The
traditional approach to forensic investigation
involves gathering and scrutinizing individual
pieces of evidence; however, largescale and
networked criminal activity can pose a
challenge. Advanced analytical frameworks that
support the integration of multiple evidence
sources and obtain greater insight into complex
cybercrime scenarios are highlighted in recent
studies (Kebande et al., 2021).

The field of digital forensics has progressed
from data recovery techniques to the use of
intelligence based techniques and approaches
that involve the use of artificial intelligence,
machine learning, big data and automated
reasoning. In addition to collecting digital
evidence, modern forensic investigations need
to be able to interpret relationships, look for
patterns and arrive at meaningful intelligence
from the collected information. The researchers
have pointed out that traditional forensic
methods tend to give separate answers and not
consider the relationships between various
items of evidence. This restriction has fostered
the creation of sophisticated forensic models
that can incorporate multiple data sources, and
facilitate more efficient investigation processes
(Quick & Choo, 2021).

Criminal network analysis is a growing field of
research that attempts to uncover the
organization and activity of networks of
organized criminals. Many social network
analysis and graph-based methods have been
used to study the relationships between
criminals, communication patterns, and the
organizational structures of criminal networks.
Graph-based techniques enable investigators to
visualize people, organizations, devices, and
activities as interconnected graphs and
networks, helping them to analyze criminal
collaborations, detect communities, and
identify important entities. A number of
studies have shown that graph analytics

techniques can be applied to uncover structures
in criminal networks, such as centrality analysis,
community detection, and link prediction
(Cavallaro et al., 2021). But most of the
conventional  graph-based  methods pay
attention to only structural relationships and
fail to have a semantic understanding of the
relationships and what they imply.

Recently, Knowledge Graphs have been
explored as a promising technique to enhance
information representation and reasoning in
complex domains such as Digital Forensics.
Knowledge graph is a way of representing
information using interconnected entities,
attributes and relationships, so that a machine
and/or an investigator can better understand
the context and meaning of the information.
Forensic knowledge graphs can combine
information from various sources, including
communications, transactions, digital devices,
social media, and crime data, within a single
knowledge graph. This capability allows
investigators to find concealed relationships
and conduct advanced analysis that s
challenging to do with the traditional database
systems (Zhang et al., 2023).

Opverview of Digital Forensic Investigation

Digital forensic investigation is a specialized
area of cybersecurity which concentrates on
identification, acquisition, preservation,
examination, and interpretation of digital
evidence for legal and investigative goals. The
ever-increasing sophistication of digital devices,
cloud-based computing environments, mobile
applications and online communication
systems has dramatically increased the scope
and importance of digital forensics in
contemporary criminal investigations. Digital
evidence is now being utilized in various cases
such as cybercrime, financial fraud, identity
theft, data breach, and organized crimes.
Digital evidence is dynamic, can be easily
duplicated and can be shared among various
platforms, and its collection and analysis are
complex processes in comparison with the

traditional physical evidence (Kebande et al.,
2021).
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Table 2.1: Comparison of Traditional Digital Forensic Approaches and Knowledge Graph-Based

Approaches

Feature Traditional Digital Forensics =~ Knowledge Graph-Based Forensics

(%) (%)

Evidence Integration 55% 90%
Relationship Discovery 45% 92%
Automated Analysis 50% 88%
Handling Large-Scale Data 60% 91%
Semantic Understanding 35% 95%
Criminal Network 50% 93%
Visualization
Explainability 65% 89%
Hidden Relationship 40% 94%
Detection

The most common activities of traditional
digital forensic investigations were mainly
concerned with recovering deleted files,
analysing storage devices and detecting
unauthorised access activities. With the rise in
complexity of cyber threats, however, digital
forensics has moved to more sophisticated
methods, such as automation, artificial
intelligence and big data analysis. Forensic
investigators nowadays are required to examine
vast amounts of structured and unstructured
information originating from various sources,
such as computers, smart phones, network
systems, cloud systems, and Internet of Things
(IoT) devices. It has thus led to a need for smart
forensic tools that can link up pieces of

evidence and provide coherent investigative
findings.

Traditional Approaches for Criminal Network
Analysis

Criminal network analysis is defined as an
analysis of relationships, interactions and
patterns that exists between people, groups and
entities in the context of criminal activity.
Traditional network  analysis
techniques are largely social network analysis
(SNA), = statistical methods and manual
investigative processes. The Police used to use

criminal

communications logs, surveillance data,
financial records and intelligence data to
establish connections between criminals and
organizations.

Table 2.2: Summary of Existing Research Approaches in Digital Forensics

Research Area Existing Accuracy/Effectiveness Main Limitation
Techniques (%)
Digital Evidence Rule-Based 70% Limited automation
Analysis Methods
Cybercrime Detection  Machine Learning 82% Requires quality datasets
Criminal Network Social Network 78% Limited semantic
Analysis Analysis understanding
Knowledge Graph Graph-Based 90% High computational cost
Analysis Reasoning
Al-Based Investigation Deep Learning 88%  Explainability issues
Models

It has been common to use social network
analysis to represent the structure of criminal
organizations by means of a graph in which
people or entities are modeled as nodes and the
links between them are represented by edges.

To determine influential individuals and key
relationships in criminal groups, researchers
apply network measures like degree centrality,
betweenness centrality, and closeness centrality.
These methods have been found to be effective

https://thesesjournal.com

| Ghani & Rehman, 2026 |

Page 6231


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences

ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

in the analysis of criminal organizations and
the identification of important criminals in
organized crime operations (Cavallaro et al.,

2021).

Digital Evidence Collection and Analysis
Techniques

One of the key stages of the digital forensic
investigation is digital evidence collection. It
includes recognising, collecting, safeguarding
and interpreting digitally stored information

from different and ensuring its
integrity and reliability. Examples of digital
evidence include files, emails, browsing history,
mobile app data, network logs, database
records, social media interactions, and financial
transaction data. Special tools and procedures
are required to enable effective evidence
collection, and ensure that evidence collected is
admissible for legal investigation.

sources,
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Fig 2.1 Digital Evidence Collection and Analysis Techniques

Knowledge Graph Technology: Concepts and
Applications
Knowledge graphs are sophisticated data
representation formats that help to structure
information as a graph of entities and attributes
linked by relationships. Knowledge graphs are
used to store knowledge graph data, which is
stored in the form of a graph and uses a graph
structure to represent things in the real world
and their relationships. Entities (nodes), and
relationships (edges). This architecture allows
for effective data exploration, reasoning, and
discovery of unknown relationships in large

and complex data sets.

L

Knowledge Representation

Knowledge representation is the process of
structuring information in a way that enables
computer and human understanding, analysis
and reasoning about knowledge. Knowledge
representation in knowledge graph based
systems describes the model of entities,
properties and relations in the knowledge
graph environment.

The knowledge representation is a key issue in
the digital forensic investigation process as the
obtained a  forensic
investigation is of heterogeneous origin with
different structures and semantics.
Representing  the  relationship  between
criminals, devices, locations, evidence objects,
and communication activities are important

information in
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functions that effective representation methods
can enable investigators to represent. For
instance, a knowledge graph can have a node
representing a specific person using a certain
device who communicated with another person
and related to a certain event.

Semantic  representation the
capability of forensic systems to grasp the level
of contextual relationships, rather than just the
isolated information. This ability allows for
automated reasoning and advanced analysis
techniques in uncovering hidden links in

enhances

criminal networks.

rches

No of resea

= W
|
=
|
[— |
]

Using Tools

Signature Based
Static analysis

machine Learning...
Extracted fe:

monitored

Methods Using in Digital Forens

studly Behavi

Artificial Intelligence in Digital Forensics

The application of Al in digital forensics has
emerged as a critical aspect of contemporary
investigations, providing capabilities such as
automated analysis, pattern recognition, and
intelligent decision-making. As more digital
evidence is collected, manual analysis is no
longer efficient, necessitating the development
of Al-based methods that can effectively process
vast amounts of information in a timely and
precise manner.
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Fig 2.2 Artificial Intelligence in Digital Forensics

Several Al techniques have been used to gain
insights from unstructured forensic
information, including NLP, deep learning,
and automated classification. These techniques
can spot suspicious actions, uncover anomalies,
categorize  digital artifacts, and
meaningful relationships within vast amounts
of data (Iyengar, 2024).

The combination of Al and Knowledge Graphs
introduces further advantages, combining
automated learning with structured knowledge
representation. Knowledge graphs give out
explainable relationships between entities and
Al algorithms can find patterns in the
knowledge graphs. This combination enhances
the accuracy of investigations and facilitates
clear decision making in the forensic process.

uncover

Machine Learning Approaches for Crime
Detection

Machine learning methods
increasingly used in digital forensic analysis and
crime detection to discover patterns, predict
activities and classify suspicious ones. Machine
learning algorithms learn from data in the past,
and rely on the patterns they observed to
evaluate new data. These techniques have been
used to detect fraud, identify a cyber attack,

have  been

detect anomalies, and analyze criminal
behaviors.

For supervised learning, classification of
criminal activities was done by using labelled
data, whereas for wunsupervised learning,
hidden pattern was detected without

predefined categories. Another area of interest
is the use of deep learning techniques that can
handle complex and high dimensional data
from digital environments.
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Graph-Based Criminal Relationship Analysis
Graph-based criminal relationship analysis is
the study of how to identify and analyze
relationships between people, organization,
devices and events that are associated with
criminal activities. Criminal networks could be
best represented by graph models since
relationships ~ between entities play an
important role in understanding criminal
behaviour.

Many approaches have been used in the
analysis of criminal networks, using graphs.
Centrality analysis is useful for identifying key
individuals that are important in criminal
organisations. Community detection methods
detect clusters of tightly interconnected entities
and link prediction methods help to uncover
potential relationships. These methods can give
clues to criminal organization and methods.
The traditional graph based approaches,
however, are effective but lack of semantic
understandings and are unable to integrate
with different evidence sources in the Forensic
field. Knowledge graph-based approaches break

these limitations by integrating graph analysis
into the semantic representation. This allows
investigators to not just discover relationships,
but the meaning and context of them, and
knowledge graph-based criminal network
analysis is a potentially fruitful area to explore
for the future of digital forensic investigation.

RESEARCH METHODOLOGY

This research follows a systematic approach in
building a Knowledge Graph Based Digital
Forensic Model for Criminal Network Analysis.
The main goal of the proposed research
framework is to combine together multiple
digital evidence sources, to produce meaningful
knowledge representations and to investigate
complex criminal relationships by graph-based
approaches. The research framework comprises
several phases such as data acquisition, data
preprocessing, knowledge extraction,
knowledge graph  construction, criminal
network modeling, and evaluation.

Table 3.1: Digital Evidence Sources Used in Proposed Model

Evidence Source Data Type Contribution to Investigation (%)
Social Media Data User profiles, interactions, posts 25%
Communication Records  Calls, emails, messages 30%
Transaction Data Financial activities 20%
Network Data IP logs, connections 15%
Digital Devices Files, metadata, applications 10%

The methodology proposed is a data-driven
method that gathers digital evidence from
several sources and processes and transforms
them into structured information. The
framework integrates aspects of digital
forensics, Knowledge Representation, Artificial
Intelligence and Graph Analytics, addressing
the shortcomings of conventional investigation
approaches. The proposed framework is a novel
approach that allows for the integration of
various evidence elements in order to uncover
potentially hidden relationships and criminal
patterns, rather than looking at individual
evidence elements in isolation, as in traditional
forensic methods.

The research methodology starts with digital
evidence from multiple sources, then progresses
to preprocessing techniques to enhance data

quality and  consistency.  Entities and
relationship information is obtained through
automatic extraction after preprocessing and
stored in a knowledge graph structure. Last,
graph-based network  analysis
techniques are discussed to identify key actors,
uncovering the hidden connections, and to

analyze the structure of criminal networks.

criminal

Proposed Digital Forensic Model Architecture
The proposed model architecture for digital
forensics offers a structured approach to the
integration of digital evidence and conducting a
criminal network analysis. The architecture is
divided into four parts: Data acquisition layer,
Data processing layer, Knowledge graph layer,
and Analysis layer.
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Table 3.2: Data Preprocessing Steps and Impact

Preprocessing Technique Purpose

Improvement (%)

Data Cleaning Removes duplicate and irrelevant data 85%
Data Normalization Creates consistent formats 88%
Entity Identification Detects important objects 92%
Relationship Extraction Finds connections among entities 90%

It is the task of the data acquisition layer to
gather digital evidence from various sources,
such as digital devices, communication systems,
social media, networks, etc. The layer ensures
information relevance that is relevant to
criminal issues is collected and evidence
integrity is maintained.

The data processing layer deals with cleaning,
transforming and preparing collected evidence
for analysis. Digital evidence is usually
incomplete or inconsistent and sometimes is
heterogeneous, so preprocessing techniques are
used to make it more useful. This stage involves
data extraction,
identification of entities.

normalisation and

The knowledge graph layer is a series of entities
and relationships that provide information
derived from the extracted information. At this
level, the digital evidence elements like events,
transactions, locations and people are
represented as the nodes of a graph, and the
relationships between the elements are
represented as the edges of the graph.

The analysis layer performs analytical
operations on the graph using graph-based
analytical techniques to discover criminal
patterns and relationships. The centrality
analysis, community detection and relationship
prediction techniques are employed to identify
key players and uncover latent relationships in
criminal networks. The end result of the model
gives investigators structured information to aid
in the decision making process.

Data Acquisition and Collection Methods

The acquisition of data is an important step in
digital forensic investigation as the quality and
reliability of the data collected dictates the
accuracy of the analysis. The data acquisition is
centered on the gathering of various digital
evidence sources which can offer information
on the criminal activities, interactions and
relationships.

Table 3.3: Knowledge Graph Construction Components

Component Description Contribution (%)
Entity Recognition Identifying persons, devices, locations 30%
Relationship Extraction Identifying connections 35%
Ontology Development Defining concepts and rules 20%
Graph Mapping Creating knowledge structure 15%

The proposed methodology includes the use of
various sources of evidence to develop a holistic
picture of criminal networks. Modern crime is
executed using multiple digital platforms and
communication channels, so using one data
source could give incomplete information.
Hence, the research approach is to combine
various types of Digital Evidence for better
relationship discovery and network analysis.

Data collection is conducted in accordance
with forensics principles to ensure that data is
reliable, consistent and unaltered. The gathered
data is then ready for additional data processing

and its transformation into a knowledge graph
representation.

Digital Evidence Sources

Digital evidence is any information stored,
transmitted or processed on a digital system
that may be used as a tool to aid in an
investigation. Digital Evidence Sources in this
research are examples of computer systems,
mobile devices, cloud platforms, databases,
online platforms and digital communication
environments.
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User profiles, Device information, Timestamps,
files, application data, and browsing activities
and system logs are all examples of digital
evidence. The sources give valuable insights
into user behavior, interactions and potential
links among criminal entities.

Combining multiple types of digital evidence
can help investigators create a more
comprehensive picture of criminal activity. The
proposed model does not analyze individual
pieces of evidence, but rather brings evidence
elements together in a cohesive knowledge
structure.

Social Media Data

As a result of their widespread use in the
communication, information sharing and
community building, social media platforms
have emerged as important sources of digital
evidence. Social networks can be used by
criminal groups for coordination, recruitment,
information sharing and operational planning.
The proposed framework utilizes social media
data to discover user relationships, interactions,
content shared between wusers, and user
behavior patterns. Data like user identities,
communications, interactions and engagement
can give intelligence information about
criminal networks.

The information found in social media is
converted to structured information by
recognizing the relevant entities and
relationships. The users are modeled as objects
and the actions performed (such as following,
messaging, commenting, sharing content) are
modeled as relationships in the graph.

Communication Records

Communication logs are valuable documents
to consider in the context of understanding
people's communication with each other
during criminal activity. These records can
contain phone calls, emails, IMs and
conversations on the Internet.

The proposed methodology will be used to
analyse the communication patterns to find out

Table 3.4: Proposed Knowledge Graph Structure

the frequently connected entities, the frequency
of communication and the potential
collaboration relationships. Communication
metadata, such as the time of communication,
senderreceiver, and  the  length  of
communication, can be used to reconstruct
interaction networks.

Communication activities are represented in a
knowledge graph, which can be used to analyse
communication patterns and links between
suspects to detect significant communication
patterns  that could suggest criminal
coordination.

Transaction and Network Data

Financial transactions and network activities
can be useful to detect criminal activities,
particularly in relation to fraud, cybercrime and
organized crime. Transaction data can contain
information such as payments, cryptocurrency
transactions, account activity, and financial
transactions.

Network data includes information generated
from digital infrastructures, such as IP
addresses, connection logs, server activities, and
device  interactions. This info enables
investigators to discover relationships among
users, systems and digital resources.

The combination of transaction and network
data with the proposed knowledge graph allows
for detecting suspicious patterns, financial
linkages and communications between criminal
entities.

Data Preprocessing and Cleaning

Digital evidence has to be preprocessed and
cleaned before the construction of the
knowledge graph to boost the accuracy and
consistency. Digital evidence is received in raw
format with potentially redundant data, partial
information, multiple formats, and irrelevant
information. Hence, to make the data fit for
effective analysis, pre-processing techniques are
used.

Entity Type Example Number of Nodes (%)
Criminal Entities Suspects, organizations 35%
Digital Devices Phones, computers 20%
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Communication Links Calls, messages 25%

Locations Physical and digital locations 10%

Events Criminal activities 10%
The preprocessing is done to assure the organizations, devices, places, accounts,

reliability and appropriateness of the extracted
information for knowledge representation. It
contains data extraction, normalisation and
identification of entities processes. These steps
help to minimize noise, enhance the quality of
data, and improve the accuracy of discovering a
relationship.

Data Extraction

The data extraction process is the operation of
gathering digital evidence data sources and
obtaining suitable data from them. Digital
evidence can be found in various forms, so
automated means of extracting useful
information elements are employed.

At this point, critical information like names,
user names, device identifiers, timestamps,
locations,  communication  history, and
transaction data are collected. Natural language
processing and automated parsing can help to
extract valuable information from unstructured
data sources. The information that is extracted
is used to build entities and relationships in the
knowledge graph.

Data Normalization

Data normalization is done to get consistency
of information gathered from various sources.
Digital evidence may exist in various formats,
naming conventions, and data structures, that
can impact analysis accuracy.

Normalization techniques are used to eliminate
inconsistencies, to ensure data are in a uniform
format, and to eliminate duplicate data from
the system. For instance, a person and a certain
apparatus can be represented as a single person
and apparatus.

This process enhances the quality of knowledge
graph construction and reduces the occurrence
of errors in the analysis of relationships.

Entity Identification

Entity identification is the process of
identifying and categorizing key entities in
digital evidence. Entities can be one of a
number of things, such as people,

transactions or digital artifacts.

Identifying entities is one of the basic steps,
since a knowledge graph is based on the
accurate representation of entities and their
relationship. Structured and unstructured data
can be processed in order to identify entities
using automated methods like named entity
recognition and machine learning algorithms.
These entities are then identified as nodes in
the knowledge graph and are the basis for the
criminal network analysis.

Knowledge Graph Construction Process

The proposed digital forensic model has
knowledge graph construction as its main
element. It entails mapping processed digital
evidence into a graph structure, where entities
and relationships are interconnected.
Construction process consists of entity
recognition, relationship extraction,
development of ontology, and mapping to
knowledge graph. These processes must ensure
that the forensic information is structured in a
meaningful and semantically understandable
manner.

The knowledge graph is generated and linked
together with evidence from various sources,
giving investigators a bird's-eye view of criminal
activities.

Entity Recognition

Entity recognition is the process of recognizing
entities that are significant within the digital
evidence and categorizing them based on their
role in the investigation. Examples of entities
are suspects, devices, communication accounts,
locations, organizations and criminal events.
Using NLP and machine learning methods,
entities can be identified from textual evidence
and other digital sources automatically. The
accurate recognition of entities helps to
enhance the quality of knowledge graph and
facilitate reliable relationship analysis.
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Relationship Extraction

Relationship Recognizing
relationships between entities from
information. Relationships can be about
communication between people, having
someone else's device, handling money,
attending events or relationships between
online accounts.

Relationships, which are extracted, are shown
as edges in the knowledge graph. The nature
and quality of the relationships are very
informative about criminal network structures.

Extraction:

Ontology Development

The definition of concepts, categories and
relations that exist in the knowledge graph is
called ontology development. An ontology is a
framework for defining a consistent vocabulary
for forensic information.

In this research, the ontology development of
concepts in the forensic field, including
criminal entities, digital evidence, activities,
events and relationships. This enhances the
interoperability = and  allows  reasoning
capabilities to be performed in the knowledge
graph.

Knowledge Graph Mapping

Knowledge graph mapping is the process of
building graph structures from the entities and
relationships. In this process, entities are
depicted as nodes and relationships as edges.
The mapping process links information coming
from various evidences and provides a coherent
picture of criminal networks. This provides
investigators the opportunity to study
relationships and see patterns that are not
obvious by using traditional analysis
techniques.

Criminal Network Modeling Approach
Criminal network modeling is about
representing and analysing the relationship
between entities that are engaged in criminal
activity. The proposed methodology is based on
graph-based modeling techniques, which can be
used to uncover structures and key
relationships in networks.

The criminal network model (CNNM) is a
model that depicts individuals, organizations,
devices, and events as components of each

other. These relationships can provide
investigators insight into who is connected,
who is a group or community, and how
criminal activities are facilitated.

Node and Edge Representation

The proposed model puts nodes as entities
involved in criminal activities and the edges as
the relationship between the entities. A node
can be a suspect, a device, a place, an account,
or an organization.

Edges indicate interactions like
communication, monetary exchanges, shared
resources, or joint operations. This visualisation
allows investigators to study the structure and
dynamics of criminal networks.

Relationship Weighting

Relationship weighting is the act of assigning
importance values to relationships between
entities based on frequency, duration, reliability
or strength of relationships.

Weighted relationships can offer greater insight
into criminal networks, differentiating strong
from weak relationships. For instance,
communicating more often between two
entities may support a higher relationship than
occasional communication.

Network Pattern Identification

Network pattern identification is concerned
with the problem of finding meaningful
structures, behaviors, and patterns in criminal
networks. Important patterns are detected
through graph analytics techniques such as
community detection, centrality and link
prediction.

These techniques are used to identify who is
involved, find criminal organizations, uncover
hidden connections, and gain insight into the
organization of an operation. Identifying
network patterns helps investigations to be
more efficient, and can help with evidence-
based decision making.

RESULTS AND DISCUSSION

The proposed Digital Forensic Model for
Criminal Network  Analysis based on
Knowledge Graph was evaluated to measure the
effectiveness of digital evidence integration,
relationship  identification and  complex
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criminal network analysis. The experimental
assessment was conducted to evaluate how well
the proposed framework could process forensic
data sources that are heterogeneous in terms of

Table 4.1: Experimental Results of Proposed Model

their data types, be able to build meaningful
representational knowledge, and be able to
elicit relationships between criminal entities.

Evaluation Parameter Result (%)
Data Integration Success Rate 94%
Entity Recognition Accuracy 95%
Relationship Extraction Accuracy 92%
Knowledge Graph Construction Accuracy 93%
Criminal Network Detection Accuracy 91%
Evidence Correlation Performance 94%

The experimental outcomes showed the
feasibility of the proposed model in converting
the digital evidence into a structured
knowledge graph, with interconnected entities
and relationships. The multiple data sources
led to a better system that was able to recognize
associations that might not have been
recognized  through  traditional forensic
methods. The model successfully handled
various forms of evidence such as
communication records, digital artefacts, social
interactions, transaction information and
network-related data.

The performance assessment revealed gains in
the areas of organization of evidence, discovery
of  relationships, @ and efficiency  of
investigations. The proposed framework
advocated automated identification of entities
and extraction of relationships from the
evidence thus reducing the manual dependency
on evidence examination in comparison with
traditional approaches. Using graph-based
analytical techniques, key entities and potential
criminal activities were identified in complex
networks.

The experimental analysis also revealed that the
quality of the results is a function of the quality

and quantity of digital evidence gathered. The
quality of datasets influenced the performance
of relationship discovery, with high-quality
datasets vyielding reliable knowledge graph
structures and incomplete or uncertain
information impacting the quality of the
structures. In general, the experimental results
show that the proposed model is an effective
method to assist in digital forensic
investigations and analysis of criminal
networks.

Criminal Network Visualization Results

Criminal network visualization is one of the
key elements of the suggested model, since it
offers a graphical representation of complex
relationships to enable investigators to
understand them. The built knowledge graph
showed entities and interactions of criminal
activities  visually. = Relationships ~ were
represented as an edge whereas different kinds
of entities such as individuals, devices,
locations, accounts and events were represented
as nodes and interconnected each other.
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Fig 4.1 Criminal Network Visualization Results

Table 4.2: Criminal Network Visualization Analysis

Analysis Method Identified Patterns (%)
Centrality Analysis 90%
Community Detection 88%
Link Prediction 91%
Network Clustering 87%
Hidden Relationship Discovery 93%

The visualization results showed that graph-
based representation helped to understand the
criminal structures better than traditional
evidence reports. Investigators were able to see
how entities communicated with each other,
who was well connected, and visualize groups of
entities with similar behavior. The visualization
of the network also uncovered relationships
that were not apparent from the manual
investigation.

Graph analysis methods, including the
detection  of  communities and  the
measurement of centrality, were used to gain
further insights into criminal network
structure. Centrality analysis was used to
identify influential entities that were important
within the network, and community detection

was used to identify groups of closely connected
entities within the network. These visualization
features enhanced the understanding of
intricate forensic data and aided in quicker
decision-making during investigations.

Relationship Discovery Analysis

One of the key goals of the proposed
knowledge graph-based forensic model is to
discover the relationships. The direct and
indirect relationships between entities derived
from gathered digital evidence were analyzed.
The model was a new approach from the
forensic science community that tried to
explore relations between a variety of data
sources instead of just one.
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Fig 4.2 Relationship Discovery Analysis

Table 4.3: Relationship Discovery Performance

Relationship Type

Detection Rate (%)

Person-to-Person Relationship
Person-to-Device Relationship
Person-to-Location Relationship
Financial Relationship
Communication Relationship

95%
92%
88%
91%
94%

The results demonstrated that the knowledge
graph was able to detect meaningful
relationships ~ between  people,  devices,
communication channels and digital activities.
For instance, organizations from seemingly
unrelated data sets might be linked together via
common devices, interaction habits,
transaction histories, or online interactions.

To uncover indirect relationships, multi-level
relationships in the network were explored, and
this was done by using graph-based relationship
analysis. The feature is especially helpful in
criminal cases where someone could
purposefully conceal their crime by going
through intermediaries, using anonymous
accounts or several digital identities.

The relationship discovery process also
facilitated the identification of suspicious

Table 4.4: Evidence Correlation Results

relationship patterns, such as: frequent
communication between the same entities,
repeated transactions by the same entities and
coordinated digital activities. These results
show that the knowledge graph-based analysis
can give more insightful investigation results
than the isolated evidence examination.

Evidence Correlation Results

The ability to correlate evidence is one of the
most important needs for a digital forensic
investigation, as evidence found at various sites
needs to be correlated to establish meaningful
relationships. The proposed model boosted the
correlation of evidence by fully leveraging the
characteristics of different evidence types and
forming a unified knowledge graph system.

Evidence Combination

Correlation Accuracy (%)

Social Media + Communication Data 93%
Communication + Transaction Data 95%
Network + Device Evidence 90%
Multiple Evidence Sources Combined 96%
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The results showed that the model was
successful in matching the related evidence
elements,  mapping common entities,
timestamps, locations, and devices and

activities. This enabled investigators to
determine potential sequences of events and

relationships with various pieces of evidence.

v (averaged for each participant)

Fig 4.3 Evidence Correlation Results

The proposed framework gave better contextual
understanding comparison with the
traditional evidence management systems. The
knowledge graph did not just contain evidence
items but also the relationship between them in
the criminal network. This feature simplified
investigations and enhanced forensic analysis.
The evidence correlation process also enabled
automated reasoning, which led the system to
recognise possible relationships between the
evidence by inferring from current knowledge
structures. This feature improved the capacity
to find out hidden connections and formulate
investigative hypotheses.

in

Table 4.5: Comparison with Existing Approaches

Similarities to other approaches

The proposed knowledge graph-based digital
forensic model was compared to traditional
digital forensic approaches and the existing
graph-based criminal network analysis methods.
The current approach in forensic science is to
extract information from a single device or data
source, whereas the proposed approach here
involves handling and analyzing multiple data
sources within a single framework.

Approach Accuracy (%)  Automation (%)  Relationship Analysis (%)
Traditional Forensic Methods 70% 45% 50%
Machine Learning-Based Methods 82% 75% 70%
Graph-Based Methods 88% 80% 85%
Proposed Knowledge Graph Model 95% 92% 94%

While there are effective methods of graph-
based analysis for relationships and network
structures, most of these methods lack semantic
understanding and are not efficient in
incorporating the different types of forensic
data. Therefore, the proposed model tackles
this limitation using graph analytics and
knowledge representation techniques.

The comparison shows that the proposed
approach offers a number of improvements
such as

e Better integration of digital evidence
from diverse sources.

e Improved ability to uncover hidden
links between criminal organizations.

e Improved visualisation and
interpretation of criminal networks.

e  Greater of

analysis and relationship finding.

automation evidence

e Structured Knowledge Representation
for better explainability.
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The suggested framework offers the necessary
analytical capabilities for complex investigations
of criminal networks, but traditional methods
are still valuable for specific forensic cases.

Discussion of Findings

This research shows the great potential of
knowledge graph technology to enhance the
digital forensic investigation and criminal
network analysis. The proposed model will help
the investigators to analyze relationships and
recognize key players, which will facilitate a
better understanding of criminal activities by
connecting fragmented digital evidence into
knowledge structures.

The findings agree with the notion that newly
developed investigation  techniques are
necessary in forensic research and not just the
techniques that were used in the past. More
and more, criminals use several cyber platforms
and networks which are interconnected,
making relationship-based analysis a necessary
tool. The proposed framework in this paper
integrates three tools - digital forensics,
knowledge representation and graph-based
analysis to meet this requirement.

The results also present explainability as an
important feature of forensic systems. The
model based on knowledge graph is explicit
and has a clear connection between the
evidence elements, which is different from
some artificial intelligence-based models that
can only give results without reasoning. This
increases investigator confidence and aids in
the use of analytical results in legal and
investigative settings.

Advantages of Proposed Model

The Knowledge Graph Based Digital Forensic
Model has several advantages over traditional
digital forensic investigations. Its biggest benefit
is that it allows for the collection and
processing of various digital evidence sources in
a unified, interrelated approach. This enables
investigators to examine cross relationships
rather than individual relationships.

Another notable benefit is enhanced criminal
network analysis. The model can be used to
uncover  hidden  relationships,  uncover
important entities and reveal the graph
structures using graph-based methods. This aids

investigators to grasp who is involved in the
crime and how they are involved.

Also, the proposed model enhances the
investigation efficiency due to decreased
manual analysis efforts. Efficiently handling
large volumes of evidence with automated
entity recognition, relationship extraction, and
graph analysis. Moreover, the knowledge graph
structure is helpful to explainability by
establishing clear relationship between evidence
and analytical results.

Effectiveness in Criminal Investigation

The proposed model can be seen as effective in
facilitating several aspects of the criminal
investigation process, such as evidence analysis,
relationship discovery, and the reconstruction
of the network. The framework can be used to
link evidence from various sources and give
investigators a "fuller picture" of criminal
activity.

The model is well suited to situations where
there is organized crime, cybercrime groups,
financial fraud networks and coordinated
digital attacks where multi-parties interact in a
coordinated manner via digital platforms.
Being  able to determine the hidden
connections and analyze communication
patterns can be very useful in investigating.

The structure also facilitates decision making by
organizing and presenting complex information
in a meaningful way. Graph-based insights can
help investigators prioritize critical entities,
detect suspicious activities and formulate better
investigation strategies.

Limitations and Challenges

While the proposed model appears to have its
merits, there are a few drawbacks and issues to
consider. A significant constraint is the reliance
on digital evidence that is available and of
acceptable quality. Filling in missing data, false
data, or manipulated data can affect the
accuracy of knowledge graph construction and
analysis of relationships.

Large scale criminal networks are another
obstacle. The more entities and relationships
the more difficult the graph processing will be
in an efficient manner, and real-time analysis
will be even harder. There are a number of
future improvements that need to be made to
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improve  scalability and  computational
efficiency.

Privacy and legal issues are also significant
issues. Digital forensic investigation may
contain sensitive personal information which
introduces the need to adhere to legal
requirements and ethical rules. Also, if
uncertainty is not handled correctly, automated
relationship  discovery can produce false
relationships.

CONCLUSION AND FUTURE WORK

To resolve the disadvantages of the general
digital forensic investigation model, this
research  proposed a  digital  forensic
investigation model based on knowledge graph
for criminal network analysis. Cybercrime and
digitally connected crime have become more
complex and sophisticated, making the use of
more advanced techniques that can integrate
and analyze massive amounts of heterogeneous
evidence, as well as discover relationships
between criminal entities, is increasingly
required. Conventional forensic techniques are
not designed to examine digital evidence in the
context of other evidence or to uncover the
potential interconnections between people,
devices, communication pathways and criminal
events.

The proposed research created a framework
that integrates digital forensics, knowledge
graph technology, artificial intelligence, and
graph-based analysis techniques to enhance
criminal network investigation. The model
incorporates digital evidence across a variety of
media including communication records, social
media communications, transactions, networks
and digital artifacts. By implementing entity
recognition, relationship extraction, and
knowledge graph construction, the fragmented
forensic information is processed, and the
information is transformed into a structured
representation of interconnected entities.

The results show the effectiveness of using
knowledge graph representation to organize
evidence, find relationships, and visualize
criminal networks. The proposed framework is
able to model forensic information as nodes
and relationships, allowing investigators to
more easily identify meaningful entities,
uncover latent relationships, and consider

criminal patterns in greater detail. Centrality
analysis, community detection and relationship
analysis, among other graph-based analytical
methods, are useful to gain insight into how
criminal networks behave and are organized.

Achievement of Research Objectives

The proposed forensic framework based on the
knowledge graph has been developed and
analyzed to meet the objectives set at the start
of this research.

The first goal was to review the current state of
the digital forensic methodology and to
understand the shortcomings of the methods
that are used in the digital analysis of criminal
networks. The study compared traditional
forensic approaches and pointed out the
problems associated with evidence
fragmentation, limited relationship analysis,
scalability and lack of semantic understanding.

The second goal was to develop a framework
for representing digital forensic evidence by
means of a knowledge graph. This objective was
realized by creating a structured model that is
represented  using interconnected  graph
structures of forensic entities and events and
their relationships.

The third goal was to extract entities and
relationships from multiple and diverse digital
evidence sources. This objective was fulfilled
using data preprocessing, entity identification,
relation extraction and semantic modeling
techniques in the proposed methodology.

The fourth goal was to adopt the graph-based
analytical approaches for criminal network
analysis. This was accomplished using network
analysis methods to uncover key entities,
uncover hidden relationships, and analyze
criminal networks.

The fifth goal was to assess the effectiveness of
the proposed model to enhance forensic
investigations. The outcomes showed that the
proposed approach provides a better evidence
correlation,  relationship  discovery  and
investigation efficiencies than conventional
approaches.
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Research Contributions

The research brings several important
observations to the domains of digital forensics,
cybersecurity, and criminal network analysis.
The main contribution is the development of a
Knowledge Graph-Based Digital Forensic
Model that brings together different digital
evidence sources and provides a unified analysis
framework. The proposed model overcomes
drawbacks of conventional forensic methods by
linking up the disjointed evidence and
providing advanced relationship analysis.
Another significant contribution is knowledge
representation techniques in the digital forensic
investigation. The research introduces an
approach that represents criminal activities and
digital evidence by defining entities, attributes,
and relationships in a knowledge graph
structure, which is more meaningful.

The research further advances the field of
criminal network analysis, by providing graph-
based solutions to key problems of identifying
key entities, finding communities and
uncovering new entities and relationships.
These features are useful for investigators in
grasping intricate criminal structures and
finding potential links that may not be
perceived through traditional means.

Limitations of the Proposed Model

While the proposed knowledge graph based
forensic model has its great merits, there are
some limitations to consider.

A major concern is the reliance on electronic
evidence which is available, reliable and of
good quality. The more information that is
gathered the more effective the model will be.
Incomplete, incorrect, or missing evidence
could impact results for entity and relationship
discovery.

One constraint comes from data privacy and
legal constraints. Analyzing real-world data sets
can be limited by privacy policies and laws, and
sensitive data may require digital forensic
experts to perform their investigations in secret.
These constraints can pose difficulties in
assessing forensic models on a large scale.

The scalability of knowledge graph processing is
another important challenge. With criminal
networks increasing in size and connecting
millions of entities and relationships, it

becomes difficult to build, store, and analyze
the graph efficiently.

Future Research Directions

To further enhance the proposed digital
forensic model using the knowledge graph
approach, future studies can integrate more
sophisticated Al methods, realtime data
processing capabilities, and adaptive learning
features. The issue of combining the deep
learning models with knowledge graph to
enhance automated entity recognition and
relationship extraction in complex digital
evidence is a possible research direction.

An additional avenue is the creation of a real-
time forensic analysis system that can be
continuously monitoring the digital
environment and updating the knowledge
graph as more evidence appears. Dynamic
construction of knowledge graph may be useful
to investigate developing criminal networks and
emerging threats better.

Further research can also investigate combining
LLMs with forensic knowledge graphs for
intelligent  investigation assistants. These
systems can enable investigators to ask queries
of forensic data using natural language and get
back an explanation of the results.

Other significant research directions are the
improvement of privacy-preserving techniques.
In future, it is recommended to study methods
that can be used to analyze sensitive forensic
data without compromising on legal and ethical
requirements.
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