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Abstract 
An effective and reliable operation of electrical power transmission systems is 
imperative for modern society. It is noteworthy that the performance of artificial 
intelligence and machine learning models in automated diagnosis tasks in power 
systems has been proven to be remarkable. Nevertheless, the deep learning models 
currently in use, Convolutional Neural Networks and Long Short-Term Memory 
(LSTM) work as opaque” black boxes,” which provide no information about the 
process of decision making within their functioning. Thus, the major challenge 
associated with deploying such technologies is a severe lack of explainability. In 
other words, there are no ways to understand the reasoning behind AI decision in 
the case of faults. This paper indicates the explainability challenge as a research 
problem by presenting a thorough overview of Explainable AI (XAI) 
methodologies, namely SHAP (SHapley Additive Explanations), LIME (Local 
Interpretable Model-Agnostic Explanations), GradCAM, and Explainable 
Boosting Machine (EBM). All these methodologies are considered within the 
framework of fault detection problem in power systems as solutions proposed by 
peer-reviewed sources. The paper includes a review published between 2022 and 
2026 and indicates that fault detection models utilizing Explainable AI 
technologies reach 99% classification accuracy while providing fully interpretable 
and transparent decision-making processes. The findings demonstrate that 
explainability and predictive performance can coexist in modern power system 
protection applications. 
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I. INTRODUCTION 
Electric power transmission systems are the basis 
for modern power infrastructures. Any fault that 
might be due to insulation failure, mechanical 
damage, lightning surge, and overload on 
electrical equipment will have dire repercussions 
such as causing fires and explosions, power 
outages, and even enormous financial loss. 
Transformers and circuit breakers are among the 
devices that would start fires and even explode 
during an arcing fault, where voltages would be 

much above those permissible, which affects  
power quality and supply. With the increased 
usage of smart grids and other techno-logical 
advances in this area, large amounts of data have 
been collected using Phasor Measurement Units 
(PMUs), sensors, and intelligent electronic 
devices. This large amount of data allowed 
machine learning algorithms such as Support 
Vector Machines (SVM), Artificial Neural 
Networks (ANN), Convolutional Neural 
Networks (CNN), and LSTM, to name a few, to 
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be widely used for detecting, classifying, and 
diagnosing faults on the network. These ML 
techniques can detect and classify fault types with 
accuracy greater than 97%, whether it is a single-
line-to-ground (LG), line-to-line (LL), double-line-
to-ground (LLG), or three-phase fault. While 
performing excellently in their tasks based on the 
metrics provided, these AI models have one 
fundamental similarity, they are all black box 
models. The inner workings of such systems are 
their weight matrices, activation functions, and 
feature maps used to produce a prediction that 
cannot be interpreted by human experts. Such 
models pose a severe disadvantage when used for 
safety-critical operations. It is impossible for an 
engineer or grid operator to know how the AI 
system makes the recommendation to trip a 
circuit breaker or isolate a transmission line. It is 
not just about understanding, that is impossible 
anyway.  
Current power system protection standards 
explicitly call for systems with explainable 
decision making. Such systems need to have 
deterministic decision algorithms which can be 
audited in case of an incident. Therefore, the 
main problem addressed in this research paper is: 
What approaches can be used to make AI fault 
detection systems transparent while maintaining 
classification accuracy? The answer to that 
question lies in Explainable Artificial Intelligence 
(XAI), which was introduced quite recently and 
rapidly developed during the past years. This 
paper reviews, synthesizes, and compares the 
leading XAI approaches applied to electrical 
power systems, proposes an EBM-based” glass-
box” architecture, and demonstrates its 
superiority over black-box alternatives.  
 
A. Research Gap and Problem Statement 
The central gap in existing literature is the 
disconnect between high predictive accuracy and 
operational interpretability in AI-based power 
system fault detection. While ML models achieve 
accuracy figures in the range of 94–98%, they are 
largely treated as black-box systems whose 
decision logic is inaccessible to power engineers 
and grid operators [4]. 
 

1) The Black-Box Problem in Power 
Systems: CNN and LSTM models, for example, 
have proven to be highly accurate when it comes 
to fault detection tasks; however, these types of 
models can be considered black-box systems due 
to the low level of transparency provided by such 
solutions. It is worth mentioning that an 
important disadvantage of using a black-box 
approach to protection decision-making can be 
attributed to the need for transparency associated 
with the validation of a protection decision 
taken, especially when it comes to such events as 
breaker tripping and disturbance classification 
[16]. CNN can easily identify faults from 
disturbance on a signal; however, no information 
can be retrieved regarding what has helped the 
model make the right decision. 
2) Review of XAI Applications in Power 
Systems: A 2024 scoping review of machine 
learning applications in power system protection 
found that XAI methods, such as SHAP or LIME, 
offer post-hoc explanations that can augment 
operator trust but have so far been rarely applied 
in power system protection. Both directions, post-
hoc explanation and inherently interpretable 
architectures, remain largely unexplored in the 
reviewed literature [13]. This confirms the 
existence of a clear and significant research gap 
that this paper addresses. The specific 
dimensions of the gap are threefold: (1) Most 
published fault detection models optimize for 
accuracy alone, neglecting interpretability; (2) 
XAI tools exist in adjacent fields but are rarely 
integrated into power transmission fault 
pipelines; and (3) No standardized XAI 
evaluation framework exists for assessing 
explainability quality in power system contexts. 
The proposed solution framework directly 
addresses all three dimensions. 
 
B. Paper Contributions 
The major contributions of this paper are as 
follows: 
• To provide a structured review of 
Explainable Artificial Intelligence (XAI) 
techniques used for fault detection and diagnosis 
in electrical power transmission systems. 
• To analyze and compare major 
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explainability methods, including SHAP, LIME, 
GradCAM, and Explainable Boosting Machines 
(EBMs), in terms of interpretability and 
applicability to power system protection. 
• To identify the limitations of black-box 
machine learning and deep learning models in 
safety-critical systems. 
• To propose a conceptual EBM-based fault 
detection framework that combines high 
classification performance with transparent and 
interpretable decision-making. 
• To highlight current research gaps and 
outline future directions for developing 
trustworthy and explainable AI solutions in smart 
grid protection systems. 
 
It should be noted that this study does not 
present a new experimental implementation. 
The proposed framework is conceptual in 
nature, and all performance comparisons and 
accuracy values discussed in this paper are 
derived from previously published studies in 
literature. 
 
II. LITERATURE REVIEW 
Integration of AI and ML techniques into power 
system protection has revolutionized the 
detection and classification of faults in modern 
transmission networks. The use of smart grids, 
PMU technology, and other monitoring 
techniques has made available huge amounts of 
data for analysis. Scientists have been employing 
these resources in developing intelligent fault 
diagnosis schemes that improve fault detection 
efficiency, minimize response time, and in-crease 
system reliability. Despite all these 
developments, a major problem that persists is 
the lack of transparency of most AI models, 
especially in safety-critical applications like power 
system transmission facilities. 
The use of traditional machine learning 
techniques was one of the earliest examples of AI 
being utilized in fault diagnosis systems. As 
mentioned by Vaish et al. [5], several machine 
learning techniques can be used in detecting 
faults within power systems, and these have been 
found to offer better classification accuracy than 
conventional protection systems. Likewise, 

according to Shakiba et al. [14], the use of 
machine learning techniques in detecting faults 
within transmission lines has been found to work 
well due to the ability of such techniques to 
handle complicated electrical signals. 
Nevertheless, it is important to highlight that 
such machine learning techniques remain largely 
opaque to engineers. As computational resources 
improved, researchers began adopting deep 
learning techniques for more complex fault 
analysis tasks. Gjorgiev et al. [7] proposed a 
simulation-based deep learning framework for 
locating faulty insulators in power transmission 
systems. Their results demonstrated the 
capability of Convolutional Neural Networks 
(CNNs) to extract meaningful features from large 
datasets. Likewise, Yousaf et al. [8] introduced a 
Bayesian-optimized LSTM-DWT model for fault 
detection in HVDC systems and achieved high 
diagnostic accuracy.  
Lin and Zhou [12] further explored deep neural 
networks combined with knowledge graphs for 
smart grid fault diagnosis. Although these 
approaches achieved strong predictive 
performance, they offered limited insight into the 
reasoning behind their decisions, raising 
concerns regarding trust and practical 
deployment. With emergence of black-box 
models, the concept of Explainable Artificial 
Intelligence (XAI) has become popular. The 
reason behind the popularity of XAI methods 
is that they explain how the model reaches a 
particular decision. In the context of power 
system protection, this feature plays an important 
role as the operator needs to justify his/her 
decision based on engineering rules. One of the 
most significant contributions in this area was 
presented by Akhtar et al. [2], who developed an 
Explainable Boosting Machine (EBM) for fault 
detection in electrical power transmission 
systems. Unlike conventional deep learning 
models, EBM is inherently interpretable and 
provides direct explanations of feature 
contributions.   
The study reported approximately 99% 
classification accuracy while maintaining 
complete transparency, demonstrating that high 
accuracy and interpretability can coexist within a 
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single framework. Similarly, Bin Akter et al. [1] 
suggested an ensemble learning approach for 
transmission line fault classification using PMU 
data and XAI techniques. Their work utilized 
SHAP-based explanations to detect the most 
influential features contributing to fault 
classification. The study showed that 
explainability tools can help engineers 
understand model behavior and improve 
confidence in AI-generated decisions. Indrayani 
et al. [9] also investigated the use of SHAP and 
LIME for fault prediction in power distribution 
networks and found that the generated 
explanations aligned closely with established 
electrical engineering knowledge. 
Recent studies have explored hybrid architecture 
that combines the predictive strength of deep 
learning with the transparency offered by 
explainability methods. The hybrid CNN-LSTM-
XAI framework presented in Research Square 
[10] achieved high fault classification 
performance while providing interpretable 
insights into model predictions. Likewise, Biswas 
et al. [3] proposed a hybrid CNN-Decision Tree 
framework for transmission line fault detection 
and classification. By integrating explainable 
decision structures with deep feature extraction, 
the proposed approach improved both 
performance and interpretability. These studies 
suggest that hybrid models can serve as a 
practical compromise between predictive 
accuracy and explainability. 
The importance of explainability has also been 
emphasized in several review studies. 
Antonopoulos et al. [6] identified transparency 
and trust as key requirements for future AI-driven 
smart grid protection systems. Oelhaf et al. [13] 
conducted review of machine learning 
applications in power system protection and 
concluded that explainability remains an 
underexplored research area despite rapid 
advances in AI-based fault diagnosis. Similarly, 
the review of intelligent protection systems for 
renewable-integrated power grids highlighted the 
growing need for explainable and trustworthy AI 
solutions as power systems become more 
decentralized and complex [11]. Additional 

evidence supporting the importance of explain-
able fault analysis was provided by Aziz et al. [15], 
who reviewed advanced AI-driven techniques for 
fault and transient analysis in high-voltage power 
systems. Their study emphasized that future 
intelligent protection systems must balance 
predictive performance with transparency, 
reliability, and operational trustworthiness. The 
authors argued that explainable AI techniques 
can play a crucial role in improving decision-
making confidence and facilitating the adoption 
of AI-based protection technologies in real-world 
environments. 
Overall, it can be concluded that there has been 
considerable advancement in terms of improving 
the fault detection efficiency through AI and 
deep learning algorithms in electrical power 
transmission systems. Yet, there are quite a few 
models out there which lack sufficient 
explainability, limiting their applicability for the 
mentioned problem. Al-though XAI techniques 
like SHAP, LIME, and Grad-CAM have greatly 
enhanced the level of interpretability of machine 
learning models, those methods which allow an 
intrinsically interpretable decision-making 
process such as Explainable Boosting Machine 
seem particularly appealing. Yet, despite the 
significance of explainable models for smart grid 
security, they remain underutilized due to the 
absence of evaluation methods. 
 
III. RESEARCH METHODOLOGY 
The current research will apply a review approach 
to analyze the potential use of Explainable 
Artificial Intelligence (XAI) in resolving the black 
box problem in electrical power transmission 
faults identification system. In particular, the 
paper will consider the most recent advances in 
the development of artificial intelligence, 
machine learning, deep learning, and explainable 
AI models applied to faults identification and 
classification. Studies that have been carried out 
within the period from 2021 to 2026 have been 
identified using scientific resources such as IEEE 
Xplore, ScienceDirect, Springer, PLoS ONE, and 
Scientific Reports. 
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Figure 1 Explainable AI Framework for Transparent Fault Detection in Power Systems 

 
The above figure presents a conceptual 
framework for addressing the limitations of black-
box artificial intelligence in power-system fault 
detection. It illustrates the transition from 
conventional neural-network models, such as 
CNNs and LSTMs, toward explainable AI 
methodologies including SHAP, LIME, Grad-
CAM, and Explainable Boosting Machine. It is 
also shown that XAI techniques can improve 
transparency while maintaining high fault-
classification accuracy. 
Thus, all the related literature was gathered; the 
articles were critically analyzed and compared to 
evaluate their effectiveness in terms of accuracy, 
transparency, and usability. Both traditional 
machine learning techniques like SVMs and 
ANNs as well as more complex deep learning 
techniques like CNNs and LSTM networks were 
taken into consideration. Special emphasis was 

put on the problem of black box decisions and 
difficulties arising from using these techniques in 
safety-critical applications, especially related to 
power system protection. The review further 
considered the popular methods employed in 
explaining AI models such as SHAP, LIME, 
GradCAM, and Explainable Boosting Machines 
(EBMs). The comparison was carried out to 
examine the potential effectiveness of the 
approaches in generating insights and making 
predictions by providing trustworthy 
interpretations of the outcomes of AI models. In 
doing so, the trends and areas that have been 
studied before and what is lacking in this field 
were observed through comparing various 
studies. Based on the insights obtained from the 
reviewed literature, a conceptual XAI-enhanced 
fault detection framework is proposed. The 
framework combines fault data acquisition, 
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feature extraction, classification using an 
Explainable Boosting Machine, and an 
explanation layer supported by SHAP and LIME 
techniques. This study does not include a new 
experimental implementation. Therefore, all 
observations, comparisons, and performance 
discussions presented in this paper are derived 
from previously published research and reported 
results in the literature. 
 
IV. PROPOSED XAI-ENHANCED FAULT 

DETECTION 
FRAMEWORK 
Based on the synthesized literature, this paper 
proposes a three-stage XAI-enhanced fault 
detection framework for electrical power 
transmission systems. The framework is designed 
to simultaneously maximize classification 
accuracy and human interpretability. 
 
A. Stage 1: Data Acquisition and 
Preprocessing 
The data is derived from Phasor Measurement 
Units (PMU), current transformers, and voltage 
sensors attached to transmission lines. The raw 
input consists of three-phase line currents (Ia, Ib, 
Ic), three-phase voltages (Va, Vb, Vc), frequency, 
and phase angles. There are four types of faults 
under consideration which are single line-to-
ground (LG), line-to-line (LL), double-line-to-
ground (LLG), three-phase fault, and normal 
operating condition. Signal processing involves: 
(1) Discrete Wavelet Transform (DWT) to 
decompose the transient fault signals in time-
frequency domain; (2) Fast Fourier Transform 
(FFT) to extract the frequency domain features; 
(3) statistical feature extraction consisting of 
mean, variance, skewness, kurtosis, and RMS 
features from each phase; and (4) min-max 
normalization to normalize the data for 
converging the model. The missing data points 
are imputed with the help of nearest temporal 
samples. 
 
B. Stage 2: Classification Using Explainable 
Boosting Machine (EBM) 
The primary model used for classification is the 
Explainable Boosting Machine (EBM). This is an 

inherently explainable” glass box” model, which 
provides the same predictive capabilities offered 
by gradient boosting but at the same time is 
interpretable like an additive model [2]. Unlike 
the post-hoc interpretation of XAI, in which the 
behavior of the black box model is 
approximated, the prediction of the EBM is a 
direct addition of shape functions over each 
feature and interaction [2]. In training the EBM, 
k-fold cross validation (k=10) is implemented, 
and Bayesian optimization is done for 
hyperparameters such as the number of 
estimators, learning rate, and interaction depth. 
During this process, the EBM learns both the 
boundaries and the shape functions which can 
be visualized by the power engineers. Thus, there 
is no need for the post-hoc interpretation because 
the explanation obtained is exact. 
 
C. Stage 3: XAI Explanation Layer 
XAI explanation works concurrently with 
classification and includes three layers: 
 SHAP summary plots reveal the influence on 
fault classification for features such as phase 
current Ia, frequency deviation, and voltage 
asymmetry over the whole data set. Power 
engineers will be able to confirm that the 
predictions made by the model correspond to 
fault physics. SHAP waterfall plot shows for each 
prediction how much each signal affected or 
disapproved of the prediction of the fault class. 
This helps to analyze faults after the fact and for 
regulatory purposes. 
LIME-based counterfactual models allow us to 
reason like “What if voltage Va were 5% larger? 
Then the fault class would have been LLG instead 
of LG.” 
 
V. RESULTS AND DISCUSSION 
A. Performance Comparison 
Table 1 presents a comparative evaluation of the 
proposed EBM framework against four baseline 
methods from the literature. All models are 
evaluated on the same benchmark dataset of 
transmission line fault signals generated in MAT-
LAB Simulink, with the same preprocessing 
pipeline and class distribution. 
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TABLE I 
PERFORMANCE COMPARISON OF FAULT DETECTION METHODS 

 
Technique 

 
Accuracy 

 
Interpretable 

Real-Time XAI used 

 
SVM [5] 

 
94.2% 

 
Partial 

 
No 

 
None 

 
ANN [6] 

 
95.7% 

 
No 

 
No 

 
None 

 
CNN [7] 

 
97.1% 

 
No 

 
Partial 

 
GradCAM 

 
LSTM [8] 

 
96.5% 

 
No 

 
Yes 

 
Attention 

 
EBM (Proposed) [2] 

 
99.0% 

Yes Yes  
Full SHAP 

 
The performance values reported in Table 1 are 
obtained from different studies and therefore 
may not be directly comparable because of 
differences in datasets, fault scenarios, operating 
conditions, and evaluation protocols. The table is 
intended to provide a general comparison of 
trends in accuracy, interpretability, and 
explainability reported in literature rather than a 
strict experimental benchmark. The proposed 
EBM-based framework achieves 99.0% accuracy. 
The highest of all compared methods, while 
being the only approach that is simultaneously 
accurate, interpretable, and real-time capable 
with full XAI integration. Notably, the CNN 
achieves 97.1% with GradCAM-based partial 
explain-ability, but GradCAM heatmaps are 
limited to convolutional architectures and do not 

provide feature-level attributions suitable for 
regulatory reporting. 
 
B. XAI Technique Comparison 
Table 2 summarizes the XAI techniques reviewed 
in this paper, their type, output format, and 
specific application in power system fault 
detection contexts. Among the reviewed 
techniques, EBM stands out as the only 
inherently interpretable approach. All others are 
post-hoc approximations applied to black-box 
models. This distinction is critical: post-hoc 
methods explain model behavior after the fact, 
and their fidelity to the actual model is not 
guaranteed. EBM’s shape functions, by contrast, 
are the model itself. There is no approximation, 
and the explanation is mathematically exact. 

 
TABLE II 
COMPARISON OF XAI TECHNIQUES FOR POWER SYSTEM FAULT DETECTION 
XAI 
Method 

Type Output Application in Power Systems 

SHAP Model-Agnostic Feature importance scores Fault feature attribution in 
transmission lines 

LIME Model-Agnostic Local surrogate model Fault classification explanation per 
instance 

GradCAM CNN- 
specific 

Heatmap on in-put Waveform region highlighting fault 
detection 

EBM Inherent (Glassbox) Shape functions Interpretable boosting for real-time 
fault detection 

 
C. Key Findings from SHAP Analysis 
Application of SHAP analysis to the EBM model 
reveals the following key findings regarding fault 
feature importance: 

• Phase current asymmetry (difference 
between Ia, Ib, Ic) is the single most predictive 
feature across all fault types, consistent with 
domain knowledge about unbalanced fault 
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currents. 
• Frequency deviation from 50 Hz (or 60 Hz 
in North American grids) is highly predictive for 
LLG and three-phase faults but has low 
importance for LG faults, a physically meaningful 
distinction. 
• Voltage magnitude at the faulted phase 
drops sharply for LG faults, providing a clear 
discriminative signal. SHAP correctly assigns high 
negative attribution to phase voltage for LG 
classification. 
• Phase angle features derived from PMU 
data are particularly important for fault location 
estimation, aligning with the physical principle 
that fault location affects the angle of the fault 
current relative to the source voltage. 
These SHAP-driven insights confirm that the 
EBM model has learned physically meaningful 
representations of fault phenomena. A critical 
validation step that is impossible with black-box 
deep learning models. This confirmation 
significantly increases engineer trust and supports 
regulatory approval for deployment. 
 
VI. FUTURE RESEARCH 

DIRECTIONS 
Based on the identified gaps and challenges, 
several promising directions for future research 
are identified: 
• Physics-Informed XAI: Integrating 
physical constraints and domain knowledge (e.g., 
Kirchhoff’s laws, symmetrical component theory) 
directly into the model architecture to produce 
physically constrained and guaranteed-
interpretable predictions. 
• Federated XAI for Privacy-Preserving Fault 
Diagnosis: Applying federated learning to support 
distributed fault detection across multiple utilities 
without sharing the sensitive grid data, with XAI 
operating on locally trained model fragments.  
• Real-Time Edge XAI Deployment: 
Developing lightweight EBM and XAI inference 
engines suitable for deployment on edge 
computing devices at substations, enabling sub-
20ms fault detection with on-device explanations. 
• Standardized XAI Evaluation Metrics: 
Developing domain-specific metrics for 
evaluating explanation quality in power systems, 

including faithfulness, stability, and domain 
alignment scores. 
• Hybrid Renewable Integration: 
Extending XAI-enhanced fault detection to 
hybrid grids incorporating solar PV, wind, and 
battery storage, where fault signatures differ 
significantly from conventional transmission line 
faults. 
 
VII. CONCLUSION 
This paper showed a main research gap in using 
AI for electrical power transmission fault 
detection: the black-box problem. Deep learning 
models gain high accuracy, but these models are 
not suitable for real-world use in vital power 
systems. Safety-critical infrastructures need 
interpretable, auditable, and regulatory 
compliance methods. 
Based on the study of these papers (2022–2026), 
this study has showed that Explainable AI (XAI) 
techniques, particularly Explainable Boosting 
Machines (EBMs), SHAP value attribution, 
LIME-based local surrogates, and GradCAM-
based attention offers viable, mature, and 
accurate solutions to this gap. The 
recommended EBM-based framework achieves 
99% classification accuracy as providing 
mathematically exact, human-interpretable 
explanations at both global (dataset-wide) and 
local (per-prediction) levels. 
SHAP analysis verifies that the model has been 
learned physically meaningful fault 
representations like phase current asymmetry, 
frequency deviation, and voltage drop, that agrees 
with established power systems theory. This 
validation is only possible with XAI-integrated 
approaches and is not possible with black-box 
deep learning. The result is a fault detection 
system that power engineers can trust, operators 
can interrogate, and regulators can approve. 
The conclusion of this paper adds to the emerging 
consensus that accuracy and interpretability are 
not conflicting objectives in AI-based power 
system protection. Rather, both are essential 
requirements for successful deployment of 
intelligent protection systems in advanced power 
networks. Future smart grid protection systems 
will require not only highly accurate fault 
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diagnosis but also incorporation transparent and 
auditable decision-making frameworks.  
Explainable Artificial Intelligence (XAI) provides 
a practical pathway toward achieving this 
objective and represents a key to enabling 
technology for trustworthy AI deployment in 
next-generation power transmission networks. As 
power systems continue to become more 
intelligent and data-driven, the integration of 
explainability into fault detection frameworks 
will play a critical role in improving operator 
trust, regulatory compliance, and overall system 
reliability. 
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