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Abstract

Uses of Information Communication Technology (ICT) have
significantly changed the working of almost every field. Law enforcement
authorities also use these technological developments to maintain the
public security. Data regarding criminal activities is collected and stored
in large quantity which needs to be analyzed for finding different
patterns. This analysis unlocked many secret of stored data which are
many times ignored. Different Data Mining (DM) techniques have been
developed for analyzing these data to find spot trends. So, there is a need
to implement data mining techniques on criminal data to identify the
crime patterns which are significantly helpful for law enforcement
agencies to plan and control the security. In this paper, a complete
analysis is performed by using predictive analytics techniques to analyze
the criminal data to discover the crime trends. A framework has been
purposed for predictive based analysis which is able to process large
amount of criminal data and identity the hidden crime pattern and
trends. Data is collected from local police to extract the important
attributes. Purposed model used clustering and classification techniques,
k-mean, J48 Decision Tree and Naive Bayes (NB) to explore the hidden
crime profiling. These explorations are used for future prediction of
crime occurrences. Later these predictions will facilitate the law
enforcement authorities while making the security policies and
deployment of security personals.
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L. Introduction

It is common phenomenon of the world that security of
every citizen is must be ensured by the state and state
organs. Enormous challenges have been faced by every
country of the civilized world to maintain security of their
citizens. Crime ratio has been increased significantly and
authorities need much effort to combat crimes. One of
important way is the proper analysis of criminal data to
identify the crime patterns. Data Mining (DM) is said to
be one of the effective technique for extracting the
hidden relationship, pattern and trends from huge
volume of data which are used for future prediction and
help the institutions to make their decision making
process more effective with higher confidence level [1].
For this

significantly for profiling the criminals, crime mapping

purpose, data analytic techniques used
and detection for analysis of certain crime type with
different patterns and to forecast of occurring crime in
future.

Crime data analytics have some important challenges to
efficient  crime

develop or purposed such an

identification tool to measure and analyzing the

committed crime with different attributes i.e. ‘time,
reason and place. The importance challenges of analyzing
crimes includes the storing of large amount of criminal
data, inconsistency of criminal data, very difficult to
obtain from local police and accuracy of predictions
depends on the data set [2].

There are different types of data mining approaches used
for processing data to extract the hidden information and
relationships. Association approach discovers the items
that occurring frequently in the dataset and describes the
patterns [3]. But this technique greatly applied in the
detection of network intrusion from the user's history.
Classification technique explores some common
properties from different entities of crime and arranged
them in classes which are pre-defined. It mainly used to
discover the email spamming source. Clustering of data
means partitioning data and makes these partitions into

subclasses also called clusters. It also helps the users to

understand structure of data set. Clustering is not an
algorithm but a way to solve the problem. It uses small
group notions to form a cluster which is useful to
discover different similar patterns of data [4]. Prediction
approach is used to predict the future outcomes from the
past data after analyzing different pattern, trends and
relation (5]. This approach is used with the combination
of different data mining approaches. Sequence technique
is used to identify the homogeneity or the happening of
certain events regularly. The acquired information
suggests automatically that when a certain event will
happen, its related event will must be happened.
Decision Tree is mostly related to the other techniques of
data mining like prediction, classification and association.
DT primarily used to support and select required data
from the whole data set [6].

II. Related Work

A framework for mining criminal data is presented by [7]
to draw conclusion on the basis of analysis which have
been done on Coplink project. This project contains 1.3
million records of criminal. Different gangs are identified
involving in murders, assaults and distribution of drugs.
Analysis of these criminal networks has been done to
extract the relationships between criminal incidents. [8]
presented the behaviour approach to study the criminals
and other statistics. Clustering approach of data mining
has been used to analyzing the criminal activities to get
the get clear picture of criminals. This method enables
the police force to identify the spots in which the
behaviour of criminal has been changed. [9] described a
novel idea of analyzing crime patterns at micro level. This
idea used edges of crimes for analysis at micro level to
differentiate crime in urban areas. Data of Columbian
and Canadian municipality compared by constructing it
in different zones and adjacent neighbourhood’s areas of
edges are identified. [10] stated the applicability of
predictive analytics and data mining tools in the security
institutions for categorizing the crime pattern and the
behaviour of criminal’s involved in different types of

crimes. It discuss the main characteristics of these tools, is
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their ability to handle large amount of data and to
identify the crime trends to combat the crimes by the
early actions of security agencies. [11] used the k-mean
clustering techniques on the criminal data for
identification the patterns in crimes and then validate the
findings though machine learning. Semi-supervised
method also used to increase the accuracy of extracted
knowledge. A weighted scheme has also been developed
for implementation of data mining with geo-spatial plot
the crime for countering the terrorism and to maintain

security. [12] described that traditional data mining

approach discovered spatial trends from the criminal data.

A dynamic pattern framework analysis (DPA) presented
to identify related type of patterns like changes in spatial
patterns in some specific time and similarity in some
different duration. The purposed framework (DPA) used
to forecast the most likely crimes to happen. [13] stated
the efficient methods of data mining on crime related
data. These methods found the criminal activities and
identify the criminals of the bases of historical data. But
there are some problem faced for implementing such
methods as the crime data is not consistently collected.
[14] proposed an integrated model called PerpSearch
which required crime description as input. These
descriptions include crime type, crime location and
physical characteristics of criminals. For crime detection,
proposed model process these parameters by using
profiling, analysis of social network, patterns of crimes
These

determine spot of criminals and identification of

and some physical similarities. processing

criminals.[15] introduced graph based approach for
mining datasets to identify correlation between different
criminal activities. This approach discovers the
knowledge through analysis of criminal dataset. Datasets
transformed  into mostly

firstly directed graphs,

influenced edges are extracted for performing
correlational analysis. [16] discussed the theory of crime
patterns and described that the patterns in the spatial
movement of criminals are very important as criminal do

crime in their own spatial areas. This concept is used for

future prediction within the spatial areas of criminals. K
means based clustering was used to calculate the activities
of offenders.[17] focused on the spatial distribution and
statistical analysis of crime pattern. Spatial method of
crime distribution is used for identifying the central
tendencies and dispersion degree from criminal dataset.
Than hierarchical clustering and time space analysis has
been implemented for visualizing the crime clusters. [18]
stated the limitations of techniques used for discovering
the crime pattern is integration. = The important
limitation is the integration to distinguish the random
and clustered crime patterns. The integrated approach
used k-function in both random and clustered methods
for analysis. [19] experimented different types of crime
across multiple location in a province of South Africa.
An effective mining methodology is used in quite simple
way to recognize the crime ratio. This methodology uses
batch-merge prototype which builds on Fp-Growth
algorithm and called CitiSafe algorithm. [20](Babakura et
al.,, 2014) presented the application of classification on
the criminal data for predicting the crime for different
states of USA. Criminal data must be real in its nature
and must be analyzed properly. Two algorithms of
and 2nd are back
propagation is used predicting the theory of crime. [21]

classification Naive Bayesian
presented the use of computer science approach and

criminal activities to develop mining model for

identification of crime. This model not mainly
emphasized on the occurrence of crime, offender's
background or any other criminal intentions but its chief
objective to consider the factors of occurring these crimes.
(22] presented the CRIME TRACER approach for the
analysis of spatial crime and make prediction. This
approach uses probabilistic method to identify the
offender’s behaviour and their activities. Crime theory
stated that the opportunity to do crime must be
encountered to combat the crimes. [23] stated that crime
analysis is very needful for law organization to combat the
crime situation. Data of crime activities is must be

collected and used for the future crime prediction. An
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intelligent system for crime analysis developed to
overcome the challenges faced by data analysts.

II1. Research Methodology

According to data mining (MD) ranks as an interface tool
between the statistical and other areas of knowledge. This
method stands out for its ability to discover patterns with
some practical meanings for user. The author also shows
that you should stick to the fact that the misuse of this
tool and non-compliance with their application criteria

and analysis can lead to bias of results and, consequently,
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to a wrong interpretation of the same [24]. This is an
overall process with the aim of extracting information
from large databases, using any procedure automatic
(mathematical or computational) [25].

The KDD process requires direct dialogue with the
knowledge previous researcher in decision making on the
results found by the method. A "Figure 1" highlights the
steps of KDD necessary to pattern discovery process on

the bench data.

Knowledge
Analysis Confusion p

Q>

Figure 1: Steps of KDD

The data employed in this study was collected from the
local police and prosecution department. Manual data is

collected and computerized it as per the requirement of

this research. Table-1 enlists the attributes extracted from

the manual data.

Table I: List of Attributes

Sr.No: Name Description
1 CaselD Numeric

2 Case_Number Numeric

3 Date Date

4 Time Time

5 Day Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday
6 Primary Type of crime String

7 Description String

8 Location Description String

9 Arrest True, False
10 Domestic False, True

More than 6500 records have recorded; however, still
there are a number of records stored manually awaiting
to be entered to the automated system. Although
theoretically large volume of data is more important to
train data mining models, due to time constraint to pre-
process the data, a sample data containing 2983 records
are taken for this study. After the pre-processing stage, the

data were exported to CSV format (comma separated). A
“Figure 2” illustrates the creation of the file where they
inserted the header Mining containing all
categorical attributes previously announced. After

standardized the .CSV file

file .Arff by using some conversion tool.

were

has been converted to
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Figure 2: Creation ofAr;‘ir file

Data Mining Tools

Currently there are different data mining and
knowledge discovery tools available, such as Waikato
Environment for Knowledge Analysis (WEKA), Rapid
Miner, IBM SPSS Modeller and etc. These tools give
different approaches and algorithms that used data in an
efficient manner and provide accurate results. WEKA is
considered to be a best tool to run the K-Mean, J48 and
Naive Bayes (NB) algorithms. Weka is suitable for of pc
learning algorithms for mining data. Many algorithms of
data mining can be utilized instantly on any data set. This
comprises all the tools for preprocessing, clustering,
classification, association, regression and visualization of
data [26].

This tool has a more comprehensive methodology for
data preparation, data mining, and interpretation of
results like k-means, DT J48 and NB. Below a brief
discussion about the mining algorithm that are applied in
this study.

Main Algorithm Used

The proposed model for the analysis includes clustering
the data initially so as to group similar attributes together.
How these algorithms works are explained below:

1 Clustering

The grouping task not implement algorithm supervised
where the label of the class of each sample Training is not
known, and the number or set of classes to be trained
cannot be known a priori. At the grouping the objects are
incorporated so that the similarity is maximum within
each minimum cluster between instances of clusters
differences [27]. According to [28] this feature aims to
target a set of data in number of homogeneous subgroups
or clustering. The fundamental difference between the
formation of clusters and the classification is that there
are classes in clustering default to sort the records under
study. The records are built according to their similarities
basic, that is, when it is desired to form groups, selects a

Tomm

set of attributes (variables) and function the similarity of
these characteristics groups are formed.

The criteria for selecting groups instead of other
techniques such as classification and association, is
because that other studies involving criminal data have
already been developed using the cluster technique,
generating quite interesting results. Another criterion is
the fact of clustering technique to be unattended, i.e.
unknown labels of classes of training data set and the
main objective is establishing the existence of classes or
groups of data.

. K-mean

It is a partition algorithm that search directly for great
divide (or approximately optimal) of n elements without
the need for hierarchical associations. Serve exclusively to
group-n Records in k clusters (Burke and Kayem, 2014).
Proposed in 1967 by J. Macqueen, this is one of the
algorithms most known and used, as well as being the
one with the most number of variations [4]. The
algorithm starts with the choice of K elements that
formed the initial seeds. This choice it can be done in
many ways, including:

. Selecting k premieres observations

. Selecting k observations randomly

. Choosing so k observations their values are quite
different.

For example, when grouping a population into three
groups according to the height individuals could choose a
low individual height, a medium height and high.

The criterion of choice of k-mean occurs from other jobs
involving mining crime data already use this algorithm to
generate Another significant
efficiency the method of treating large volumes of data, in
addition to its computational simplicity, being easy
algorithm application.

clusters. criterion s
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o Euclidean distance

Among the Euclidean distance measurement is the most
known. To calculate the distance between two objects
(iand j) with dimension p(number of var iable) , it is
defined by:

Equation 1

p

Z( Xy —Xig )2

d(i, j)=

As a widely used derivation is Distance Euclidean
Medium (DEM), where the sum of the difference square
by the number element involved:

Equation 2

d(i,j) ==

Classificaion

Classification consists of predicting a certain outcome
based on a given input. In order to predict the outcome,
the algorithm processes a training set containing a set of
attributes and the respective outcome, usually called goal
or prediction attribute (Voznika and Viana n.d.). The
algorithm tries to discover relationships between the
attributes that would make it possible to predict the
outcome.

o Decision tree J48 algorithm

The algorithm ]48 classifier is a simple selection tree for
classification. Decision trees use the heuristic called
recursive partitioning. It uses the approach of divide and
conger where it uses the feature values to split into
smaller subsets of similar classes. The whole dataset is
represented by a node and by using the most predictive
target class the data is divided into distinct classes which
will be the tree branches. The divide and conger

GRES

Slq)l Training Data

Learning
Algorithm

O

approach is used until a stopping criterion is reached.
For splitting the data C5.0 uses entropy for measuring of
purity. The algorithm uses a training data set initially to
train the data and new test data is the classified after that
(Yamuna and Bhuvaneswari, 2012).

. Naive Bayes classification algorithm

Naive Bayes uses data about prior events to estimate the
probability of future events. For each and every class label,
multiply all the probabilistic conditions together for each
feature, specified in the label of class. To implement the
classifier, calculate all the conditional probabilities

individually for each class label, of every feature,

p(F: ‘C j) and multiply at the side of the prior
probability for the label p(C ) The label of any high

product, we got is actually the label which the classifier is
returned (Tolan and Soliman, 2015). Equation-3 is the
equation of Naive Bayes.

Equation 3

classify( f,......f,) =argmax p(C =c)

Models testing and validation

Weka has the facility to extract and test the classifier
accuracy on disjoint cases randomly. It provides three
options to partition the dataset into training and test data.
These are preparing files for training and testing data set,
cross validation and percentage split (Alrajab and Lu,
2016).

To test the models explained above, data set split in
percentage 80 training set and 20 test set. The data set
was randomised first. The supervised learning has two
processes that is learning (training) the model by using
training data and then testing the model using unseen
data to assess for accuracy. The process is shown in

Figure-3 below:

Slqu Testing Data

n

p(F = f|C=c)

i=1

Figure 3: Training and testing data process

The purpose of this study was to explore the applicability
of data mining techniques in the process of crime
prevention. In doing so, 2983 sample data were taken
randomly from criminal record database of the Local
Police to build and test the model.

Result and Discusion

In this study, the prepared data set has been put into
weka analyzer and got the following results. Table-2 shows
the happening of crime in different weekdays.
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Table II: Result Of Day Wise Happening Of Crimes

Sr. No: Name Description

1 Monday 346

2 Tuesday 350

3 Wednesday 513

4 Thursday 440

5 Friday 463

6 Saturday 411

7 Sunday 370

DayWise Happing of Crimes

514
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Wi 440
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¥ SE] - 1T
= 00 350 P o L
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= 200
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Chart 1: Result of daf wise béppen;ng of crimes
Table-2 shows the result of happening of crime day wise that Wednesday, Friday and Thursday are the day on

where as the chart-1 shows graphical view of day wise which crime rate is very high and authorities should be

crime situation. The result interestingly revealed the fact more careful in that day.

Table III: Result of day wise happening of crimes

Sr. No: Crime Type Number of Occurrences %

1 Theft 773 25.9

2 Narcotics 1383 46.4

3 Robbery 456 15.3

4 Weapon violation 88 3.0

5 Child offence 82 2.7

6 Prostitution 93 3.1

7 Gambling 5 0.2
Kidnapping 13 0.4

Total 2893

For all types of crimes simple k-mean is used together (15.3%), Weapon violation (3.0 %), Child offence
with the Euclidean distance function. Table-3 illustrates (2.7 %), Prostitution (3.1 %), Gambling (0.2 %) and
the happing of different types of crimes which shows Kidnapping (0.4 %) of crimes.

percentage of theft (25.9%), Narcotics (46.4%), Robbery

Table IV: Clustering using k-mean algorithm

Number of iterations: 4
Within cluster sum of squared errors: 14713.861723109447

Missing values globally replaced with mean/mode
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Model and evaluation on training set

Clustered Instances

0 1043393 (100%)
1 335 (0%)
2 754 (0%)
3 395 (0%)
4 563 (0%)

Table-4 illustrates the result of applying clustering
algorithm k-mean which shows that (100%) clustering is
done and the task of clustering is completed successfully.
Results of J48 algorithm

Decision tree is very powerful and widely used data
mining method for classification and prediction [34].

Table V: Results of J48 decision tree

This decision tree approach creates a binary tree which is
very important in classification. To model the process of
classification, a tree is constructed. This tree is than
applied to new dataset.

=== Classifier model (full training set) ===
Time taken to build model: 1.2 seconds
Stratified crossvalidation

Summary

Correctly Classified Instances 2666
Incorrectly Classified Instances 227

Kappa statistic 0.4246

Mean absolute error 0.109
Root mean squared error 0.2343

Relative absolute error 60.6912 %
Root relative squared error 78.2642 %
Total Number of Instances 2893
Ignored Class Unknown Instances 1042547

Detailed Accuracy By Class

92.1535 %
7.8465 %

TP Rate FP Rate Precision Recall FMeasure ROC Area Class

0986 0.663 0.931 0.986 0.958 0.84
0.337 0.014 0.729 0.337 0.461 0.958
Weighted Avg.  0.922  0.599 0911 0.922 0.908

false
true

0.851

After applying this algorithm the results are show in
Table-5. The correctly classified instances are 92.1535%
and the kappa statistic is 0.4246 which is near one and
these figures are a good indicator of a good model.

Table VI: Confusion Matrix
a
2569 36|
191 97|

b #4— classified as

a = false
b =true
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A confusion matrix illustrates the accuracy of the strategy
of classification concern. This matrix presented the actual
and  predicted completed by the
classification model [35]. It is also used to evaluate the
performance of such methods and the Table-6 shows the

classification

matrix for this information. Diagonal elements of above
matrix 2569+97=2666 shows the instances correctly
classified while other 36+191=227 shows the instances
not classified correctly. Figure-4 visualized the decision
tree for J48 classifier algorithm by using weka.

Classifier model (full training set)
Time taken to build model: 0.86 seconds
=== Stratified crossvalidation

=== Summary ===

Correctly Classified Instances 2468 85.3094 %
Incorrectly Classified Instances 425 14.6906 %
Kappa statistic 0.4801

Mean absolute error 0.1491

Root mean squared error 0.3533

Relative absolute error 83.0409 %

Root relative squared error 118.0024 %

Total Number of Instances 2893

Ignored Class Unknown Instances 1042547

=

Weka Classifier Tree Visualizer: 040058 - trees J48 (CrimeDataSet)

= OPETN R FRRHTD R RN

0

Figure 4: Classifier J48 Tree

Results of Naive Bayes algorithm
The Naive Bayes is straightforward probabilistic classifier
algorithms that compute the set of probabilities with the
aid of counting the frequency and mixtures of values in a
given knowledge set. The algorithm is based on Bayes
theorem and all the attributes are assumed

Table VII: Confusion Matrix for Naive Bayes

as

independent given the value to class variable. After
applying the Naive Bayes algorithm the results are
displayed in Table-7. The correctly labelled instances are
(85.30%) which is an efficient indicator and the kappa is
0.48 which is also a good indicator for purposed model.

. Confusion Matrix

a b  *—lassified as
2206 399 | a-=false
26 262| b=true

Tabl-8 illustrates the confusion matrix of Naive Bayes
algorithm which shows the information in diagonal
elements of above matrix 2206+262=2468 shows the
instances correctly classified while other 399+26=425
shows the instances not classified correctly

I Conclusion and future work

This paper presented a purposed model for the
knowledge discovery patterns from criminal data. There
is a growing breakthrough in crime rates and violence
which causes great concern by all law enforcement
agencies. So the analysis of this criminal data now
becomes an important tool for prevention of possible
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occurrence of crimes. Data mining techniques clustering
and classification have been used to understand the
happening of crimes of some frequent form of day, or
every month. This analysis make it easier to create a
diagnosis of crime to the planning of new public policy
fighting crime, specifically for each district, through
lectures, educational blitz, creating units pacifying police,
overt rounds, social programs, among many other
possibilities. As future work, it is intended to include new
months and years in the database for new algorithms to
be used and can provide results higher than those found.
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