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Abstract
As the attacks become more complex and more numerous on the
interconnected networks, traditional intrusion detection systems
(IDS) failed to adapt because of their reliance on centralized
architectures, with very large privacy, scalability and adaptability
problems. The Multiple Data Analysis Using Federated Learning
with ML Algorithms in Intrusion Detection presents a novel
approach to developing an intelligent, privacy-preserving and
scalable intrusion detection system (IDS), addressing these
challenges. The goal of the research is to develop and evaluate a
decentralized FL-based IDS with at least 95% detection accuracy to
be deployed in different heterogeneous data sets, offering the data
privacy and high functionality in the distributed environment of
the real world. These are working on an FL-based prototype using
CNN models, comparing the performance of the model with the
traditional centralized ML models and evaluating the scalability of
the model using different datasets such as TII-SSRC-23, NSL-
KDD, and UNSW-NB15 by running multiple federated clients. In
summary, study reveals that federated learning is a powerful
solution to big data analytics for enhanced privacy-preserving
intrusion detection systems. The need for intelligent cybersecurity
solutions that can be applied to ensure privacy and data utility in
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an era where data sharing has been curtailed by legislation such as
GDPR drives this research. The proposed FL system trains the
local model along the distributed nodes, thereby decreasing the
risk of data leakage and greatly enhancing the flexibility of the FL
system to the different network conditions. This is in contrast to
the traditional centralized system where raw data need to be
aggregated and then used for training the model. Centralized and
federated CNN models will then be constructed and trained on,
and techniques to protect privacy, such as Differential Privacy and
Secure Aggregation will be added to ensure that the data is not
revealed during the round of communication. The models will be
tested by using accuracy, precision, recall, F1-score and ROC-AU
evaluation metrics and scalability will be tested by adding more
federated clients to the real-life distributed scenario. The research
will also try to visualize the results of performance using confusion
matrices and ROC curve and make the performance results easy to
understand and transient. The proposed system is expected to be
more effective than traditional IDS systems in terms of the
detection accuracy, the ability to generalize the action on various
datasets and privacy protection without undermining its efficiency.
The expected outcomes are the development of a fully functional
prototype of an IDS based on FL, a comparative performance
report between federated and centralized approach and
documentation of data and code repository for future research and
reproduction. Lastly, the objective of this research is to create a
scalable, privacy-preserving framework that can be successfully used
to detect and mitigate intrusions in the network at multiple
organizations and data source across different data sources to help
the cybersecurity community. The results will aid companies,
researchers and policymakers in finding new ways to enhance the
network defense mechanisms in the highly data-oriented digital
world.
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1. Introduction
Federated learning is an approach that
improves IDs accuracy while maintaining data
privacy by having the models trained
collaboratively, without sharing the original
data. Rather than pooling sensitive network
traffic, each node trains the model on its own
and only sends its parts of the training updates
in encrypted form, which are pooled to create
a global model. This way, IDS can be trained
to detect a variety of attack scenarios using
different data sets, which helps with the
generalization and helps the IDS to perform
well in other networks. Meanwhile, privacy is
maintained, information leakage is reduced
and regulations like GDPR are complied with.
The performance of federated learning models
is comparable to the accuracy, precision and
recall of centralized machine learning, and
even outperforms it at times because of the
training of data from a more diverse source.
Centralized models might have some isolated
gains in precision but lack in privacy and
scalability aspects of data sharing. To overcome
these challenges, federated models are
developed that keep data private, are more
robust, and have better detection performance,
which better suit the real-world use of
distributed intrusions in the federated IDS [1].
The evolution of cloud computing, IoT and
networking has made attacks more
sophisticated, bigger and harder to stop by
conventional, centralized intrusion detection
systems. Issues with scalability, privacy
concerns, and compliance with regulations like
GDPR are challenges for these systems [2]. To
overcome these shortcomings, Federated
learning provides a decentralized, privacy-

preserving way of collaboratively training
models without exchanging raw data. The goal
of this research is to design and implement a
practical and accurate federated intrusion
detection framework for today's distributed
systems. The project compares and measures
the effectiveness of centralized and federated
learning based on common evaluation metrics
like accuracy, precision, recall, F1 score, and
ROC-AUC [3]. Experiments were performed
with multi-clients to evaluate techniques for
preserving privacy and scalability, and to
visualize performance with confusion matrices
and ROC curves. The outcomes are a working
prototype of a federated IDS, in-depth
comparison of performance, and reproducible
data and code for the prototype.
2. Literature Review
The recent developments in cybersecurity have
underscored the need to combine Federated
Learning (FL) with Big Data Analytics for
enhancing Intrusion Detection Systems (IDS).
Traditional IDS has centralized machine
learning approaches, where the huge-scale
network traffic data is collected to the
centralized servers for model training. But
centralized architectures come with a number
of problems, such as privacy leakage, high
communication overhead, scalability problems,
and single points of failure. The decentralized
approach, known as Federated Learning, now
is a practical method that enables multiple
devices [13] or organizations to train a model
in a collaborative way without sharing raw data.
Author proposed a Federated Learning Based
Hybrid Deep Learning Intrusion Detection
Model for Industrial Internet of Things (IIoT).
The results of their study indicated that it is
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possible to achieve a large improvement in the
detection accuracy by incorporating FL to
CNN and LSTM models without sacrificing
data privacy. The authors stated that they
achieved improved false positives and
scalability compared to the traditional
centralized IDS solutions. However, there were
communication latency and complexity issues
in the framework with heterogeneous
environments [4].
Author suggested a blockchain-based federated
learning intrusion detection system (BFLIDS)
for Internet of Medical Things (IoMT)
networks. To provide the security of
decentralized healthcare systems, the study
integrated blockchain, adaptive CNN-BiLSTM
models, and FL. Their detection accuracy rates
were found to be above 97% for the Edge-
IIoTSet data and TON-IoT data. The proposed
framework was effective, but also used more
resources and blockchain overhead, which
could hinder its adoption in lightweight IoT
devices. However, the suggested framework
faced challenges due to its higher resource
usage and blockchain overhead, potentially
hindering its adoption in resource-constrained
devices like IoT [5].
Authors introduced the IDAC framework,
which is an automatic detection of anomalies
in an IoT environment using IDS mechanisms
based on federated learning. The framework
improved the efficiency of anomaly detection
while preserving the privacy of the users. Their
study revealed FL's ability to lower the
dependency on the central system and enhance
collaborative intelligence among IoT devices. It
was found, however, that the framework had a
few drawbacks with regards to the convergence

rate and processing of highly imbalanced
datasets [6].
Authors carried out a comprehensive survey of
FL applications in intrusion detection systems.
The study classified and classified existing FL-
IDS techniques according to the privacy level,
communication efficiency, aggregation
techniques, and attack detection. The authors
pointed out that FL can significantly reduce
communication costs and privacy risks in large-
scale data cyber-security scenarios. They,
however, found that there are some persistent
problems like non-IID data distribution,
poisoning attacks, limited computational
resources, and interoperability problems
between heterogeneous devices [7].
In 2024, scholars presented a resource-efficient
federated learning approach to network
intrusion detection. They investigated ways to
reduce computational expenses and
communication overhead while maintaining
excellent detection accuracy. The framework
worked well in scenarios where the intrusion
detection system (IDS) operates in a
distributed fashion at a large scale. However, it
was necessary to enhance the approach for
adaptive threat intelligence and real-time
intrusion detection [8].
In recent studies, automated and adaptive FL
mechanism were also studied. Lightweight
CNN models were automatically optimized for
intrusion detection tasks by proposing
evolutionary neural architecture search-based
federated IDS frameworks for Industrial
Control Systems (ICS). The automatic design
improved the flexibility and detection ability of
the system in various cases. However, training
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and optimizing processes were still very
complex and time consuming.
Similarly, authors proposed a powerful FL
system, FedMADE, for IoT intrusion detection,
which addressed the data heterogeneity and
class imbalance problem. The dynamic
aggregation method greatly enhanced the
accuracy of minority attack classification and
resistance to poisoning attacks. Despite those
improvements, the model still had some
additional communication delays during the
aggregation phase [9].
Furthermore, researchers pointed out transfer
learning and knowledge distillation techniques
to improve the transferability and adaptability
of the IDS in the heterogeneous environment
of IoT. The methodologies facilitated the IDS
models to perform better on new attacks and
generalize on distributed datasets. However,
maintaining consistency of the models and
simplifying training are still open research
questions.

Overall, research shows that federated learning
offers a potent answer for big data analytics in
improved intrusion detection systems that
protect privacy. IDS architectures based on FL
offer greater accuracy, scalability, and data
privacy, and minimize the reliance on
centralized data. However, the current research
still has significant limitations in
communication overhead, non-IID data
distribution, resource limitations, adversarial
attacks, and model convergence efficiency.
High level intrusion detection systems (IDSs)
are required to deal with the increasing size
and sophistication of cyber threats. The IDSs
of the traditional machine learning types
usually presuppose the centralized data
gathering, which provokes the issues of privacy,
scalability, and latency. The proposed solution,
Federated Learning (FL), offers an effective
alternative since it allows decentralized and
privacy-preserving training of models in
distributed nodes. FL can be combined with
big data analytics to leverage the IDS with large,
multivariate, and real-time data.

Table 1. Literature Review with dataset

Reference Contribution Limitation
[4] Proposed hybrid CNN-LSTM with FL for

IIoT intrusion detection; improved accuracy
and privacy preservation.

High computational complexity and
communication latency in
heterogeneous networks.

[5] Integrated blockchain and FL for secure
IoMT intrusion detection with high detection
accuracy.

Blockchain overhead and high
resource consumption for lightweight
devices.

[6] Developed autonomous anomaly extraction
framework using FL in IoT IDS.

Slow convergence and difficulty
handling imbalanced datasets.

[7] Comprehensive survey of FL-based IDS
architectures, challenges, and future
directions.

Identified unresolved issues such as
non-IID data and poisoning attacks.

[8] Proposed communication-efficient FL
framework for distributed IDS systems.

Limited support for real-time adaptive
intrusion detection.

[9] Introduced evolutionary neural architecture
search for lightweight FL-based IDS models.

Increased optimization and training
complexity.
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[10] Enhanced transferability and detection of
unseen attacks using FL techniques.

Challenges in maintaining model
consistency across clients.

[11] Improved IDS performance in heterogeneous
IoT environments using knowledge
distillation.

High training complexity and
aggregation overhead.

3. Research Methodology
This study uses experimental research method,
which is a kind of study that deals with the
effect or causal relationship between the
independent variable and the dependent
variable in which the changes in the
independent variable directly impact the
dependent variable. The proposed Federated
Learning–based Intrusion Detection (FIDL)
framework tests the performance of Federated
Learning with both client and server
techniques, by using accuracy, precision, recall,
and ROC metrics. Considering the increasing
amount and transformation of malicious
network traffic, this study is an extension of
the previous studies that investigated various
machine learning algorithms to improve the
performance of intrusion detection [12].
It is a quantitative approach focusing on the
design and evaluation of an intrusion
detection system (IDS) using a federated
learning framework. This technique consists of
multiple network nodes that collaborate to
train machine learning models without sharing

raw network data. Each node has its own
traffic and builds its own IDS model, such as
Support Vector Machines (SVM), Decision
Trees, Neural Networks, and K-Nearest
Neighbors (KNN).
The learning parameters are transmitted
securely to a centralized federated server,
without sharing sensitive data. At this level, the
received parameters are fused together to create
an optimized model over the whole globe, like
a CNN-LSTM model. The new global model is
then sent to the nodes that are participating,
and is refined by the nodes on an iterative
basis until the desired learning goals and
performance levels are achieved.
When the model is converged, the final global
IDS is deployed to check the live traffic from
the network and quantitatively categorize the
activities as normal or intrusive. This federated
learning approach has shown to achieve
measurable improvements in detection
accuracy, preserve data privacy and facilitate
effective inter-organizational or inter-
distributed network cooperation.
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Figure 1. Proposed Methodology Federated Learning approach for big data Analytics using Intrusion detection
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The federated learning-based intrusion
detection system (IDS) is illustrated in Figure 1,
where the local models are trained at
distributed nodes using local data. Only model
parameters are sent from the modelers to a
central server to build a global model, and the
global model is sent back to the modelers for
better detection performance.
3.1 Research Methods
3.1.1 Local Data Layer
In order to protect privacy and comply with
regulations, this layer displays distributed data
sources where traffic and records remain local.
3. 1.2 Data Preprocessing Layer
Local data is cleaned and transformed at each
site to ensure efficient and accurate model
training.
3. 1.3 Local Training Layer
A local intrusion detection model is trained
and evaluated by each client on preprocessed
data, with algorithms tailored to the
environment of each client until the target
performance is achieved.
3. 1.4 Secure Model Update Layer
Only encrypted model changes are transferred
to the federated server, while raw data remains
local to provide privacy and safe
communication.
3. 1.5 Federated Aggregation Layer
The federated server collects the informs from
the clients and combines them together using

techniques such as FedAvg without accessing
the limited data.
3. 1.6 Global Model Layer
This layer produces an enhanced total
intrusion detection model, with repeatedly
updating and distributing the model to the
clients to learn various attack patterns.
3. 1.7 Model Validation & Learning Control
Layer
Global and local models are evaluated against
performance metrics and retrained if needed
until a validated expert model is achieved.
3. 1.8 IDS Deployment Layer
The configuration is implemented in the IDS
layer and a developed global model is
configured to process the live or batch network
traffic.
3. 1.9 Decision & Output Layer
The stream of traffic in a distributed system
can be either malicious traffic or normal traffic,
which facilitates safe and scalable intrusion
detection.
4. Simulation and Results
Table 2 presents the client-side performance
(in terms of F1-scores) in a federated setting
with 10 clients for KNN, SVM, Decision Tree
and LightNN. All models are working well
with Decision Tree and LightNN models
attaining maximum and reliable score followed
by that of KNN; SVM is slightly lower. The
results indicate effective and robust local
learning and LightNN is an attractive option
for model aggregation in the global setting.
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Table 2. Client-Side Federated Learning Local Data Performances

Client KNN SVM DT LightNN

1 0.9876 0.9646 0.9950 0.9906

2 0.9869 0.9618 0.9949 0.9909

3 0.9872 0.9634 0.9950 0.9894

4 0.9882 0.9651 0.9935 0.9921

5 0.9881 0.9624 0.9962 0.9916

6 0.9873 0.9619 0.9958 0.9893

7 0.9873 0.9611 0.9944 0.9928

8 0.9870 0.9599 0.9949 0.9892

9 0.9881 0.9615 0.9950 0.9917

10 0.9881 0.9626 0.9954 0.9926

In this table 3, the accuracy, sensitivity and
specificity for server-side federated CNN-LSTM
and a single client model are compared. The
federated way has the best overall accuracy
(0.98) that is suggestive of the qualities of
combining data of various distributed clients.
The sensitivity is high (0.98), which resources
that it is effective in detecting intrusion trials
correctly and the specificity is high (0.96),

which means that it is efficient in
discriminating normal traffic with minimum
number of false alarms compared to most of
the clients. Compared to the individual client
models the accuracy is somewhat less, and the
specificity is much less, especially for Client 1,
Client 2, and Client 3, where the models
trained on local data (which could be biased)
have a higher false-positive rate.
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Table 3. Server-Side Federated Learning CNN_LSTM

Accuracy Sensitivity Specificity

Proposed
Approach based
on FL (Server Side)

0.98 0.98 0.96

Cleint1 0.97 0.97 0.72

Client2 0.96 0.96 0.76

Cleint 3 0.95 0.95 0.72

Cleint4 0.96 0.97 0.95

Figure 2. ROC Curve - Federated Learning (CNN-LSTM)

The ROC-plot of the Federated CNN-LSTM
network is plotted in this figure, with dashed
line at the diagonal corresponding to a
random classifier (True Positive Rate = False
Positive Rate). The ROC/AUC calculation
was not well-posed in this evaluation, since it
seems there is no model ROC curve available
and the reported AUC is NaN. Typically, this

is caused by invalid or degenerate prediction
probabilities, e.g. all predictions in one class or
no positive or negative samples in the test set.
This plot, however, doesn't always reflect the
ability to differentiate normal traffic from
incursion traffic, but rather an issue with the
data or evaluation itself, not necessarily the
performance of the model.

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


ISSN (e) 3007-3138 (p) 3007-312X

https://thesesjournal.com | Talha et al., 2026 | Page 1569

Figure 3. Confusion Matrix NN

Evolution Metrices:
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5. Conclusion

To overcome these drawbacks, a federated
learning-based intrusion detection system (IDS)
framework is proposed in this study, which is
capable of solving the issues of privacy
concerns, scalability, and adaptability in
heterogeneous network environments. The
framework facilitates privacy-preserving
learning by training local models on
distributed clients instead of sharing raw data,
and is still usable in real-world scenarios. The
suggested method is based on CNN models
and the federated training and centralized
training is compared on the datasets [14]. It
tests accuracy, precision, recall, F1-score, ROC-
AUC and confusion matrices as evaluation
metrics, as well as scalability by adding more
federated clients. To prevent data leakage
during the communication rounds, privacy
enhancement techniques such as Differential
Privacy and Secure Aggregation are
incorporated. The proposed model has
achieved 98 % accuracy and 98 % sensitivity in
conclusion, with 96 % specificity. It has a great
success rate with correctly detecting normal
traffic, but it is still weak at detecting attacks.
While the federated framework also exhibits
good privacy preservation and acceptable
specificity, there is still potential for optimizing
the model to increase the performance of
attack detection and reliability. In summary,
the study reveals federated learning as a viable
approach for privacy-preserving IDS
deployment. It offers a scalable secure basis for
future cyber security systems; however, the

existing detection capability needs to be
increased before it can be used in critical
environments.
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