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Abstract
The daily influx of alerts, high false positives, disjointed investigation processes, and the
continuously groing cyber threats are continuing to put pressure on Security Operations
Centers (SOCs). The old model of SOC is reactive, signature-based, and manually
intensive SOAR rule books, which are slow to adjust to new Indicators of Compromise
(IOCs). It has been observed in empirical research that a considerable number of security
alert events go uninvestigated, and those that are investigated are often inaccurately and
consistently defined as false positives, which is a leading cause of analyst fatigue, dwell
time, and uneven incident response. The recent developments in artificial intelligence
(AI) and distributed cyber defense solutions suggest that smarter and autonomous SOC
paradigms are evolving into existence. Combined with agentic reasoning and multi-agent
coordination architectures, large language models (LLMs) exhibit great potential in Tier-
1 alert triage, contextual evidence correlation, automated rule generation and adaptive
response planning. There are also interoperability standards like Model Context Protocol
(MCP) which allows tool invocation and exchange of contextual data between SIEM,
SOAR, TIP and case management systems. It is a review of the existing research on SOC
automation, the challenges that persist, and the opportunities that exist in the future to
achieve explainable, closed-loop, and autonomous security operations.
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I. Introduction
SOCs are operational units that act as the catalyst

of real-time monitoring of threats, [1] [2] analysis of

alerts, and response to incidents within enterprise

networks. The discipline is extensively strained

because organizational infrastructures are growing

all over the cloud, endpoint, [3] and hybrid settings

where it creates immense amounts of security

telemetry. The current SIEM and XDR platforms

regularly generate thousands of alerts daily [4], and

only a fraction of them are further examined and a

significant percentage is generally determined as

false positives. [5] This alert overload along with

the swiftly changing opponent tactics, enhances the

dwell time of the attacker and compromises the

consistency of incident handling results [3] [4].

Traditional SOC workflows are getting increasingly

limited [2][6]. The existing SOC environments are

founded on disjointed tool ecosystems where SIEM,

SOAR, threat intelligence platforms and case

management systems all act as functional silos. [1]

The correlation of evidence between these systems

is done manually by the analysts, and this is time

consuming, cognitively challenging and can lead to

gaps in the investigation. Also, the manual

engineering of detection rules and correlation logic

introduces latency in the process of updating to

new Indicators of Compromise (IOCs), allowing

repeat attacks within the signature development

window. Such bottlenecks are also aggravated by a

lack of cybersecurity talent globally and more

operational demands on Tier- 1 and Tier-2 analysts.

[7] [8] These systemic constraints of scalability and

adaptability of the traditional SOC models are
operational, structural, and workforce constraints.

In line with this, the interest of industry and

academia in automation- based solutions that

would enable the efficiency of alert triage, enhance

the contextual correlation among tools, and

decrease the reliance on manual detection

engineering is on the rise. This review studies the

contemporary state of SOC operational issues and

surveys the research trends in more autonomous

and learning security operations [9] [10].The paper

focuses on how rule-based and procedural

approaches to more intelligent and autonomous

models of operations have developed SOC

automation [11] [12]. It examines and identifies

shortcomings in the construction and operation of

the most modern automation paradigms, including

SOAR, machine learning-based detection, and

LLM-assisted investigation. The paper’s discussion

of emergent agentic architectures, multi-agent

coordination strategies, and interoperability

methods like the Model Context Protocol (MCP)

as supporting elements for next-generation SOCs is

predicated on these pillars. Consolidating current

trends and creating a roadmap for elucidative,

closed-loop, and reasoning-driven security measures

are the goals of this.

II. Background and Traditional SOC Challenges
Background details regarding the structure,

functional divisions, and inherent limitations of

traditional Security Operations Centers (SOCs) are

provided in this section. To grasp the concerns of

scalability, flexibility, and integration in the

following sections, it is essential to consider the

architectural, procedural, and organizational

aspects of the classic SOC models. The next

subsections examine the core SOC operations,

tools ecosystems, detection strategies, and early

automation projects that lay the groundwork for

the emergence of autonomous paradigms.

A. Security Operations Centers (SOC)
Security Operations Centers (SOCs) are primary

locations for the monitoring, detection, and

response of cybersecurity threats in business

environments [13]. To triage warnings, investigate

issues, and impose responses in real time on cloud,

network, endpoint, and on-premises systems, they
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combine human experience, security tools, and

standard procedures.

[14] In order to improve security, mature SOCs

incorporate different telemetry data, travel with

tiered analyst designs (Tier-1 triage, Tier-2 inquiry,

and Tier-3 threat hunting), and have active

capabilities (threat hunting, adversary emulation,

and lessons-learned) [2] [6] [15]

Fig. 1. Transition from traditional SOC workflow to autonomous SOC operations.
B. SOC Tooling Ecosystem
Contemporary SOCs have diverse security tools to

assist in discoveries and inquiries. TIPs provide

threat intelligence, XDR provides visibility across

many zones, SOAR automates predefined response

tasks, SIEM collects and associate’s data, and case

administration tools facilitate teamwork. However,
these technologies are often siloed, which increases

the cognitive load and divides context among

analysts. [6]

C. Rule-Driven Detection and Alert Fatigue

Traditional strategies of SOC detection are based

on rules of correlation, signatures, and heuristic

logic utilizing established patterns of attack. New or
modified threats require the analysts to manually

develop and update the detection rules, which

delays the detection of new tactics. Such a reactive

methodology elevates levels of alerts, false positives,

and results in alert fatigue and ineffective analysts.

Overall, the use of fixed rules restricts flexibility

and imposes a lot of strain on the functioning of

SOC teams [16] [17]

D. Early Automation and SOAR Limitations

To manage repetitive and time intensive processes,
initial automation initiatives provided SOAR

platforms that can execute deterministic processes,

including alert enrichment, ticket creation and

response execution. These systems are more

efficient under correct conditions, but they are

basically procedural and lack the capability to think

and learn. SOAR systems do not have the
capability to generate investigative hypotheses,

match evidence in different fields or develop new

detection logic. Consequently, the existing
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automation systems are lessening the load of

executions but not addressing the bigger cognitive

and analytical issues presented by the modern

large-scale SOCs. [18] [19] [20].

III. Challenges in Modern SOC Operations
A. Alert Overload and False Positives
One of the biggest problems of the contemporary

SOCs is the large number of alerts generated by

SIEM and XDR among other sites. Very little of

these alerts are really investigated and quiet

numbers are false positives. This leads to alert

fatigue, resource wastage and chances of missing

the important cases. Increasingly, this imbalance is

becoming unsustainable as the infrastructure and

telemetry sources keep on increasing. [21]

[22] [23]

B. Fragmented Investigative Context Across Tools
Successful SOC inquiry must entail association of

SIEM, SOAR, TIPs, XDR and case management

system evidence. Because these tools tend to be

used in isolation, analysts are forced to manually

integrate the information, leading to delays,

cognitive overload, and the possibility of blind

spots, particularly in cases where the volume of

alerts is large. [24]

C. Slow Adaptation of Detection Logic and
Indicators
Classical SOC detection pipelines are strongly

based on manually developed signatures,

correlation rules and Indicators of Compromise

(IOCs). With the emergence of new tactics,

techniques, and procedures (TTPs) by attackers, a

process of detection logic must be changed and re-

deployed in a human- initiated manner. This is a
reactive measure that will leave time gaps where

fresh or altered attacks will circumvent the current

defenses. Moreover, attackers tend to modify

observable artifacts to circumvent fixed signatures,

and this makes detection engineering efforts more

challenging and constrain the adaptability of rule-

based systems. [25]

D. Manual and Cognitive Bottlenecks in
Investigative Work- Flows
Tier-1 and Tier-2 SOC investigators work on

monotonous investigative assignments, including

alert prioritization, log querying, enhancement,

and IOC correlation. Although the tasks are

required in the operations, they are time

consuming and do not scale well with the increase

in the number of alerts. Manual workflows burden

the mental capacity of the analysts and limit their

capabilities of concentrating on higher-order

reasoning, threat hunting, and intricate incident

examination. These bottlenecks increase the dwell

times and reduce the investigative throughput as

the number of alerts increases [26]

[27].

E. Workforce Shortages and Skill Asymmetry
Cybersecurity workforce is still in a shortage of

qualified professionals, especially investigative and

threat intelligence roles and incident response [28]

[29]. The nature of the SOC operation demands

skills in various fields such as networking, OS,

threat analysis, malware behavior, as well as digital

forensics and hence it is hard to train new

employees fast [30] [31]. The large alert volumes

and the lack of talent make analysts feel more

burnt out, the turnover is high, and it also makes

the organization less resilient to a long-lasting or a

coordinated attack.

F. Lack of Closed-Loop Learning Mechanisms
Although cyber-attacks have been known to be

repetitive and iterative, the traditional SOC
architecture lacks effective closed-loop learning

capabilities [32]. Investigation-related information,

such as new attacker behavior, a detection gap, or

an inadequate reaction, is usually recorded but not

routinely added back into threat intelligence

databases, enrichment logic, or detection policies.
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Due to this absence of unceasing learning, the

identical threat items are identified again once

more, and defensive enhancements are delayed,

which makes traditional SOC models

fundamentally responsive [33].

IV. Existing Automation and AI Approaches in
SOC
A. SOAR-Based Procedural Automation
Deterministic automation was added to SOC

environments through Security Orchestration,

Automation, and Response (SOAR) platforms that

enable execution of predefined play- books of

operations such as alert enrichment, case creation,

ticket escalation, and containment actions [34] [35].

The play- books cut manual labor on repetitive and

procedural tasks and allow analysts to execute

standard response workflows more effectively.

SOAR systems however lack adaptive reasoning

and cannot correlate new contexts between

multiple sources or generate new logic used to

detect something [36]. They depend fully on

human-written instructions, which means that

their contribution is more to the efficiency of

execution, as opposed to making their analysis

more scalable and their decision- making more

independent [37].

B. Machine Learning and Anomaly Detection in
SOC Pipelines
The main areas of machine learning (ML) research

in cyber- security have been anomaly detection

methods, behavioral modeling, classification

algorithms with the aim of differentiating

legitimate and malicious activities [38] [39] . These

solutions are supplementary to signature-based
detection, and they detect statistical anomalies of

network, endpoint and cloud telemetry. In most

SOC deployments, alerts, cluster related events, or

learning previously unknown attack patterns are

scored by supervised and unsupervised models [40]

[41]. Although machine learning techniques can

improve the detection coverage and pattern

recognition, they typically require considerable

domain-specific tuning and retraining to remain

effective in dynamic contexts. In practice, they can

also result in extremely high false positive rates,

which wears analysts out rather than relieves them.

These are also frequently employed only in

isolation from investigative procedures and do not

assist rule-making, multi-source evidence

connection, or post-detection reasoning. Therefore,

while ML broadens the scope of detection, its

contribution to end-to-end investigative

automation and workload reduction is limited. [42]

C. Threat Intelligence Automation and IOC
Enrichment
Threat Intelligence Platforms (TIPs) is an

automated system of gathering, correlating and

sharing Indicators of Compromise (IOCs) based on

commercial, open-source, and community- driven

intelligence feeds. Enrichment pipelines, which are

automated, attach contextual metadata to alerts

like IP reputation, malware classification, campaign

attribution, and so on, which enhance the sense of

situational awareness in the analyst. Irrespective of

these benefits, TIPs are generally independent

information stores that are not closely linked with

SOC investigative decision-making. Logical

bottlenecks cannot be solved via enhancement, nor

can autonomous detection logic changes be made

without significant analyst interaction.

D. Large Language Models as Analyst Assistants
Recent advances in large language models (LLMs)

have been used to optimize SOC processes in the

form of natural language interfaces, summarizing
logs, and guided investigative assistance [43] [44]

[45]. These systems help analysts to interpret alerts,

build case summaries, extract useful in- formation

in large quantities of logs and transfer knowledge

between teams. Elsewhere, LLMs are applied to

interpret detection logic into a human-
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understandable explanation or to help generate

response documentation [46] [47].

However, the main operational functions of LLMs

are those of an analyst copilot, but not

independent functioning elements. They neither

autonomously trigger investigation processes,

employ security solutions, test conjectures to live

telemetry, or revise detection regulations without

human oversight. Moreover, their products can be

influenced by timely structure and situational

input, which brings the issue of consistency,

verification, and the operational integrity [48] [49].

In this way, although they enhance usability and

efficiency in investigations, LLMs are not so far

capable of offering fully reasoning-based, closed-

loop, and tool-integrated automation in SOC

settings.

Table I:Comparison of Automation and AI Approaches in SOC

Approach Core Strength Primary Limitation Typical Use in SOC Adaptability
Level

Ref.

SOAR Automates predefined

playbooks and response

procedures

Lacks reasoning

and relies on static

rules

Response execution

and workflow

orchestration

Low [31]

[50]

ML Detects anomalies and
statistical patterns across

telemetry

High false positives;
require retraining

and do main tuning

Alert scoring,
anomaly detection,

pattern classification

Medium [51]

LLM Provides contextual
understanding,

summarization, and

language reasoning

Requires
supervision and

may produce

inconsistent

outputs

Alert triage, log
interpretation, case

summarization

Medium [52]
[53]

Agentic

AI

Coordinates multiple

tools and tasks with goal-

driven reasoning

Early-stage maturity;

governance and

safety concerns

End-to-end

investigation and

adaptive response

High [54]

V. Limitations of Existing Approaches
Although there have been progressive

advancements in detection, enrichment and

workflow execution, the current SOC automation

and AI-based solutions have intrinsic flaws,

preventing them to scale and adequately satisfy the

operational complexity of current cyber defense

environments [55] [56].

To begin with, SOAR-based automation generally

is confined to the implementation of procedural

operations and does not include the ability to

formulate a hypothesis of the investigation,

perform correlations between the existing facts of

the context and support decisions [15], [19]. These

systems operate according to predetermined

playbooks without becoming familiar with the

circumstances of the investigation, which means

that they still need a human operator to monitor

them when an unforeseen or changing threat

situation occurs [6], [10].

Second, machine learning (ML) and anomaly

detection methods enhance coverage of detection
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but have no considerable impact on reducing

investigative work. False positives are very high,

data drift can affect the performance, and it is less

interpretable, which makes the models less effective

in realistic SOC settings [4], [21]. Whereas ML-

based systems generate additional alerts, they are

not useful in terms of downstream investigative

reasoning, evidence synthesis, and automated rule

updates [15].

Third, the automation of threat intelligence and

enhancement of IOC are useful in enriching

situational awareness, although they largely

represent parallel informational pipelines. The

reason why Threat Intelligence Platforms (TIPs) are

not tightly integrated with detection logic and rule

engineering workflows is why there are delays in

responding to new threats. Consequently,

enhanced intelligence is not always used and fails

to render into prompt defensive benefits [6], [15].

Lastly, the existing applications of large language

models to SOCs are fundamentally the form of

analyst-facing aid, as opposed to fully autonomous

functions [48], [54]. These systems do not

automatically initiate an investigative process and

are based on user prompts, call on security tools or

integrate evidence sources into meaningful

defensive updates. LLM-based assistance is only

advisory and not operational until there are

established ways to access SOC tooling eco sites

[50], [53].

Combined, these shortcomings indicate that

current automation originally are focused on single

functional areas of operation and not the entire

investigative and defensive life cycle. This means
that current SOC automation remains execution

focused, reactive, and significantly reliant on

human intervention, with the result that alert

triage, detect logic adjustment, and ongoing

defensive learning remain an unsolved and human-

intensive problem.

VI. From Procedural Automation to
Autonomous Operations
Procedural automation constraints, coupled with a

subsequent rise in the number of alerts,

fragmented context in investigations, and sluggish

upgrades to detection pipelines has given rise to

the development of increased interest in

autonomous SOC paradigms. These new methods

put reasoning, synthesizing conclusions, and

lifelong defensive learning among the operational

capabilities instead of efficiency in the execution

[57].

A. Agentic AI for Investigative Reasoning
The latest studies consider agentic AI systems that

emu- late Tier-1 and Tier-2 SOC studies. These

systems have the capability to automatically triage

alerts, generate hypotheses and correlated evidence

on endpoint, network, and cloud data [58]. These

frameworks are aimed at reducing workload among

analysts, cutting the time spent on alert dwells, and

enhancing scalability. Initial research indicates that

LLMs are quite effective at interpreting logs,

summarizing alerts, and reasoning. Nevertheless,

many systems nowadays perform like an analyst

copilot, but not as entirely autonomous.

Operational autonomy needs to be achieved

through formal tools interfaces, execution

governance and safety constraints to ensure that

the decisions are correct and responsible [59].
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Fig. 2. Multi-agent architecture for autonomous SOC investigations.
B. Closed-Loop Cyber Defense
New Indicators of Compromise (IOCs) must be

manually updated because traditional SOCs rely

on fixed detection models. [15], [25] This leaves

gaps of vulnerability against which fresh threats

pass without detection. Closed loop cyber defense

can solve this issue by relying on the feedback of

proven incidents to automatically change detection

pipelines, threat intelligence and IOC workflows

[30]. SOCs can be adapted more quickly with less

human effort by using automated rule generation

and validation and can shift operations to more

proactive and learning-oriented security [17], [44].

C. Interoperability and the Model Context
Protocol (MCP)
One of the significant barriers to sophisticated

SOC automation is the inability to interface

security tools. SIEM, SOAR, TIP and case

management systems tend to operate

independently and as such, automation is

restricted to small, procedural processes. Tool

invocation and structured context exchange

between AI agents and SOC platforms are made

safe via the Model Context Protocol (MCP). This

allows cross system workflows to be made but keeps

context and access control. MCP addresses the

integration problems by harmonizing the

interactions between agents and tools, facilitating

end-to-end coordinated investigative and response

operations, and fostering towards autonomous and

reasoning-based SOC operations [60] [61].
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Fig. 3. Model Context Protocol enabling structured interoperability across SOC tool ecosystems.
VII. Research Opportunities and Open
Challenges
Considering the encouraging developments in

agentic AI, interoperability protocols, and closed-

loop defense, there are still numerous gaps on the

way to autonomous SOC functions. Sealing these

gaps is critical to transitioning towards more

advisory automation to more resilient and fully

reasoning SOC architectures.

A. Explainability and Analyst Trust
The interpreting ability challenges in LLM-based

reasoning and coordination between agents may

impact operational trust in SOCs. To support

incident reaction and investigation, security
operations should contain auditable decision-

making procedures, a clear justification, and

evidence correlation. Explainable AI is a research

area that remains underdeveloped, and it should

not stop at the general explanations to allow

analysts to validate and replicate AI-driven

decisions.

B. Reliability and Hallucination-Resistance
Autonomous investigative systems must control

ambiguity, steer clear delusional conclusions, and

guarantee the ac- curacy of created rules,

hypotheses, and IOC outputs. Unlike classic LLM

standards, evaluating dependability in hostile and

high-volume operational situations has special

issues. To avoid operational misfires and preserve

incident response integrity, strong governance

procedures, verification layers, and anomaly

detection are necessary.

C. Adversarial Robustness and Threat Modeling
AI-based SOC architecture operates in adversarial

settings in which the threat agents are most likely

to intentionally seek to exploit vulnerabilities in

the detection models, reasoning or interoperability

interfaces. The recent studies in adversarial
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machine learning are directly related to prediction

problems, which creates knowledge gaps on risk

peculiar to investigative automation. Future efforts

should focus on threat modeling of AI-generated

SOC agents and identifying methods to enhance

the resilience of multi-agent workflows against

manipulation or deceit.

D. Human-in-the-Loop Integration
Completely autonomous SOC models are

improbable to totally supplant analyst involvement.

Human supervision is crucial for escalation,

validation, rule governance, and exception

management. Developing hybrid operational

models that integrate machine autonomy with

human decision-making, while reducing cognitive

load, is a significant area of research. Optimal

human-agent interaction models must be

developed to ensure trust, accountability, and

operational reliability.

E. Evaluation Metrics and Benchmarking
The current evaluation systems of SOC

performance pre- dominantly encompass indicators

related to the volume of warnings, dwell time and

false positive rates. Autonomous investigative

systems necessitate novel metrics and

benchmarking methods to assess the quality of

reasoning, closed-loop learning, and agent

coordination. Experimentally Lack of standard

datasets and testbeds that can be reproduced across

systems causes the systems to be hard to compare

empirically and this necessitates common

evaluation models.

F. Interoperability Standards and Protocol

Maturity
While the Model Context Protocol (MCP)

introduces promising interoperability mechanisms,

the maturity of security automation standards

remains limited. SOC ecosystems require

consistent models for action authorization,

auditability, data exchange, and execution safety.

Long-term viability depends on community

adoption, standardization, and deep in- tegration

across diverse tooling ecosystems to support secure,

coordinated autonomous operations.

VIII. Conclusion
Due to numerous warnings, malfunctioning

workflows, manual rules, and inadequate learning,

SOC workloads are increasing. Although they are

helpful, tools like SIEM, XDR, and SOAR still

require human input.

By enhancing reasoning, context comprehension,

and feedback, new technologies like agentic AI,

LLMs, multi-agent coordination, and MCP can

make SOCs more intelligent and self-sufficient.

Explainability, dependability, and human oversight

continue to be problems.
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