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INTRODUCTION

The process of identifying and refining
requirements has become a critical challenge in
modern software development approaches. At the
same time, business service providers increasingly
emphasize value creation, aiming not only to
enhance the overall experience and satisfaction of
their customers but also to maximize the
advantages gained by wvarious stakeholders
connected to the organization. [Lepak
and Taylor 2007].

Trustworthiness refers to a set of fundamental
system qualities that directly shape the degree of
confidence wusers place in a system. These
properties must align with specific requirements
to ensure reliability and credibility. While in
some context’s trustworthiness has been equated
with concepts like security or dependability, it is
in fact broader, encompassing but not limited to
these dimensions. The concept remains
somewhat ambiguous in academic discussions, as
scholars often differ in how they define and apply
it, leading to variations in interpretation across
disciplines.) [Nazila and Maritta 2016].

The use of structured patterns to design clear and
user-friendly questions
articulate their trust concerns in a simple and
meaningful way. This approach helps present

enables end-users to

requirements in an easily interpretable form,
minimizes ambiguity, encourages reusability, and
guides requirements engineers in capturing all
essential information without omissions. In many
organizations, a process-oriented method is
adopted to identify activities that contribute to
value creation. Such methods are specifically
developed to highlight opportunities for
improving quality while simultaneously reducing
time and effort in their application. [Grosskopf et
al. 2009].

In In our proposed pattern-based approach, end-
users actively share their requirements and
provide suggestions regarding existing problems
and potential solutions. A pattern represents a
problem-solution pair that can be reused in
similar situations, accompanied by guidance on
its application in new contexts. It is important to
highlight that the formal definition of a pattern
varies across different studies and literature.
There are three main types of patterns:

1. An architectural pattern, which spans across
multiple software subsystems.

2. A design pattern, which operates within a
subsystem but remains independent of the
programming language.

3. An idiom, which is a low-level pattern specific
to a particular programming lang
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Fig. 1: Relation between different concepts from trust to trustworthiness

LITERATURE REVIEW

A comprehensive review of existing literature
reveals that researchers have employed multiple
approaches to identify and refine trustworthiness
requirements. The following section presents a

concise overview of the most relevant studies and
highlights the significant contributions made by
different scholars in this area.

Da Silva et al. (2015) highlighted the application

of use cases as an effective technique for
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requirements modeling. In their work, they
introduced structured use case patterns that
consist of several essential components, including
the pattern’s name, the context in which it is
applied, the problem being addressed, the
proposed solution, practical examples, possible
consequences, connections with other patterns,
and documented instances of use. This structured
approach  helps  standardize  requirement
modeling and facilitates clearer communication
among stakeholders.

Pohl (2010) conducted a study focusing on the
use of patterns for representing scenarios in a
wellstructured  textual format. His work
emphasized the role of requirement templates,
which not only capture standard scenarios but
also account for potential exception cases,
thereby ensuring a more comprehensive
representation of system requirements.

In their study, del Rio-Ortega et al. (2012)
introduced a set of patterns designed to support
the definition of process performance indicators.
To enhance this framework, they developed an
ontology-based linguistic pattern grounded in
formal descriptive logic. This approach enables
not only the structured representation of
performance indicators but also
automated reasoning and knowledge inference.
As a result, it becomes possible to identify and
analyze the interconnections among various key
performance indicators within business process
management.

In their study, Alebrahim et al. (2014) present a
systematic method for assessing software quality
through domain knowledge modeling. Their
approach emphasizes the use of patterns to
represent domain knowledge effectively, while
also examining system requirements to minimize
the risk of producing inaccurate specifications.
Romi S. Wahono and Behrouz H. Far, in their
work “A Framework for Object Identification and
Refinement Process in Object-Oriented Analysis and
Design”, propose a systematic method for deriving
and refining objects from software requirements.
Their approach leverages Object-Based Formal
Specification (OBFS) to convert requirement
statements into precise and structured objects. By
applying this framework, the study ensures

facilitates

greater clarity, accuracy, and consistency in the
initial phases of software design, thereby
improving the overall quality of objectoriented
analysis and design.

In their 2013 study titled “Refining Scheduling
Policies with Genetic Algorithms,” Emin Ogur and
Mehmet E. Aydin proposed a novel method for
improving scheduling efficiency. The researchers
focused on refining policy structures by
optimizing the sequence of dispatching rules
(DRs) applied within a specific time frame. Using
a Genetic Algorithm (GA), they iteratively
adjusted and evolved these sequences to identify
configurations that yielded better scheduling
outcomes. Their findings highlight the
effectiveness of GA in systematically enhancing
scheduling policies and achieving
performance.

Maintaining the Integrity of the Specifications
Preserving the original formatting of this
template is essential to uphold the integrity of the
specifications. The layout, including margins,
fonts, spacing, and column dimensions, has been
purposefully designed and should remain
unaltered. While some settings—such as the
slightly  wider  top seem
unconventional, they are deliberately applied to
achieve consistency across the complete collection
of papers. These adjustments are not intended for
individual presentation but to ensure uniform
appearance within the compiled proceedings.
Therefore, it is crucial to retain all formatting
features exactly as provided.

RESEARCH METHODOLOGY

To achieve the research objectives and address
the proposed questions, this study adopted a
quantitative survey method. The target
population primarily consisted of employees
working in large organizations where modern IT-
based approaches, including pattern recognition
techniques and advanced software development
practices, are commonly applied. A convenience
sampling technique was employed due to
constraints of time and resources, meaning that
participants were selected based on accessibility
rather than random sampling. This approach
allowed the researchers to collect relevant data
within the available limitations. The sampling

improved

margin—may
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frame included organizations managing sensitive
information and large databases, with a
considerable number of technical staff engaged in
daily operations.
Protocol for search proccess
The search process begins with the development
of a well-defined protocol based on the research
questions. This protocol serves as a roadmap,
detailing each step of the review. It includes the
formulation of the search strategy, the criteria for
including or excluding studies, the approach for
identifying and selecting relevant literature, and
the procedures for extracting, recording, and
systematically organizing  the necessary
information.
SOURCES FOR LITERATURE SEARCH
The following databases were explored to identify
relevant primary studies.

ACM http://dl.acm.org/

IEEE
http://ieeexplore.ieee.org/Xplore/home.jsp

Springer http://link.springer.com/
Inclusion criteria
The sources for the literature search were selected
based on clearly defined inclusion criteria.
Research papers were considered relevant if they
contained  specific  keywords
“Identification,” “Refinement,” “Requirements,”
and “MSDA.” In addition, studies with titles
closely related to the theme of “Identification and
Refinement of Requirements” were prioritized.
To ensure the review remained current and
focused, only publications released between 2012
and 2018 were included.
Exclusion criteria
I excluded the papers based on the following
points:
®  Research work that does not fall within the

defined time period.
® Studies in which the primary focus is not
related to identification and refinement.

such as

® Information obtained from unreliable
resources (such as
Wikipedia, encyclopedias, or digital magazine
articles).
Research objective for the study
This research is designed with two primary
objectives.
RO 1: To develop a set of comprehensive and
user-friendly questions that enable end-users to
clearly express and communicate their trust-
related concerns.
RO 2: To identify, refine, and evaluate the trust
concerns raised by end-users, while examining
how these concerns influence and shape the
overall requirements.
OVERVIEW OF MY METHOD
This section provides a brief overview of the three
proposed patterns introduced in this study. These
patterns are designed to support the process of
analyzing and addressing trustrelated aspects in
system development. The patterns include:
1) Documentation Pattern - which outlines a
structured approach for recording essential
details.
2) Trust Concern Identification Pattern -
which helps in recognizing and categorizing
potential trust issues.
3) Trustworthiness Requirement Pattern -
which defines the necessary conditions to ensure
the reliability and credibility of the system.
This  pattern-based  approach  helps  to
systematically refine and document the functional
as well as non-functional requirements that satisfy
the identified trustworthiness goals. We develop
patterns to aid the documentation of
trustworthiness requirements. The provided
patterns are used during the requirement
engineering phase to support the requirements
engineer in  documenting  trustworthiness
requirements by using linguistic templates.
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Fig.2: Relation between the developed patterns and the process of applying them

Documentation patter

It A documentation pattern generally serves as a
structured approach for presenting trust and
trustworthiness. Its essential elements usually
include the integration of goal models and
process models, which together provide clarity,
consistency, and reliability in the representation
of trustrelated information.

Context:

This This approach plays a crucial role in the
requirements engineering phase, where the
identification of trustworthiness requirements
begins with goal-oriented models and is later
elaborated through detailed business process
models.

Problem and forces:

Without If trustworthiness requirements are not
defined clearly and in an easily interpretable
manner, there is a high risk that developers may
misinterpret them and implement them
incorrectly. To address this challenge, we
introduce a structured pattern that allows
trustworthiness requirements to be documented
systematically and refined iteratively.

Solution:

Trust issues are recognized and managed in goal
models through the inclusion of trustworthiness
objectives. These objectives are progressively
refined within the models, alongside business
process models, to ensure the intended goals are
achieved. By integrating goal models with
business process models, it becomes clear how
specific processes contribute to fulfilling the
trustworthiness objectives.

Consequences:

The implementation of the suggested patterns
leads to well-organized, transparent, and logically

connected trustworthiness specifications,
guaranteeing  accuracy, thoroughness, and
uniformity.

Trust concerns identification pattern

This pattern focuses on recognizing the trust
related issues of end-users and translating them
into specific trustworthiness objectives that can be
integrated within the software development
process.

Context:

The trust concerns identification pattern plays an
important role in addressing the higher-order
documentation  pattern by  systematically
recognizing potential trust issues. This pattern also
assists  in  formulating and  recording
trustworthiness objectives that are necessary to
respond to the identified concerns, ensuring that
the system or process remains reliable and aligned
with security and confidence requirements.
Problem and forces:

The main challenge lies in recognizing and
categorizing trust concerns through a clear,
systematic, and structured approach.

TABLE 1

This requires identifying underlying issues,
mapping behavioral patterns, and analyzing
external as well as internal forces that influence

trust.
Solution:
Table 1 presents the suggested framework

designed to assist requirement engineers in
recognizing the trustrelated concerns of end-users.
The upper section of this framework is structured
as a questionnaire, which needs to be completed
by the end-user. The lower section, on the other
hand, is reserved for inputs to be provided by the
requirement engineer.

Consequences:

The end-user provides responses to the given
questions. According to these responses, the
requirement engineer is able to determine and
choose the most appropriate trustworthiness goal.

623


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences

ISSN (e) 3007-3138 (p) 3007-312X Volume 4, Issue 4, 2026

Nome What i3 the name o idener of theend-user!

(iender Fomale 1 Male 1

Th :
o What o the reasons L use i produe?

150 the preict

Notvaton What objevesdoesthe end-usr ol

Please mark the fllowing satements with ys o ne \
YesoNoD T usaallytrust  erson untlthe i reason not o

YesoNoo | Tamafrid to losecntrolover my personal infomaton,
1 am concened about ow my personal nfomaton i colleted and used by digitalapphcatons
TesoNoo ;
and srvies
YesoNoo | Orgamsaions handlethe prsonl ifomation thy ol about mer  proper vy,
YesoNoo Existing aws and organisatonal practiesadequately protect me fromonlne isks,
L am concerned thet ogal measure suh as the abily to delete your personal information
YesoNoo { P
are oot ut il place fornereasing cnt,
YesoNoo el conficnt tha eneryption makes onin serviessafefo me o use
YesoNoD L am ancernedabout underanding my rights e deseibed by the tems ofthe applicatin provider
[sthe kel iting entity!
— [ Futzkehn e a el exiting enily
1 his sakeholder used o proxy for a group ofhomogeneus akeholdrs?
il 13 he stakehldernoka el exiting enty!
T I i stakeholder sed t desribe & roup of homogencous stakehlders!
- Cam this stakeholder b shared through groups of heterogeneous takeholdes?

Hrethere well-defined rights foe this stakeholder!

Trastwortines gal fo ddresingtustconerns of th e e ised s below:

0 Sufey ) Securty 0 Reliaility 1 Privacy 0 Adaptbiity 1 Tesabilty 0 Compliance
1) Cost ) Usability ) Compatibility 1 Performance ) Mainainability () Confpurabilly
1 Complexty 0 Datarelated quality 1 Correctness 0 Resolution 1 Predietabilty

Trusbvothinessgols

1 Aecesibilly of content and dafa

Trust worthiness requirements pattern

The trustworthiness requirements pattern serves
as a structured approach to define and express
trustrelated needs in a system. It relies on
linguistic templates that provide a clear and
consistent way of capturing requirements such as
reliability, security, privacy, and transparency. By
following this pattern, stakeholders can ensure
that trustworthiness aspects are not only identified
but also articulated in a manner that reduces
ambiguity. This approach supports
communication among developers, analysts, and
decision-makers, making it easier to align system
design with the expectations of users and
regulatory standards.

Context:

This pattern supports the requirement engineer in
establishing a between
trustworthiness requirements and trustworthiness
goals. In addition, it associates the identified
requirements with the corresponding

effective

clear connection

trustworthiness properties that must be integrated
within the business process model, ensuring that
the -~ ‘overall trustworthiness objectives are
effectively achieved.

Problem and forces:

The primary issue addressed by this pattern
solution is the lack of alignment between business
process models and goal models. This
inconsistency creates difficulties in ensuring that
organizational goals are properly reflected in
process execution, leading to gaps in performance
and effectiveness.

Solution:
This approach for defining trustworthiness
requirements applies linguistic templates to

describe both the requirements themselves and
the related process elements and resources within
a business process. The method of specifying
trustworthiness requirements and further refining
them into detailed trustworthiness properties is
presented in Table 2.
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TABLE 2: Consequences:

The primary outcome of implementing the
suggested patterns is the establishment of well-
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Fig:3 The structure of the patterns and the relation of the concepts
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Example

A middle-aged woman who lives with her children
often feels anxious after experiencing a fall in the
bathroom when no one was around to help her.
She remained on the floor for quite some time
before managing to call for assistance. Later, she

came to know about some AAL services designed
to provide safety and quick support in such
emergencies. She is now thinking about adopting
one of these services to ensure her well-being and
reduce the risk of facing similar difficulties again.
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The primary stakeholders in the healthcare sector
can be categorized into three groups. (1) End-users,
specifically the elderly population, as they are the
recipients and direct of
healthcare services. (2) Technology providers,
which include organizations offering medical
applications such as elderly monitoring systems,
fall detection devices, telecommunication services,
and internet connectivity essential for digital
health solutions. (3) Healthcare service providers,
encompassing healthcare authorities, medical
centers, clinics, and hospitals that are responsible
for delivering medical care and ensuring the well-
being of patients.

Evaluation

main beneficiaries

In this study, we explored various patterns and
examined their interconnections to identify and

refine system requirements, while also comparing
our findings with those of related research. To
achieve the research objectives, we reviewed
several primary studies in the field of software
development; however, we found limited work
specifically addressing simple and comprehensive
questions Our focus was
recognizing and refining end-user trust concerns
and analyzing how these concerns influence
requirements. The results of our analysis are
presented in Table 1. Relevant studies were
retrieved from databases using the following
search strings:

Pattern approach

- Identification of non-functional requirements in
MSDA

- Refinement of requirements in MSDA

- Elicitation of requirements in MSDA

for end-users. on
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requirements

Easyto v
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More
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TABLE 1
CONCLUSION
In this paper, we created a supportive and
collaborative environment by applying patterns
and their interconnections, and by designing
simple, clear, and user-friendly questions for the
end-users. We also focused on identifying and
refining the requirements of the system model in
line with the mental models of users, thereby
resolving their difficulties in understanding 'the
system. As system requirements continue to grow
rapidly, it is estimated that the cognitive load of
end-users will multiply significantly, while modern
software becomes more widely integrated into
daily life to provide convenience. However, not all
IT solutions are secure, as only around 60% of
modern applications undergo proper security
evaluation and testing, which exposes them to
risks. To such threats, specialized
approaches such as authentication mechanisms,
secure boot processes, data encryption during
communication, and timely alerts for possible
attacks should be implemented. Furthermore,
system models should be strengthened to prevent
denial-of-service vulnerabilities, and users should

counter

consider updating or restoring their software
specifications to more secure versions, ensuring
protection against modern software risks and
unauthorized access.

Patterns for
identification of

trust concerns | Identification | Identification,

and specification |and Refinement

AFramework | AProcess for | A Framework for

for Object Pattern Identifying and
Analyzing Non-
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