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1. INTRODUCTION

Technologies for modifying photos, movies, and
audio are advancing swiftly [1].
technical proficiency for generating and modifying

digital information are readily available.

zenodo.19385256

Abstract

The way the deep learning algorithms have quickly evolved to be able to produce
and recreate the extremely realistic videos, also known as Deepfakes, has caused
considerable alarm about the misuse of such tools. Innovative techniques of deep
learning are now capable of producing synthetic faces, swapping faces across
people, changing facial expressions, modifying gender traits and manipulating
facial features with incredible accuracy. Although virtual reality, digital content
creation, and entertainment are lawful uses of these technologies, they have
serious risks when they are used in bad intentions like misinformation, stealing of
identities, and internet fraud. This study presents an effort to introduce a hybrid
model combining EfficientNet with the Swin Transformer to detect Deepfakes
effectively. EfficientNet is used to extract fine-grained spatial features, whereas
the Swin Transformer wuses hierarchical attention to capture longrange
dependencies to classify authenticity. The proposed framework was also trained
and tested on FaceForensics data, with the accuracy of 93.2, AUC of 0.94, and
the loss rate of 0.28. A combination of EfficientNet convolutional representations
and the Swin Transformer attention-based system proves to be at a better level of
detecting manipulated content, and this points to the model being able to

distinguish well between the manipulated and veritable videos.

present, one may effortlessly produce hyper-

realistic digital photographs with minimal

Methods and

resources and readily accessible instructions

online. Deepfake is a method that seeks to
At

substitute the visage of a designated individual

with that of another in a video. It is generated by

https://thesesjournal.com

| Izhar et al., 2026 | Page 1650


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030
mailto:izharmcs1@gmail.com
mailto:sajid.maqbool@nfciet.edu.pk
https://doi.org/10.5281/zenodo.19384951

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

integrating a synthetic facial area into the original
picture [2,4]. The phrase may also denote the
ultimate result of a hyper-realistic video produced.
Deepfakes can facilitate the production of hyper-
realistic Computer Generated Imagery (CGI),
Virtual Reality (VR), Augmented Reality (AR),
education, animation, arts, and cinema.

Nonetheless, because to their inherently
misleading nature, Deepfakes can be employed for
nefarious ends. Following the emergence of the
Deepfake phenomena, several authors have
suggested various methods to distinguish
authentic videos from fabricated ones.  As
indicated by [10], despite the strengths of each
hypothesized mechanism, existing detection
approaches exhibit a lack of generalizability. The
authors observed that previous models mostly
concentrate on the tools used for Deepfake
development by analyzing their purported
behaviors. According to an annual report [6] on
Deepfake, deep learning researchers achieved
many significant advancements in generative
modeling. Computer vision researchers
introduced a technique called Face2Face [7] for
face re-enactment. This technique conveys facial
expressions from an individual to a computer
avatar in real-time. In 2017, researchers from
UC Berkeley introduced CycleGAN to convert
photos and movies into various genres. A
separate cohort of researchers from the University
of Washington suggested a technique to align lip
movements in video with audio from an
alternative source [9]. In November 2017, the
term "Deepfake" was used to describe
pornographic videos in which the faces of
celebrities were superimposed onto actual footage.
Nonetheless, training a multi-attentional
network is a significant challenge.  This is

primarily due to the fact that, in contrast to single-

attentional networks [10], which may utilize video-
level labels as explicit guidance and be trained in a
supervised manner, the multi-attentional structure
can only be taught in an unsupervised or weakly-
supervised manner.  Utilizing a conventional
learning technique results in the degradation of
multi-attention heads to a singular attention
equivalent, wherein just one attention area elicits
a robust response, while the other attention
regions are repressed and fail to acquire valuable
information [11]. To resolve this issue, we
furthermore suggest a novel attention-guided data
augmentation approach. During training, we will
intentionally  obscure some  high-response
attention areas (soft attention lowering) to compel
the network to learn from alternative attention
regions. The authors characterized generality as
the consistent identification of various spoofing
methods and the dependable execution of
previously undetected spoofing strategies.

The studies proposed a generalized DeepFake
detector (FakeCatcher), which is based on
biological cues and internal image features to
detect manipulated content. The model used a
basic Convolutional Neural Network (CNN)
consisting of three layers and trained and tested it
on a dataset of around 3,000 videos. The study,
however, was not clear on the preprocessing
activities that were done on the data. As it has been
mentioned in the previous research [31, 52, 21],
more complex CNN-based models tend to
outperform shallow networks in the image
classification task. This fact gives reason to believe
that a more powerful DeepFake detector could be
developed, with a detailed data preparation
pipeline and a more complex neural network
architecture to detect any artifacts of manipulation

and their consequences.
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In these regards, we introduce a generalized
Convolutional Vision Transformer (CViT) system
of Deepfake video detection. The suggested CViT
architecture will integrate the advantages of both
Convolutional Neural Networks and Transformer-
based attention to local and fully-global visual
dependencies in video frames. There are three
primary reasons why we believe our approach is
generalized: (1) it combines CNN and
Transformer modules and is capable of extracting
and fusing spatial and contextual information; (2)
it focuses on the significance of data preprocessing
and augmentation in the process of training and
classification; and (3) the strategy is trained using
a large and various facial dataset that includes
several conditions, environments, and viewing
angles. The suggested CViT architecture is
expected to provide a very flexible and scaled
Deepfake detector that will be able to detect fake
material created with a variety of different

synthesis methods.

2. Related Work

The fast progression of Convolutional Neural
Networks [4, 20], Generative Adversarial
Networks (GANs) [18], and its derivatives [22] has
enabled the generation of hyper-realistic pictures
[32], movies [61], and audio signals [53, 15] that
are increasingly difficult to identify and
unaltered

differentiate from authentic,

audiovisuals. The capacity to generate a
convincingly authentic sound, Images and videos
have prompted numerous concerned parties to
discourage innovations that may be used by
enemies for nefarious reasons [12]. Consequently,
there is a pressing demand within the research
community to develop Deepfake detection
techniques. The blistering development of the

Convolutional Neural Networks (CNNs),

Generative Adversarial Networks (GANs), [13]
and other models has transformed the content
creation process as it is possible to create hyper-
realistic images, videos, and audio signals that are
not always distinguishable with real ones.
Although these innovations can be creatively used
in various ways, it is also increasing fears of evil
misuse, such as misinformation, identity theft, [14]
and internet fraud. This has made the research
fraternity pay attention towards creating powerful
Deepfake detection systems that can detect a
synthetic content produced by using advanced
deep learning models.

Deepfakes are created in the form of deep
models, namely GANs and
Autoencoders (AEs) that either modify or swap

generative

facial identities on pictures and videos [15]. The
most common methods of generating Deepfakes
include face swapping, lipsync, face reenactment
and speech synthesis. Sooner applications, like
FakeApp, used dual autoencoders sharing
encoders to share face features among people.
Future architectures, such as StyleGAN and
FSGAN, have greatly improved face realism,
whereas other networks, such as CycleGAN and
Face2Face, can transfer poses and expressions
without paired data, allowing manipulation of
faces in real time and in photorealism [16, 17].
Deepfake detection methods have also developed
together with generative models and can be
broadly divided into three categories: (1) methods
which look at physiological and behavioral
indicators (e.g., eye blinking, head motions), (2)
methods looking at GAN fingerprints or biological
ones like inconsistent blood flow, and (3) data-
driven approaches that detect visual artifacts in the
manipulated media. Models like MesoNet and
Mesolnception-4 are used to identify mesoscopic

inconsistencies whereas other models use the
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geometric and affine transformation artifacts to
identify the manipulated regions. More
progressive models unite time and space
characteristics with hybrid CNN-RNN models to
analyze video better [18,21].

Ensemble and hybrid learning strategies have also
been examined in recent literature to be more
robust. Indicatively, the DeepfakeStack combines
several pretrained models, such as XceptionNet,
InceptionV3, ResNetlOl and DenseNet [22]
variants to increase classification accuracy.
Correspondingly, comparative analyses based on
ShallowNet, VGG-16 and Xception show that
more complicated architectures have an advantage
over shallow networks when it comes to detecting
manipulation artifacts.

Regardless of the major achievements, DeepFake
detection is still considered a challenge because of
the constant development of generative models.
As indicated in the reviewed literature, there is an
increasing demand to integrate convolutional and
transformer models in a hybrid architecture as the
desire to make these components generalized,
data-efficient, and attention-based, which should
be able to adequately represent both local and
global image characteristics to provide reliable

Deepfake detection [23].

3. Materials and Methods

This part explains how Deepfake video detection
works. The suggested detection framework has
two main parts: the preprocessing part and the de-
tection part. The preprocessing part gets the input
data ready and has two main steps: face extraction

and data augmentation. In this step, facial re-
gions are accurately taken out of video frames and
improved using different augmentation methods
to make the model more robust and generalize bet-
ter. There are three parts to the detection compo-
nent: training, validation, and testing. The Con-
volutional Vision Transformer (CViT) is used in
both the training and validation stages. It has two
powerful modules: a Feature Learning (FL) mod-
ule that extracts detailed facial features from the
input images, and a Vision Transformer (ViT)
module that analyzes these features to determine if
each video is real. Finally, the trained CViT model
is used to correctly tell the difference between real
and deepfake images during the testing stage. Fig-
ure 1 shows an overview of the suggested frame-
work for detecting Deepfakes.

3.1. Data Preprocessing

The step of preprocessing is essential in framing
the raw data to the stages of training, validation,
and testing of the proposed CViT model. This step
is used to make sure that the input data is clean,
constant and well-formed so that the model can
learn effectively and provide the correct output.
The preprocessing pipeline is comprised of two
key modules face extraction and data augmenta-
tion. Face extraction module will identify facial re-
gions of video frames and transform them into a
common 256 x 256 RGB representation. This is
done to make sure that images are the same size
and color representation are consistent, making
model performance a stable aspect. The data aug-
mentation module, meanwhile, adds some varia-
tions to the data, i.e. rotation, flipping, brightness
adjustment, and slight scaling. These changes
make the model stronger and closer to a variety of
light, poses, and facial expressions. In Fig. 2 and
Fig. 3, a few examples of the extracted and prepro-
cessed facial images are shown and thereby utilized
in the further training phase.faces.
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Figure 1 Convolutional vision Transformer

3.2. Identification

The Deepfake detection can be divided into three
major steps, including training, validation, and
testing. The training step is main aspect of pro-
posed CViT strategy - this is the step where the real
learning is carried out. Deep learning models typi-
cally take long periods and fine-tuning to be suita-
ble in a given domain of a problem. In our sce-
nario, the main objective is to enhance an opti-
mized CViT architecture that has the ability to
learn and discriminate the distinctive features of
deepfake videos. The process of training varies pa-
rameters and hyper parameters to get the highest
performance on our data set. The validation phase
runs in parallel with the training phase, and it is
important to fine-tune the model with this stage.
It assists in measuring the performance of the
CViT on unseen data, to improve the performance
and avoid overfitting. The final step is the testing
phase, which will make sure that the model can
generalize significantly beyond the training sample
and give a sound measurement of the progress in
terms of accuracy and loss. The testing stage is the

last phase, during which the fully trained CViT
model would be used to classify and identify
whether the faces extracted out of a given video are
genuine or fake. This step indirectly indicates the
feasibility of the offered solution in practice and
produces the primary goals of the research. The
suggested CViT model is based on two substantial
blocks: The Feature Learning (FL) and the Vision
Transformer (ViT). The FL module does the ex-
traction of meaningful facial features in the image
and the ViT module does the extraction features,
transforms it to a set of image patches and does the
actual classification to determine authenticity. The
Feature Learning (FL) block is based on the VGG
architecture but has one key difference, it lacks
fully connected (dense) layers that are utilized in
the first VGG model to perform classification. Ra-
ther, the FL pays attention to only convolutional
operations to obtain and refine facial features rep-
resentations, which in turn are sent to the ViT to
undergo the final detection step. Simply put, the
FL is a pure convolutional neural network (CNN)
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but focused on feature extraction, but not on di-
rect classification.

The FL component has 17 convolutional layers,
each utilizing a 3 x 3 kernel. The convolutional
layers extract the fundamental features of facial
pictures. All convolutional layers possess a stride
and padding of one. Batch normalization is uti-
lized to standardize the output features, while the
RelU activation function is employed to intro-
duce non-inearity across all layers. The batch
normalization function standardizes variations in

the distribution of preceding layers [41], as altera-
tions between layers influence the learning process
of the CNN architecture. A five max-pooling op-
eration with a 2 x 2 pixel window with a stride of
2 is also employed. The max-pooling technique
lowers the picture dimensions by fifty percent.
Following each maxpooling operation, the
breadth of the convolutional layer (channel) is in-
creased by a factor of 2, starting with 32 channels
in the first layer and culminating in 512 channels
in the final layer.

Figure 2 Fake Face Images Samples

The The Feature Learning (FL) module is an archi-
tecture of a series of convolutional layers that are
intended to produce finest spatial and texture fea-
tures of the facial images. Each layer has four suc-
cessive convolutional operations with the last two
layers having five more convolutional operations
to obtain more abstract and deeper features. To
make the explanation simple, the four-convolu-
tion architecture is known as the CONV Block.
The FL component has about 12.5 million traina-
ble parameters, which is a robust feature extraction
feature without overfitting. The FL module takes

input images that are 256 256 3 in size and carries
out the convolution on the feature maps of each
layer. Internal representation FL may be explained
the feature map.

Finally, FL produces a 640 x 8 x 8 feature tensor
representing the spatial information about the
low-level features. This feature map is then passed
to a high-level semantic understanding and classi-
fication module (ViT) module. ViT part is a design
based on transformer that is based on recent devel-
opments in visual attention structures, making it
robust and scalable to the deepfake detection task.

(57].
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Figure 3 Real Face Images Samples

The transformer and its variations, such as GPT-3
[44], are mostly employed for natural language pro-
cessing jobs. ViT expands the utilization of the
transformer from the area of natural language pro-
cessing to the domain of computer vision. The
ViT employs identical components to the original
transformer model, with minor alterations to the
input signal. The FL component and the ViT
component constitute our Convolutional Vision
Transformer (CViT) model. We designated our
model as CViT due to its foundation in both a se-
ries of convolutional operations and the ViT archi-
tecture.

ViT is unit that processes the feature maps that are
extracted of the facial images. These patches of fea-
ture maps are divided into 16 patches that are flat-
tened and projected to a Ix 768-dimensional lin-
ear sequence. These patch embeddings are then
fed into the Transformer architecture with posi-
tional embeddings of 1 x 768 dimensions added
to them in order to retain spatial information.

In contrast to the original Transformer, that has
both an encoder and a decoder subsystems, ViT
architecture implemented here has an encoder
only. The MLP module is used as a Feedforward
Neural Network (FFN), and Layer Normalization
(Norm) is used to provide stability and consistency
in the internal activations. Transformer uses
twelve attention heads which means that the
model is able to focus on various aspects of the pic-
ture features at the same time.

The output stage has the MLP head which com-
prises two fully connected layers which are trig-
gered by the ReLU function. The initial layer has
1024 channels, Final layer contains two neurons
and this neuron is the Real and Fake classes. The
entire model of CViT includes 24 weighted layers
and about 42 million trainable parameters, which
allows it to learn finer details of high accuracy clas-
sification. Lastly, the output of the MLP head is
normalised by a Softmax activation function to
give the results of the classification as a range be-
tween O and 1, giving the result an interpretation
of a probability.

4. Results and Discussion

This section delineates the tools and experimental
configuration employed in the design and develop-
ment of the prototype for model implementation.
We will show the results obtained from the mod-
el's implementation and provide an interpretation
of the experimental findings.

4.1. Data Set

Deep learning models are trained on patterns and
features directly out of data; hence, it is essential
to provide careful attention to the dataset prepara-
tion to enhance the learning efficiency and predic-
tion accuracy of the deep learning model. Facial
regions are detected with the help of the Ret-
inaFace, Dlib, and the OpenCV deep neural net-
work (DNN) module in this research based on
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highly sophisticated deep learning detectors. Ret-
inaFace and Dlib are more accurate in face locali-
zation and face landmark detection whereas

OpenCV DNN is a fast and efficient algorithm in

Table 1 Accuracy on different Datasets

large image datasets. The combination guarantees
that the extracted samples of the faces are clean,
aligned and consistent, which forms very strong
basis in strong model training.

Dataset Accuracy
Face Forensics++ FaceSwap 89%
Face Forensics++ DeepFakeDetection 92%
Face & Deepfake 95%
Face & FaceShifter 76%
FaceForensics& NeuralTextures 92.12%

The three deep learning libraries are utilized to-
gether to enhance the precision of face detection.
The facial pictures are saved in JPEG format with
a resolution of 224 by 224 pixels. A compression
ratio of 90 percent is also implemented. We or-
ganized our datasets into training, validation, and
testing sets. We utilized 162,174 photos, allo-
cated as follows: 105,413 for training, 32,434 for
validation, and 24,326 for testing, according to a
65:20:15 ratio. Both genuine and counterfeit
classes contain an equal amount of photos across
all datasets. We employed Albumentations for
data augmentation. Albumentations is a Python
package for data augmentation that encompasses a

wide array of picture manipulations. Ninety per-
cent of the facial photos were enhanced, resulting
in a total dataset of 308,130 facial images.

4.2. Assessment

The binary cross-entropy loss function is used to
train the CViT model. The 64 images that are in
each training batch are standardized with mean
[0.5, 0.5, 0.5] and standard deviation [0.25, 0.25,
0.25]. The normalized facial images are further
magnified before being introduced in the CViT
model in every training cycle in order to enhance
features representation and the overall precision
of the model.

Table 2: Comparison of accuracy on CNN,RNN and CViT

Models Validation Test
CNN & RNN 92.66% 90.03%
CViT 90.32% 93.2%

The This table is a comparison of accuracy of the
CViT model and another hybrid deep learning
model (CNN RNN GRU) using DeepFake Detec-
tion Challenge (DFDC) dataset. When doing the
validation, CNN RNN GRU model is a little bet-
ter as compared to the CViT. Nevertheless, the
CViT obtains a similar or a little higher level of

accuracy in the test phase, which proves that the
CViT has a high level of real-world generalization.
The outcome is that the convolutional and trans-
former layers can be used jointly to achieve com-
petitive results in Deepfake detection.. The AUC
represents the area encompassed by ROC curve.
The AUC quantifies precision of a classifier.

https://thesesjournal.com

| Izhar et al., 2026 |

Page 1657


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 4, Issue 3, 2026

Figure 4 Detection of ROI Non-Face

We show our findings utilizing accuracy, AUC
score, and loss value. We evaluated the model
with 398 previously unexamined DFDC films, at-
taining an accuracy of 91.5 percent, an AUC value
of 0.91, and a loss value of 0.32. The loss value
signifies the deviation of our model's forecast from
the actual target value.

We utilized 29 facial photos from each video for
Deepfake detection. The quantity of frame num-
bers utilized influences the probability of Deep-
fake detection. Nevertheless, accuracy may not al-
ways serve as the appropriate metric for identifying
Deepfakes, as genuine face pictures may be in-
cluded inside a fabricated movie (fake films might
include authentic frames).

Figure 5 ROI BLAZEFACE Other than Face images
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This table will compare the performance of CViT
in terms of Area Under the Curve (AUC) perfor-
mance on the UADFV dataset, to the MesoNet
and Mesolnception models. The CViT model has
high validation AUC (93.75%), which indicates

that it is successful in separating real and fake vid-

eos on the validation set. But in the case of Fac-
eSwap and Face2Face datasets, its AUC scores (ap-
proximately 70) are smaller, indicating that it does
not adapt well to a particular Deepfake generation
style. Nevertheless, the higher validation perfor-
mance of the models proves the fact that CViT ex-
tracts strong general characteristics of the data.

Table 3 AUC Performance of CViT and Other Models on UADFV Dataset

Method Validation FSwap F2Face
MesoNet 84.37% 96.32% 92.96%
Mesolnception 82.44% 98.20% 93.33%
CViT 93.75% 70.10% 70.32%

Figure 6 Detection of ROI on non-Face

4.3. Impacts of Data Processing in Classification
A significant potential issue impacting our model's
accuracy is the intrinsic flaws present in the face
detection deep learning libraries (MTCNN, Blaze-
Face, and face-recognition). Figures 4, 5, and 6
depict photos that were inaccurately identified by
the deep learning libraries. The figures encapsu-
late our initial data preparation assessment con-
ducted on 200 films randomly chosen from 10 di-
rectories. We selected our test set video encom-

passing all scenarios available in the DFDC da-
taset: indoor, outdoor, dimly lit room, brightly lit
room, seated subject, standing subject, and a sub-
ject positioned at a distance from the camera This
table compares three face detecting libraries
BlazeFace, MTCNN, and Face Recognition with
respect to its DeepFake detection accuracy in vari-
ous datasets.Face Recognition is the final pre-pro-
cessing pipeline that the author uses as it has better
accuracy and fewer false positives.
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Table 4: Comparison of Deep Learning Libraries for Face Detection
Dataset BlazeFace Face Recognition MTCNN
DFDC 83.40% 90% 91.5%
FaceSwap 76% 1% 63%
FaceShifter 52% 48% 44%
NeuralTextures 60% 61% 60%
DeepFakeDetection 79% 92% 80%

5. Conclusion and Future work

The opportunities of deepfake technologies are
apparent in a wide range of areas, such as digital
media, virtual reality, robotics, and education. But
their abuse is potentially a significant ethical and
social danger that threatens authenticity and social
trust. We suggest the generalized Deepfake
detection architecture, the Convolutional Vision
Transformer (CViT), as a combination of the
advantages of Convolutional Neural Networks
(CNNs) and Transformers to analyze the video.
There are three main reasons why the model is
referred to as generalized: (1) both CNNs and
Transformers are learned synergistically, allowing
to extract local and global visual representations
simultaneously; (2) no special attention to the
efficient data preparation is paid during both
training and classification; and (3) it is trained on
a large and diverse dataset to be able to adapt to a
variety of manipulation techniques and scenarios.
The proposed CViT architecture was optimized on
a combined set of facial images based on the
DeepFake Detection Challenge (DFDC) dataset
and tested on 400 test videos with a 93.2 per cent
accuracy. The outcomes prove that the model is

efficient in identifying original and faked video

material. The future work will be dedicated to
increasing the dataset and incorporating other

publicly accessible sources of Deepfake in the

dataset, thus improving the generalization,
accuracy, and strength of the model in the real

world.
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