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Abstract
The rapid growth of Internet of Things (IoT) devices in modern smart cities has led
to an unprecedented surge in data generation. This massive increase in data
creates significant challenges in terms of efficient management, timely analysis,
and informed decision-making. To address these issues, this study explores the role
of machine learning (ML) techniques in improving IoT data analytics within
smart city environments, particularly focusing on real-time processing, scalability,
and predictive performance. This research proposes a comprehensive framework
that integrates various machine learning algorithms to enhance the efficiency and
intelligence of urban IoT systems. Specifically, the study evaluates and compares
the performance of Convolutional Neural Networks (CNN), Feedforward Neural
Networks (FNN), and Deep Neural Networks (DNN) using smart city datasets
related to traffic control, environmental monitoring, and public safety.The findings
indicate that CNN outperforms the other models in terms of accuracy, precision,
and recall, making it a strong candidate for real-time smart city applications. The
study highlights how optimized IoT data analytics can significantly improve urban
management, resource allocation, and overall quality of life for citizens. However,
the research also acknowledges ongoing challenges, including data integration
complexities, as well as concerns related to security and privacy. Addressing these
issues remains essential for future advancements and successful deployment of
intelligent smart city solutions.
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Introduction
The emergence of smart cities that is actively promoted
by the high rate of Internet of Things (IoT) is a new age
of city management and development. Real-time data
being produced by IoT devices, including traffic sensors,
environmental monitors, and smart meters, offer
important data on how cities operate and how their
resources are managed, but those data come in massive
volumes. Nevertheless, big data is very cumbersome to
handle, process and analyze. Conventional data
analytics solutions regularly do not satisfy the
requirements of real-time decision-making, scalability,
and accuracy in multi-complex urban environments.
Machine learning (ML) has come out as an effective
tool that may be used to augment IoT data analytics to
make large and complex data useful by identifying
patterns, and to deliver a predictive decision. The
proposed research seeks to examine how ML can be
used to enhance IoT data analytics in smart cities by
boosting data connection, scalability, predictive
maintenance, and resources administration. In
particular, the paper examines the accuracy of various
ML models, namely Convolutional Neural Networks
(CNN), Feedforward Neural Networks (FNN), and
Deep Neural Networks (DNN) in the smart city
scenarios, including the monitoring of traffic, in the
environment, and citizen safety.
Literature Review
IoT and machine learning in smart cities have received

considerable discussions in recent years. The use of

machine learning to streamline urban services such as

transportation, energy, waste management and public

safety has been the subject of several studies. As an

example, Gubbi et al. (2013) noted the opportunities

of IOT in smart cities and stated that it will be used to

monitor and make decisions in real-time. Likewise,

Zanella et al. (2014) shared their views on how the IoT

can be used to enhance the infrastructure of cities by

transferring the effective management of resources

using data analytics.

Machine Learning
Some of the machine learning approaches commonly
applied in IoT data analytics are supervised learning

and unsupervised learning that help tackle issues

related to the volume, variety, and velocity of the data.

Decision trees and support vector machines (SVM)

belong to the supervised learning algorithms that have

already been implemented in the context of numerous

smart city applications to predict traffic fluxes, optimize

energy consumption, and enhance safety (Khan et al.,

2020). Conversely, the limited experimental results

using deep learning algorithms, specifically

Convolutional Neural Networks (CNNs) and Long

Short-Term Memory (LSTM) networks, indicate their

ability to effectively process high-dimensional and the

time series nature of IoT. Smart city applications that

are based on such models include image recognition,

anomaly detection, and predictive maintenance

(Goodfellow et al., 2016).

The Difficulties with IoT Data Analytics
Even though the possibilities of IoT data analytics look

impressive, various obstacles exist. Data integration is

one of the key issues: IoT devices produce data with the

different formats and using various sources which in

general make the process of consolidation and analysis

of data rather tough in the real-time mode. Besides, the

data security and privacy is another important concern

that is related to the IoT devices that are likely to

capture sensitive information like location data and

health statistics. The machine learning algorithms

should thus be capable to deal with these problems by

making sure that the privacy and integrity of data being

performed.

Machine Learning in Smart Cities
ML models have been employed to different activities

including traffic management, environmental

monitoring, and healthcare in the context of smart

cities. As an illustration, CNNs have been employed to

process traffic statistics, suppose traffic jams and adjust
traffic singals (Sun et al., 2016). The applications of ML

methodologies in environmental monitoring are

employed in the analysis of air quality data and

prediction of the pollution source and weather

prediction (Han et al., 2013). Besides, machine

learning is finding more applications in the medical

field today to control the health of patients with the
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help of wearable IoT devices that allow early diagnosing

of the disease and the creation of a correction plan to

treat the person with individual needs (Zhang et al.,

2020).

Research Gaps:
Although considerable developments have been

realized, the research still has a few gaps. Most of the

literature available concentrates on small scale

implementations of smart cities and there is a gap in

the scope of literature in large scale cities with ML

models. In addition, aggregation of heterogeneous data

on IoT from a variety of sources is a challenge and a

requirement of an effective technique which can treat

the data in high dimension, unstructured form of IoT

data. Lastly, it is essential to solve the ethical challenges

(data privacy, security, and model transparency issues)

to popularize in-depth integration of ML in smart cities.

Methodology
The Methodology section contains the details of the

procedure to be followed to optimize IoT data analytics

as applied to smart cities by the application of machine

learning. This comprises the selection of the dataset,

preprocessing procedures, feature selection, model

manufacturing and evaluation statistics. The goal is to

present a full-scale system of IoT real-time, scalable, and

secure data analytics in smart cities, with the emphasis

on traffic control, environmental surveillance, and

community security.

Dataset Description
This study will use the data collected using different

IoT sensors located in a smart city. These are ready-

time sensors that capture the information on traffic,

climate, and even safety. As attributes in the dataset,

traffic volume, average speed, air quality index (AQI),
humidity levels, temperature and crime rates are used.

The data is gathered within six months, which

amounted to 100,000 rows of IoT-generated data in

different sectors of the city.

Some Major Features in the Data Set:
Traffic data: Number of vehicles, average speed and

congestion occurrence.

• Environmental Information: Temperature,

humidity, AQI, and the concentration of pollutants.
• Public safety data: Reported crime rates,

response time of emergency services, and reported

incidents.

Data Preprocessing
In order to be sure that the dataset will be of good

quality and useful, a number of preprocessing steps

were performed:

1. Missing Value Imputation: The missing values

in the attribute such as temperature and AQI were

tackled by mean imputation of the value or forward

filling.

2. Normalization: Variables which are numeric

like the volume of traffic and air quality index were to

be normalised so as to make the data homogeneous by

means like Min-Max scaling.

3. Feature Engineering: It uses attributes of the

time stamp data to extract the additional features that

could be used to improve the model; these additional

features include time of day, days of the week, and

weather conditions.

4. Outlier Detection: Interquartile Range (IQR)

method was used to identify outliers of data like

excessive traffic volume readings and adjust them.

Feature Selection
An effort to ensure that a model is efficient by

performing feature selection to reduce the dimension

of the dataset was conducted. These were the following

methods applied:

1. Correlation Analysis: Correlation coefficient

using Pearson was performed where all feature

correlations that were low—i.e. with the target variable

such as traffic congestion were dropped.
2. Principal Component Analysis (PCA): In it,

PCA was used to create new features to obtain 95

percent of the variance in the data using a reduced

number of attributes.

3. Recursive Feature Elimination (RFE): RFE

through Random Forest model was also applied to

rank the features in terms of importance and identify
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the most pertinent features that could be used to train

the model.

Model Development
The analysis used three machine learning models

picked:

1. Convolutional Neural Networks (CNN):

CNNs were selected because of its spatial and temperal

dependency capability on IoT sensory information,

which is ideal in real-time traffic monitoring and

environmental monitoring.

2. Feedforward Neural Networks (FNN): FNNs

were used as a point of comparison providing an easier,

fully connected architecture that was appropriate to use

tabular data.

3. Deep Neural Networks (DNN): DNNs or deep

neural networks were chosen when more complex and

non-linear patterns during data set, especially in

predictive maintenance and anomaly detection tasks in

smart city systems were the primary focus.

Each of the models was trained on 80 percent of the

data with the rest of the data partition being utilized as

a test set. The grid search with 5-fold cross-validation

was used to optimize hyperparameters of each of the

models.

Metrics of Model Evaluation
In order to assess the performance of each model the

following measures were employed:

• Accuracy: What percentage was it on the right?

• Precision: The ratio of true positive to all

predictions of positive prediction.

• Recall: The percentage of the actual positives

that are correctly predicted.

• F1-Score: The harmonic average of recall and

precision, which demonstrate a middle ground
measure of model performance.

• ROC-AUC: The area under the Receiver

Operating Characteristic curve that shows the

capability of the model to differentiate between classes.

Workflow Diagram
The order of the workflow in data processing and

model development process is as given below:

1. Data Collection: Raw IoT data is gathered

through different smart cities sensors.

2. Data Pre-Processing: Missing values are filled in,

the dataset is pre-normalized, and feature engineering is

done.

3. Feature Selection: removes irrelevant features

and decreases the dimensionality with the help of PCA

and RFE.

4. Model Training: The chosen models (CNN,

FNN, DNN) are trained using the preprocessed data.

5. Model evaluation: To measure the

performance of models, the accuracy, precision, recall,

F1-score, and the ROC-AUC measures are relied upon.

6. Decision-Making: Traffic management and

civic safety are smart city applications whose real-time

decisions can be made based on the output of the

model.

Results
In this section, the results of the three machine

learning models, i.e. Convolutional Neural Networks

(CNN), Feedforward Neural Networks (FNN), and

Deep Neural Networks (DNN) are shown. The

performance measures of the models were their

accuracy, precision, recall, F1-score, and ROC-AUC.

Moreover, there is visual output of the results, such as

learning curves, confusion matrices and comparisons of

the performance.

CNNModel Performance
The CNN model had consistently ranked higher in all

the measures, which indicates it has the capability of

capturing the spatial and time information in IoT
information.
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Accuracy Table

Metric Value (%)

Accuracy 92.8

Validation Loss 0.21

Training Loss 0.18

Discussion
The CNN model achieved an accuracy of 92.8%,

indicating that it effectively learned from the data

without overfitting. The low training and validation

losses suggest that the model generalizes well on unseen

data.
Performance Metrics Table:

Metric Value (%)

Precision 91.6

Recall 93.4

F1-Score 92.5

Discussion
The CNN model achieved a precision of 91.6% and a

recall of 93.4%, indicating a high ability to correctly

identify positive cases. The F1-score of 92.5% confirms
a balanced performance in terms of both precision and

recall.

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


ISSN (e) 3007-3138 (p) 3007-312X

1599

Confusion Matrix

Discussion
The confusion matrix indicates a strong diagonal,

meaning that the model successfully predicted most of

the positive and negative cases. There were minimal

misclassifications, confirming the robustness of the

CNN model.

DNNModel Performance
The DNN model, with its deeper architecture, was

better suited for learning complex patterns in the data

but required more computational resources.

Accuracy Table:

Metric Value (%)

Accuracy 90.3

Validation Loss 0.25

Training Loss 0.22

Discussion
The DNN achieved an accuracy of 90.3%, which is

higher than the FNN but lower than the CNN. This

suggests that the DNN is capable of capturing more

complex patterns than the FNN, though not as

effectively as the CNN.
Performance Metrics Table:

Metric Value (%)

Precision 89.2
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https://portal.issn.org/resource/ISSN/3006-7030


ISSN (e) 3007-3138 (p) 3007-312X

1600

Recall 90.5

F1-Score 89.8

Discussion
The DNN demonstrated strong performance with a

precision of 89.2% and recall of 90.5%. The F1-score

of 89.8% indicates that the model performs well overall,

though it still lags slightly behind the CNN.

Confusion Matrix

Discussion
The confusion matrix for the DNN model reveals a

high number of correct predictions, with minor

misclassifications in categories with overlapping

patterns. Overall, the model performed better than the

FNN in correctly identifying difficult instances.
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Comparative Analysis of Algorithms
A comparative analysis of the three models—CNN, FNN, and DNN—is provided below.

Accuracy Comparison Table

Algorithm Accuracy (%)

CNN 92.8

DNN 90.3

FNN 87.6

Discussion
CNN outperforms both DNN and FNN in terms of

accuracy. This is consistent with the idea that CNNs

are particularly well-suited for handling complex, high-

dimensional data, such as IoT sensor data.

Performance Comparison Table

Algorithm Precision (%) Recall (%) F1-Score (%)

CNN 91.6 93.4 92.5

DNN 89.2 90.5 89.8

FNN 85.4 88.2 86.8

Discussion
CNN excels in precision, recall, and F1-score,

suggesting that it is the best-performing model for this

task. The DNN also performs well but does not reach
the levels of the CNN in terms of accuracy and other

metrics.
Accuracy Line Chart Comparison

Figure 4.10: Accuracy Trend Comparison of CNN, DNN, and FNN
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Discussion
The accuracy chart shows that CNN maintains a higher

accuracy across epochs, stabilizing after approximately

25 epochs, while FNN stabilizes at a lower accuracy.

DNN shows steady improvement, but the CNN

consistently outperforms it.

Machine learning has had success in optimizing the

smart city infrastructure.

Discussion
The machine learning models, i.e., CNN, DNN, and

FNN give proof of diverse results in the enhancing IoT

data analytics to optimize smart cities capacity. There

are strengths and weaknesses that can be assigned to

every model because they are ascribed to their intrinsic

architectures, as well as their potential to recognize

patterns in IoT sensor data.

CNN versus DNN versus FNN
1. The CNN Performance: Convolutional Neural

Network (CNN) was proved to be the most efficient

IoT data analytics in smart cities. Of the accuracy of

92.8%, CNN managed to approximate spatial and

temporal dependence within the data, which is very

essential within the IoT sensor networks that are

designed to collect data continuously over time and

space. The precision (91.6%), recall (93.4%), and F1-

score (92.5%) metrics also indicate that CNN can

reliably predict the occurrence of a phenomenon of

interest such as. The capability of CNN to reduce noise

and appropriately determine the pattern in diverse

urban parameters like the traffic pattern, and

environmental monitoring, gives it the top preference

in the use of smart city infrastructure like traffic

handling, waste handling, and energy utilization.

2. DNN Performance: The Deep neural network
(DNN) performed comparatively well with an accuracy

of 90.3. Although it was not superior to CNN, the

DNN was in a position to learn complex non-linear

associations in the data and thus enables it to have a

higher accuracy in data prediction when compared to

the FNN model. The F1-score of 89.8% shows that the

DNN is a strong competitor, but it demands more

resources in computation and is more subject to

hyperparameters tuning than CNN. The DNN can be

an alternative to CNN in cases of smart city

applications where more complex data patterns must

be found, in the presence of adequate resources and

computational capabilities.

3. FNN Performance: The Feedforward Neural

Network (FNN) had the lowest accuracy of all the three

models, with accuracy of 87.6 percent. Although it

could process the data, it failed to capture the intricate

relationships between the data resulting in decreased

precision, recall and F1-score as compared to CNN and

DNN. Comparatively, FNN has an easier architecture

and is computationally lower but is not suitable with

high-dimensional IoT data where space and time

dependencies are important. Nevertheless, even though

it is limited, FNN may still prove to be helpful in

situations when the computational resources are

scarcer and real-time analytics are not necessary.

Model Evaluation and Case Uses
Precision, recall, F1-score, and ROC-AUC were among

the various metrics that were used in assessing the

models. Such measures are paramount in determining

how effective the models are towards determining a

true positive (a correct prediction of an event) and a

false positive (a wrong prediction of an event). The

CNN model became the best option because of its

excellent balance of precision and recall, which is

indicated with its high F1-score, which causes it to

become the best-suitable to be used in smart cities in

two areas, emergency responses systems, and traffic

prediction systems, which need both precision and

reliability.

By comparison, DNN did perform well, but it is more
complex and requires access to increased

computational resources, hence it would be more

applicable in the environment where real-time decision-

making and low latency are not central. FNN because

of its simpler structure can be applicable in dimensions

in which they are not working with high dimensional

data, and the computation facility is limited.
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Difficulties and Future
Although the outcome of IoT data analytics application

in smart cities is promising, there are still a number of

challenges that need to be resolved in order to have an

optimized IoT data analytics solution in smart cities.

Quality of data is one of the main questions. Sensors

that make up IoT have a tendency of generating noise,

missing data and errors, which can negatively impact

the performance of the model. Researchers ought to

work on making data cleaning and preprocessing

methods more efficient in the future to deal with these

challenges.

The integration of heterogeneous IoT data sources is

another difficulty to overcome. The variety and source

of the data are many; IoT devices generate data of

diverse types and can hardly be consolidated and

efficiently analyzed. Investigations on advanced data

fusion methods and data integration architectures will

determine how successful in enhancing the malleability

and dimension of smart city systems.

Lastly, although machine learning--such as CNN, DNN,

and FNN--has been promising, when applied in smart

cities, one should bear in mind the data security, and

privacy concerns also. As more and more sensitive data

are created by the IoT devices, it is critical to make sure

that these systems are secure and follow the privacy

regulations. Privacy-preserving methods, including

federated learning and differential privacy, are also an

area where the study should continue in the future in

order to ensure that the data of citizens is not exposed,

but it can still be used effectively using machine

learning principles in smart city applications.

Conclusion

This study shows that machine learning, especially deep
learning such as Convolutional Neural Networks

(CNNs) can be extremely beneficial to IoT data analysis

in smart cities. Making the best use of the analysis of

live data captured by IoT sensors, smart cities can

enhance the management of urban development,

making it more efficient and allowing more effective

decision-making and, eventually, leading to sustainable

development.

CNN was the most successful model of those passed,

and it had an advanced accuracy, precision, and recall,

which is perfect as the solutions that will be

implemented in smart cities need real-time analytics

and predictive capabilities. The DNN was also

performing well whereas the computationally cheaper

FNN was not effective in managing challenging IoT

data though it was simpler to train.

This research study is an indication of advanced and

scalable solutions of data analytics to solve the problem

of mass IoT enactments in smart cities. Research in the

future must be aimed at better data integration, noisy

data, privacy issues to guarantee the continuity of the

research in the future.
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