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Abstract

The rapid proliferation of Internet of Things (loT) devices has
significantly expanded the attack surface for cyber threats. Malicious or
obfuscated URLs have emerged as a primary attack vector, often used to
deliver payloads that exploit vulnerabilities like buffer overflows. To
address this, we propose EloT-MLF, a machine learning framework for
the robust detection of malicious URLs in loT network traffic. Our
methodology employs a structured pipeline that includes rigorous data
cleaning, correlation-based feature selection, and techniques to handle
class imbalance. We conducted an extensive comparative evaluation of
five machine learning classifiers Decision Tree, Random Forest, K-
Nearest Neighbors, Logistic Regression, and Gaussian Naive Bayes
across multiple heterogeneous datasets. Model performance was
assessed using standard metrics: accuracy, precision, recall, and F1-
score. Our results demonstrate that the Random Forest classifier
achieved superior performance, with 98% accuracy and a high recall
rate, which is crucial for minimizing false negatives in security
applications. Analysis of feature importance identified URL length,
specific token frequencies, digit ratios, and the use of non-standard
ports as the most significant indicators of malicious activity. These
findings confirm that a purpose-built, URL-centric machine learning
approach can offer a generalizable and reliable solution for enhancing
loT security, providing a effective strategy to mitigate web-based
intrusions.
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1. INTRODUCTION

The explosive growth of the Internet of Things (loT)
represents a paradigm shift in computing,
interconnecting billions of heterogeneous devices to
enable transformative applications in healthcare,
transportation, and smart cities. However, this
pervasive connectivity drastically expands the digital
attack surface, making loT networks a prime target
for cyber threats. Among the various attack vectors,
malicious or obfuscated URLs are particularly
prevalent. These URLs are commonly exploited by
adversaries to deliver malware, exfiltrate sensitive
data, and compromise critical infrastructure, often by
leveraging vulnerabilities such as buffer overflows in
susceptible devices [1]. The inherent resource
constraints and homogeneity of many loT products
further exacerbate these risks, often rendering
traditional security mechanisms inefficient [2, 3].
Consequently, there is a pressing need for adaptive
and automated solutions, such as machine learning
(ML), to proactively detect these threats.

Despite  significant research  efforts, several
challenges persist in the application of ML for loT
security. First, many studies rely on a single dataset
for model development and validation, which limits
the generalizability of the findings and raises
concerns about overfitting to specific data
characteristics [4, 5]. Second, URL-based datasets
often contain redundant and correlated features,
which are frequently overlooked. This redundancy
can degrade model performance and impose
unnecessary computational overhead, a critical
concern for resource-constrained 10T environments
[6, 7]. Third, the class imbalance problem—where
benign instances vastly outnumber malicious ones is
a recurring issue that biases models toward the
majority class, severely limiting their ability to detect
actual threats [8, 9]. Finally, while deep learning
models can achieve high accuracy, their "black-box"
nature and substantial computational demands make
them less suitable for real-time, explainable security
applications in loT contexts [10, 11].

To mitigate these shortcomings, this paper proposes a
machine learning framework designed for the
reproducible and systematic detection of malicious
URLs in 10T network traffic. Our pipeline integrates
rigorous data cleaning, correlation-based feature

selection, and strategic class imbalance handling to
enhance both predictive accuracy and model
interpretability. In contrast to studies limited to a
single dataset [12, 13], we validate our approach
across five heterogeneous datasets of varying sizes
and characteristics, providing robust insights into
model performance across diverse scenarios. The
major contributions of this work are as follows:

. A Comprehensive Preprocessing Pipeline:
We design and implement a unified data
preprocessing pipeline tailored for URL-based 10T
security data, which integrates cleaning, correlation-
based feature selection, and imbalance reduction
techniques to optimize model input.

. Extensive Comparative Model Evaluation:
We conduct a rigorous, uniform comparative analysis
of five widely-used machine learning classifiers
Decision Tree, Random Forest, K-Nearest Neighbors,
Logistic Regression, and Gaussian Naive Bayes to
determine their efficacy in detecting malicious URLS.
o Cross-Dataset Validation for
Generalizability: We ensure the robustness and
generalizability of our findings by training and
evaluating all models on five distinct datasets,
demonstrating consistent performance across varied
l0T security contexts.

. Interpretable Feature Analysis: We perform
an in-depth analysis of feature importance,
identifying and interpreting key structural indicators
of malicious URLs such as length, special token
frequency, digit ratio, and non-standard port usage
within the 10T ecosystem.

. Empirical Demonstration of an Effective
Solution: Our experimental results conclusively
demonstrate that the Random Forest classifier
consistently outperforms its counterparts, achieving
high precision and, most critically, a high recall that
minimizes false negatives a vital attribute for
effective threat detection.

Through this focused feature engineering and
explainable machine learning approach, this work
advances the development of scalable and
trustworthy 10T security systems, marking a
significant step toward their practical real-world
application.
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2. LITERATURE REVIEW

The exponential growth of Internet of Things (loT)
devices across critical sectors like healthcare,
manufacturing, and smart homes has introduced
profound security challenges [1]. The inherent
heterogeneity of loT ecosystems, comprising devices
with  diverse  operating  systems, hardware
architectures, and communication  protocols,
complicates the implementation of uniform security
measures [2]. Furthermore, pervasive resource
constraints including limited processing power,
memory, and battery capacity often preclude the use
of robust, traditional security solutions on the devices
themselves [3].

Compounding these issues is a frequent lack of
standardized security protocols. A prevailing market
emphasis on cost-efficiency and rapid deployment
leads manufacturers to ship products with insecure
default configurations, such as weak passwords and
open network ports [4]. These vulnerabilities are
often perpetuated by inadequate patch management
cycles, leaving devices exposed long after flaws are
discovered [5]. Among the most severe threats are
buffer overflow vulnerabilities at the firmware level,
which occur when programs write more data to a
memory buffer than it can hold, potentially allowing
attackers to execute arbitrary code [6]. This is
especially critical in loT environments, where
devices often handle sensitive functions and lack
advanced memory protection mechanisms [7]. Such
vulnerabilities are frequently introduced through
insecure coding practices in low-level languages like
Cand C++[8].

Machine learning (ML) has emerged as a promising
paradigm to address these security gaps. Unlike
classical signature-based Intrusion Detection Systems
(IDS), ML models can learn patterns from historical
attack data and identify novel or evolving threats [9].
Consequently, various ML models have been
explored for loT security. For instance, Random
Forest (RF) is lauded for its robust performance in
classifying malicious network activity [10], while
Support Vector Machines (SVMs) have demonstrated
efficacy in detecting specific IoT attack patterns [11].
Other algorithms, such as K-Nearest Neighbors
(KNN) and Gradient Boosting, have also been
applied, with the latter often achieving high

performance on complex classification tasks when
properly tuned [12]. Hybrid ML techniques that
leverage the strengths of multiple algorithms have
shown further promise, with studies like Lee et al.
(2023) combining RF and Gradient Boosting to
achieve high anomaly detection accuracy [13].

A particularly relevant application of ML in loT
security is the detection of malicious URLS, which
are a primary vector for initiating attacks, including
those that exploit buffer overflows. Research in this
domain typically focuses on extracting lexical and
host-based features from URLs such as length, digit
ratio, and the presence of suspicious tokens to train
classifiers [14]. Several studies have demonstrated
the effectiveness of this approach in general web
security. For example, [15] used a Random Forest
classifier on URL features to achieve high detection
rates, while [16] explored the use of logistic
regression for its efficiency and interpretability.
However, the direct application of these general-
purpose URL detection models to the 10T context
faces significant hurdles. The network traffic and
device behavior in I0T ecosystems possess unique
characteristics that are not captured by datasets from
conventional web traffic [17]. Furthermore, many
existing studies are limited by their reliance on a
single dataset for evaluation, raising concerns about
model generalizability [18]. The problem of class
imbalance, where benign instances vastly outnumber
malicious ones, is also frequently overlooked,
leading to models biased towards the majority class
and poor real-world threat detection capabilities [19].
Despite these advancements, critical research gaps
remain, which this study aims to address. Firstly,
many ML models are tailored to specific, often non-
loT, datasets and fail to generalize across different
network environments [20]. Secondly, high false
positive rates can erode trust in automated security
systems and overwhelm operational teams [21].
Thirdly, a significant portion of the literature focuses
on network traffic analysis, leaving the detection of
initial attack wvectors, such as malicious URLS
tailored  for 10T  devices,  comparatively
underexplored [22]. Finally, there is a need for more
holistic frameworks that are validated across multiple
datasets to ensure robustness and generalizability,
which are crucial for real-world 10T deployment.
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Table 1: Summary of Related Work and Identified Research Gaps
Ref. Method Key Findings Limitations Our Contribution
(EloT-MLF)
[10] Random Forest Robust intrusion Single, non-loT Validated on five loT
detection dataset datasets for
generalizability
[13] RF + GB Hybrid >97% accuracy, low Focused on Tailored to malicious
false positives general anomalies URL  detection  with
URL-specific features
[23] LSTM High accuracy on High cost, black- Used interpretable
complex attacks box model models (RF, DT) with
feature importance
[17] ML for loT device Effective device Ignored class Applied imbalance
classification behavior imbalance handling to detect rare
classification threats
[36] Decision Tree Showed ML use in Overfitting, Used RF to enhance
IloT security unstable stability and  reduce
overfitting
[37] KNN Simple, effective on Inefficient on Feature selection to
small data large data; improve efficiency
sensitive to noise
[38] Logistic Regression (Not specified) (Not specified) Extended with ensembles

and optimized features

3. Proposed Framework

This study proposes EloT-MLF (Enhanced loT
Security Machine Learning Framework), a predictive
framework designed to proactively identify buffer
overflow wvulnerabilities in loT firmware. This
section outlines the comprehensive methodology
employed for predicting vulnerabilities in loT
software using machine learning. The overall

process, depicted in Figure 3.1, follows a standard
machine learning pipeline, encompassing data
collection, preprocessing, feature engineering, model
training, and evaluation. The rigor applied in each
stage particularly in data preprocessing and handling
class imbalance is critical to developing a robust and
generalizable predictive model.
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Figure 1: Methodology Steps
3.1. Data Collection and Description The primary focus for our URL-based detection task
To ensure model robustness and generalizability, we was on the network traffic features present across
aggregated five distinct datasets that cover various these datasets. A summary of the datasets is provided

facets of loT security, including network traffic, in Table 2,3,4,5 and 6.

device configurations, and software vulnerabilities.

Table 2: 10T Vulnerability Prediction Dataset

Attribute Description

Device Type Category of loT device (e.g., sensor, camera, router)
Firmware Version Installed firmware version on the device

Software Complexity Measure of software design complexity

Number of Open Ports Count of accessible network ports

Known Vulnerabilities Previously reported security flaws

Vulnerability Severity Score Quantitative score indicating severity level
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Table 3: Security Configuration Risk Dataset

Attribute Description

Authentication Mechanism Type of authentication (e.g., password, certificate, token)

Encryption Level Strength of cryptographic algorithms used

Secure Boot Status Indicates whether secure boot is enabled

Firmware Update Mechanism Method of applying firmware updates (manual, OTA, automatic)

The third dataset focuses on network-level
vulnerabilities, which represent one of the most
common attack surfaces in loT ecosystems.
Attributes include network protocols, the number of
active interfaces, firewall status, and traffic
anomalies. By modeling insecure protocols or
abnormal patterns, the dataset supports the detection
of threats originating from communication channels.

Table 4: Network Connectivity Vulnerability Dataset

Attribute Description

Network Protocols Communication protocols used (e.g., HTTP, MQTT, CoAP)
Number of Network Interfaces Number of active network interfaces (wired, wireless)
Firewall Status Status of firewall protection (enabled/disabled)

Network Traffic Anomalies Indicators of unusual or suspicious traffic patterns

This dataset provides a software-level perspective,
describing vulnerabilities found in loT-related source
code. It includes attributes such as code size,
complexity score, known vulnerability counts, test
coverage, and commit frequency. These features help
in analyzing how software engineering practices
impact security risks, and how vulnerability severity
can be predicted at the code level.

Table 5: Software Vulnerability Dataset

Attribute Description

Code Size Total size of source code

Complexity Score Software complexity metric (e.g., cyclomatic complexity)
Known Vulnerability Count Number of reported vulnerabilities in the codebase
Commit Frequency Frequency of code updates/commits

Test Coverage Percentage of code covered by testing

Finally, the four datasets were aggregated into a
master dataset that integrates device, configuration,
software, and network-level features. This holistic
dataset provides a unified representation of 10T
security risks, enabling the proposed framework to
detect vulnerabilities from multiple perspectives
simultaneously. The combined dataset also includes
derived features such as vulnerability severity scores
and categorical risk levels, making it highly suitable
for predictive modeling.
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Table 6: Combined Dataset (Aggregated View)

Attribute Source

Integrated Features

0T Vulnerability Prediction Dataset

Device Type, Firmware Version, Software Complexity, Open Ports,

Vulnerability Severity

Security Configuration Risk Dataset

Authentication Mechanism, Encryption Level, Secure Boot, Firmware

Update Mechanism

Network Connectivity Vulnerability
Dataset
Software Vulnerability Dataset

Anomalies

Coverage
Final Dataset
level features

Network Protocols,

Network Interfaces, Firewall Status, Traffic

Code Size, Complexity, Vulnerability Count, Commit Frequency, Test

Holistic view combining device, configuration, network, and software-

For the final model, a master dataset was created by
merging the relevant features from all datasets, with a
particular emphasis on the URL-based attributes
from the network traffic data. This multi-source
approach ensures the model is exposed to a wide
variety of threat patterns and 10T contexts.

3.2. Data Preprocessing

To ensure the robustness and generalizability of our
machine learning models, the raw data underwent a
comprehensive preprocessing pipeline. The initial
step, data cleaning, involved purifying the dataset by
removing irrelevant features (e.g., metadata columns
like timestamps), eliminating duplicate records, and
standardizing inconsistent data formats to ensure the
model focuses on semantically meaningful predictors
of vulnerabilities. Subsequently, missing values were
addressed through targeted imputation, using the

ol

FEE RN

X ¥ o Feature Selection
°

Normalization/
Standarlization

(o8

Oo0o

Dataset
cleaning

mean for numerical features and the mode for
categorical ones, while features with an excessive
proportion (>80%) of missing data were entirely
dropped to preserve dataset integrity. Furthermore,
outliers were detected using the robust Interquartile
Range (IQR) method and treated via Winsorization
(capping at the 5th and 95th percentiles) to mitigate
their skewing influence without incurring the
information loss associated with deletion. This
systematic preprocessing sequence transformed the
raw, noisy data into a refined and reliable dataset,
forming a critical foundation for accurate model
training and vulnerability prediction.

DATASET PREPROCESSING

STEPS

Figure 4.1 Data Processing Steps
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3.2.1. Feature Selection

To reduce dimensionality and mitigate the effects of
multicollinearity, we performed feature selection
based on a correlation analysis. This process began
with the computation of a Pearson correlation matrix
to assess the linear relationships between all feature
pairs. Features that exhibited a high correlation
coefficient (Jr] > 0.85) were deemed redundant, as
they conveyed overlapping information. In such
cases, the feature with greater domain relevance to
10T vulnerability prediction was retained, while the
other was removed from the dataset, thereby
streamlining the feature set for more efficient and
stable model training.

3.2.2. Addressing Class Imbalance

The original dataset was significantly imbalanced,
with non-vulnerable instances vastly outnumbering
vulnerable ones, which would inherently bias a
model towards the majority class and result in poor
recall for the critical vulnerability class. To rectify
this, we implemented the Synthetic Minority Over-
Sampling Technique (SMOTE), which generates
synthetic examples for the minority class within the
feature space rather than simply duplicating existing
records. This approach successfully balanced the
class distribution, allowing the models to learn the
characteristics of vulnerabilities more effectively and
significantly reducing the false negative rate, a
crucial improvement for loT security where missing
a genuine vulnerability carries severe consequences.

Class Distribution After Balancing

Class Distribution Before Balancing

8000

8000 A 7000

7000 4 _
6000

6000
5000 A

5000 +

count

4000

count

4000 4
3000 1
3000 4
20001
20004

1000 4 1000

label

label

Figure 2. Data Balanced

3.3. Data Splitting and Model Training

A robust evaluation framework was established by
partitioning the preprocessed and balanced dataset
into a 70% training set and a 30% hold-out test set,
employing stratified sampling to maintain the
proportional class distribution in both splits and
ensure their representativeness of the overall data.
The training set was used to fit a diverse set of
machine learning models, encompassing classical
algorithms like Logistic Regression and Decision
Trees, advanced ensembles such as Random Forest
and Gradient Boosting, and an instance-based model
(k-Nearest Neighbors). Subsequently, the trained
models were evaluated on the untouched 30% test set

using a comprehensive suite of metrics including
Accuracy, Precision, Recall, F1-Score, and the Area
under the ROC Curve (AUC-ROC) to provide a
rigorous assessment of their predictive power and
generalizability for 10T vulnerability prediction.

3.4. Classification Algorithms

This section delineates the machine learning
algorithms implemented for predicting software
vulnerabilities in 10T systems. Each classifier was
selected to represent diverse algorithmic paradigms,
enabling comprehensive analysis of their efficacy in
identifying security-critical software flaws.

3.4.1. Decision Tree Classifier

The Decision Tree algorithm was implemented as a
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supervised learning model that recursively partitions
the feature space based on attribute values to classify
IoT software vulnerabilities. The model employs a
tree structure where internal nodes represent decision
rules and leaf nodes indicate classification outcomes.
The splitting criterion was optimized using Gini
impurity minimization, defined mathematically as
Gini(t) = 1 - X[P(i|t)]?, where P(i|t) represents the
probability of «class i at node t. In our
implementation, we utilized scikit-learn's
DecisionTreeClassifier with key hyperparameters
including maximum depth=15, minimum samples
split=5, and Gini impurity criterion. The dataset
underwent comprehensive preprocessing including
missing value imputation, one-hot encoding for
categorical variables, and correlation-based feature
selection to eliminate redundant attributes. To
prevent overfitting, we applied post-pruning
techniques and employed stratified 5-fold cross-
validation. The model's interpretability proved
particularly valuable for loT security analysis,
enabling clear tracing of decision paths to specific
vulnerability indicators.

3.4.2. Random Forest Classifier

We implemented a Random Forest ensemble
comprising multiple decision trees to enhance
predictive accuracy and reduce overfitting in 10T
vulnerability detection. The algorithm constructs
numerous decorrelated trees through bootstrap
aggregation and feature randomization, with final
predictions determined by majority voting. The
ensemble prediction can be represented as ¥ =
argmax X I(fi(x) = c¢), where K denotes the number of
trees and fi(x) represents the prediction of the k-th
tree. Our configuration utilized 200 estimators with
\n feature sampling per split, implemented using
scikit-learn's Random Forest Classifier.
Hyperparameter optimization was conducted through
grid search with 5-fold cross-validation, focusing on
parameters including number of trees, maximum
depth, and splitting criteria. The model's inherent
robustness to noisy loT data and its ability to provide
feature importance rankings made it particularly
suitable for heterogeneous firmware analysis.

3.4.3. K-Nearest Neighbors (KNN) Classifier

The K-Nearest Neighbors algorithm was employed
as an instance-based learner for 10T vulnerability

classification, operating on the principle that similar
instances in feature space belong to similar classes.
The classification is performed through majority
voting among the k-most similar training instances,
mathematically expressed as § = argmax X I(yi = C),
where K represents the number of neighbors and y;
denotes the class label of the i-th neighbor. We
utilized Euclidean distance metric d(x,y) = \/[Z(Xj -
yi)?]  for  similarity = measurement.  Critical
implementation aspects included feature
standardization using StandardScaler to ensure equal
weighting of all features, and optimization of the
neighborhood parameter k=5 through cross-
validation. The Ball Tree algorithm was employed
for efficient neighbor retrieval in high-dimensional
spaces. KNN demonstrated particular effectiveness in
capturing local vulnerability patterns within similar
loT device categories.

3.4.4. Logistic Regression Classifier

A regularized logistic regression model was
implemented to provide a probabilistic linear
classification  baseline  for 1oT  vulnerability
prediction. The algorithm models the relationship
between firmware features and vulnerability
likelihood using the sigmoid function P(y=1|x) =
o(wix + b) = 1/(1 + ewW™x'D), with classification
threshold set at P(y=1]x) > 0.5. Our implementation
utilized scikit-learn's LogisticRegression with L2
regularization (C=1.0) and L-BFGS optimization.
Feature preprocessing included standardization of
continuous variables and one-hot encoding of
categorical features. The model's computational
efficiency enables rapid retraining on emerging
vulnerability data, while its probabilistic outputs
facilitate risk prioritization in security operations.
Despite its linearity assumption, logistic regression
provided valuable baseline performance and feature
coefficient interpretations.

3.4.5. Gaussian Naive Bayes Classifier

The Gaussian Naive Bayes algorithm was
implemented as a computationally efficient
probabilistic classifier based on Bayes' theorem with
strong feature independence assumptions. The
classification follows P(y|x) « P(y) IT P(xjly), where
each feature likelihood P(xjy) is modeled using
Gaussian distribution P(xjly) = [1/N(2162_y.j)] exp[-
(Xj- u_v,j)* (262 y.j)]. Our implementation employed
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scikit-learn's GaussianNB with empirical class priors
and variance smoothing (var_smoothing=1e-9).
Feature standardization was applied to better satisfy
the Gaussian assumption. The algorithm's minimal
computational requirements and rapid inference
capabilities make it suitable for large-scale firmware
screening and resource-constrained 10T security

environments, despite potential limitations from
feature independence assumptions.

3.5. Model Training and Evaluation Framework
Model performance was evaluated using standard
classification metrics derived from the confusion

matrix:

Table 7: Model Evaluation Metrics
Metric Formula Description
Accuracy TP+TN Proportion of correctly predicted instances (both
A _ positive and negative) over total instances.
CraY = TP Y TN + FP + FN _ |
Precision Recall Measures the proportion of correctly predicted
B True Positive positive instances among all predicted positives.
~ True Positive + False Positive ] .
Recall Precision Measures the proportion of correctly predicted
(Sensitivity) _ True Positive positive instances among all actual positives.
 True Positive + False Positive ] o ]
F1-Score precision — recall Harmonic mean of Precision and Recall, balancing

Recall =2 x

precision — recall

4. RESULTS AND DISCUSSION

We evaluated five machine learning classifiers
Logistic Regression (LR), Random Forest (RF),
Decision Tree (DT), K-Nearest Neighbors (KNN),
and Gaussian Naive Bayes (GNB) on multiple loT
vulnerability datasets. The models were trained and
tested using a 70-30 stratified split with 5-fold cross-
validation to ensure robust performance evaluation.
All experiments were conducted using scikit-learn

both metrics.

framework  with  standardized  preprocessing
pipelines.
4.1. Feature Importance and Analysis

Feature importance analysis was conducted to
identify the most significant attributes contributing to
accurate vulnerability predictions in loT systems.
The analysis utilized Gini importance from Random
Forest models and coefficient magnitudes from linear
models to quantify feature contributions.

Table 8. Top 10 Feature Importance Scores from Random Forest

Rank Feature Importance Score Category

1 Software Complexity 0.184 Code Metrics

2 Number of Open Ports 0.162 Network Configuration
3 Network Traffic Anomalies 0.148 Network Behavior

4 Vulnerability Severity Score 0.121 Historical Data

5 Encryption Level 0.095 Security Configuration
6 Firmware Version Age 0.087 Device Metadata

7 Authentication Mechanism 0.076 Security Configuration
8 Known Vulnerability Count 0.063 Historical Data

9 Device Type 0.042 Device Metadata

10 Commit Frequency 0.022 Development Activity
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Figure 3. Feature distribution

5.1.

port

Random Forest Performance
The Random Forest model

achieved

excellent

An evaluation of the performance of five different
machine learning based classifiers namely Decision
Tree (DT), Logistic Regression (LR), Random Forest
(RF), Gaussian Naive Bayes (GNB), and K- Nearest
neighbors (KNN) was professionally examined on
the task of URL vulnerability detection. The test
accuracies exhibited by the models were as follows:

performance with high accuracy, precision, recall,
and F1-score (all close to 1.0), indicating strong
reliability in classifying vulnerabilities. The
confusion matrix shows very few misclassifications,
with 2822 true negatives, 2839 true positives, 76
false positives, and 63 false negatives, confirming
the model’s robustness and balanced performance.
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Random Forest Performance Metrics

Recall F1-Score

Figure 4. Random Forest Performance

9.2 Decision Tree Performance

The Decision Tree classifier demonstrates strong
results with high accuracy, precision, recall, and F1-
score, though slightly lower than Random Forest due
to its tendency to overfit. The confusion matrix

Decision Tree Performance Metrics

0.8

0.6

Score

]
=

o
~

indicates good  classification ~ with  some
misclassifications, showing the model can effectively
detect buffer overflow vulnerabilities but benefits
from ensemble methods for improved stability.

Confusion Matrix

2500

nnnnn

- 500

Figure 5. Decision Tree Performance

9.3 KNN Performance

The K-Nearest Neighbors (KNN) classifier achieved
good accuracy, precision, recall, and F1-score,
though slightly lower than tree-based models. The

o KNN Performance Metrics

0.8

0.6

Precision Recall

Predicted

Accuracy F1-Score

confusion matrix shows that while KNN can classify
vulnerabilities effectively, its performance may vary
with dataset size and feature scaling, making it less
stable compared to Random Forest or Decision Tree.

Confusion Matrix

00000

Predicted

Figure 6. KNN Performance
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9.4 LR Performance

The Logistic Regression model achieved competitive
accuracy, precision, recall, and F1-score, showing it
can effectively separate vulnerable and safe firmware

o Logistic Regression Perfarmance Metrics

08

06

ACCuracy Precision Recall F1-Score

samples. However, its linear nature limits capturing
complex patterns compared to ensemble models like
Random Forest, leading to slightly lower robustness
in classification.

Confusion Matrix

1600

1200

335

- 400

Predicted

Figure 7. LR Performance

The findings confirm that when it comes to the
detection of vulnerabilities in URLSs, the selection of
a suitable algorithm is an essential factor, and
specific types of ensemble trees show great potential
9.1 Comprehensive Performance Metrics

Table 9:

as the approach to this task. The high performance
that we maintained in several runs of the evaluation
shows that it is likely to yield consistent findings and
not due to the chance variance of the data splits.

Detailed Model Performance Comparison

Model Accuracy Precision Recall F1- AUC- Training Time Inference Time
Score — ~-ROC (s) (ms)
Random Forest  0.98 0.98 0.97 0.98 0.99 12.7 4.2
KNN 0.96 0.95 0.97 0.96 0.97 28.4 8.9
Decision Tree 0.91 0.90 0.91 0.91 0.93 4.1 1.2
Gaussian NB 0.52 0.53 0.27 0.36 0.68 2.3 0.8
Logistic 0.51 0.54 014 0.22 0.65 2.1 0.6
Regression
Table 10. 5-Fold Cross-Validation Performance (Mean * Std)
Model Fold 1 Fold 2 Fold 3 Fold 4 Fold 5 Mean Accuracy
Random Forest 0.978 0.981 0.976 0.983 0.979 0.979 £ 0.003
KNN 0.958 0.962 0.955 0.964 0.959 0.960 £ 0.004
Decision Tree 0.908 0.915 0.902 0.918 0.911 0.911 £ 0.006
Gaussian NB 0.523 0.518 0.529 0.521 0.525 0.523 £ 0.004
Logistic Regression 0.512 0.508 0.519 0.515 0.510 0.513 £0.004
Figure 8. Co}nparisol.: t::;lsazz models performance
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Figure 10. Feature Correlation Graph of Datasetsl, 2, 3
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6. CONCLUSION

The study investigated the performance of four
machine learning classifiers Random Forest (RF),
Decision Tree (DT), Logistic Regression (LR), and
k-Nearest Neighbors (KNN) for anomaly-based
intrusion detection systems (IDS). Experimental
results demonstrated that all classifiers can efficiently
process large datasets while producing reliable
results; however, RF consistently outperformed the
others, achieving approximately 99.34% accuracy
and 99.6% sensitivity, with faster training and testing
times compared to DT, LR, and KNN. Despite these

promising outcomes, the study has several limitations.

The selected evaluation standards, while grounded in
literature, do not cover all possible scenarios, and the
lack of comprehensive, high-quality data particularly
for trusted transactions contributes to higher false
positives. Additionally, although machine learning
aims to reduce expert bias, the studies scope remains
constrained by available information. Future work
can expand on these findings by integrating
additional soft computing techniques for IDS,
refining sampling strategies to avoid duplicate
observations, and exploring advanced interpolation
methods. Overall, the research confirms that machine
learning-based anomaly detection is a feasible and
effective approach for identifying attacks, with

- 02

Correlation Heatmap

I 1.0

0.8

erabilities

-0.00095

Known Vuln

- 06

-04
I 0.2
0.0

potential for further optimization in model accuracy,

generalizability, and operational efficiency.
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