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 Abstract 

The modern smart grid system using renewable energy (wind energy) as the basic 
energy-producing source requires an Artificial Intelligence (AI) based fault 
management system for handling the structural and operational limitations of the 
wind energy system to have high efficiency and standability. This study proposes 
real-time fault detection and mitigation in wind turbine systems using an SDN-
POX controller integrated with the Temporal Convolutional Method (TCM). 
The POX controller deployed in Mininet extracts the real-time sensor data streams 
(e.g., vibration, temperature, rotor speed, pitch angle, and torque) of a wind 
turbine via Message Queuing Telemetry Transport (MQTT). Incoming data from 
each sensor channel is first structured into normalized multi-channel auto-
updating sliding windows to facilitate the automatic extraction of reference 
operating points and dynamic tolerances via real-time streaming mean and 
standard deviation estimations. In order to fuse sensor modalities, the TCM 
features residual stacks (to record both short-term and long-term dependencies 
without recurrence), parallel sequence modeling, and channel mixing via 1-D 
causal-dilated convolutions. A SoftMax-based multi-class head is used to classify 
fault states, and an anomaly score measures deviations from nominal 
circumstances. The controller compares real-time feature vectors against learned 
reference-tolerance pairs to trigger Finite State Machine (FSM)-based mitigation 
in MATLAB/Simulink, including torque limitation, pitch correction, or braking. 
However, the fault management (involving detection and mitigation) take place 
within one control loop, with a fault detection delay (TFD) under 300 ms and a 
fault mitigation delay (TFSM)of less than 50 ms. By conducting experiments, we 
discovered that our approach detects faults more accurately and faster in 
mitigating and normalizing faults as compared to traditional methods (Graph 
Neural Network-GNN, K-Nearest Neighbors-KNN, and Supervisory Control and 
Data Acquisition-SCADA models). 
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1 INTRODUCTION 
The renewable wind energy emerged as the 
backbone of modern smart power networks as a 
bedrock of the global shift to sustainable electricity. 
About 30% of global electricity generation came  

 
from renewable sources in 2023; this percentage 
has significantly increased in recent years [1]. 
Following such growth, wind power is expected to 
surpass hydropower as the world's second-largest 
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renewable electricity source by 2030 [2-3]. 2023 
featured the deployment of a record 117 GW of 
new wind energy systems (worldwide), the highest 
ever in a single year [4]. Wind energy system rapid 
expansion emphasizes the significance of 
accomplishing climate goals and advancing smart 
grids, which use cutting-edge ICT (information and 
communication technologies) to effectively 
integrate renewable energy sources. But it also 
presents new technological difficulties that need to 
be resolved to guarantee the electricity system 

operates dependably [5]. Notably, the scattered and 
fluctuating nature of wind power necessitates the 
use of intelligent control techniques for preserving 
grid stability. Identification and resolution of faults 
in network infrastructures associated with wind 
turbines is a major operational challenge in wind 
energy systems. There are several possible failure 
modes for wind turbines because of the severe 
climatic conditions and ongoing mechanical stress 
they endure [6-7]. The most common problems 
that result in unexpected outages or decreased 
power output include electrical (such as generator 
faults, converter problems, etc.) and mechanical 
(such as gearbox wear, blade cracks, and bearing 
failures, etc.) issues. The research [8] indicates that 
more than 70% of wind turbine failures are caused 
by crucial equipment such as gearboxes, generators, 
and blades, highlighting the necessity of efficient 
monitoring of these components. In addition to 
expensive repairs, these issues cause turbine 
outages, which raise the levelized cost of electricity. 
Therefore, industry experts emphasize that 
improving the financial viability of wind farms 
requires eliminating costly maintenance and 
unplanned downtime through early defect 
detection [9]. Additionally, a lot of wind farms are 
situated in hard-to-reach offshore or remote 
locations, making manual inspection and 
maintenance costly and time-consuming [10]. An 
undetected fault in a sizable wind farm could cause 

power imbalances  
even cascading interruptions in a smart grid 
environment if it sets off protection devices in 
other parts of the network [11]. Therefore, there is 
a great push to create automated fault diagnosis 
systems that can locate and detect turbine faults 
quickly so that control systems can isolate or fix the 
issue by initiating preventative measures (such as 
unplugging a malfunctioning turbine or rerouting 
power flow), before it gets worse [12-14]. Today, the 
modern wind power system requires a real-time 

intelligent fault-resilient necessity that detection 
techniques should accomplish both objectives: (a) 
5G/IoT connection and (b) cloud-edge 
collaborative architectures to guarantee accurate 
and timely issue detection [15].In recent years, the 
incorporation of Internet of Things (IoT)-based 
protocols and Software-Defined Networking (SDN) 
into smart wind energy systems has become 
increasingly popular as a solution to these issues 
[16-17]. SDN, by separating the control plane from 
the data plane, provides a programmable and 
centralized control architecture that facilitates 
traffic monitoring, dynamic policy enforcement, 
and quick network layer reconfiguration [18]. The 
SDN can be used for real-time fault management 
entity for any energy system (i.e., wind energy) by 
using any light (less overhead) communication 
broker protocol [19]. The MQTT can be integrated 
with the SDN controller to have access to the 
energy system and perform the fault and energy 
management services [20]. In parallel, Finite State 
Machine (FSM), because of its predictable nature, 
modular design, and simplicity in integrating with 
fault management procedures, has become more 
and more common for modelling control logics in 
cyber-physical systems [21]. Offline diagnostic 
models and Supervisory Control and Data 
Acquisition (SCADA) systems have historically 
been key components of wind turbine condition 
monitoring and control [22-23]. However, the 
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latency, scalability, and centralized communication 
restrictions that SCADA-based systems encounter 
make them less than ideal for adaptive control and 
real-time fault detection in large wind farms [24-25]. 
Furthermore, while data-driven methods like 
Graph Neural Networks (GNN) and K-Nearest 
Neighbours (KNN) have demonstrated promise in 
fault classification, they frequently lack the speed 
and responsiveness needed for control choices in 
dynamic contexts [26-27]. However, the combined 
use of SDN, MQTT, and FSM-based logic control 

for real-time problem detection and mitigation in 
wind turbine systems is still understudied, despite 
individual advancements in these technologies. 
 
1.1. Work Contribution 
To have a wind turbine energy system highly 
efficient, reliable, and sustainable energy-
producing system, the proposed framework 
deploys a Software Defined Network (SDN)- POX 
controller integrated with MQTT and FSM using a 
proposed intelligent sensing real- time fault 
management algorithm that is Temporal 
Convolutional Method (TCM) to efficiently 
manage (fault detection and mitigation) faults in 
wind energy systems. For this goal, the proposed 
framework requires the integrated protocol, 
namely, Message Queuing Telemetry Transport 
(MQTT) and MATLAB/Simulink-based control. 
In Simulink, a detailed model of a wind turbine is 
designed with dynamic subsystems, namely: 
(a)generator, (b)gearbox, (c) shaft, and (d) pitch 
controllers. The multiple sensors are employed 
specifically to maintain the logs containing data 
sets of wind turbine vibration, temperature, rotor 
speed, pitch angle, etc. These data sets are 
published to an MQTT broker. The POX-based 
SDN controller (designed on Mininet) decodes the 
messages from sensors via MQTT and uses a 
proposed (TCM) algorithm to identify any 
deviation from the usual data patterns. After the 
fault is detected, control signals are sent back to the 
Finite State Machine (FSM) controller in Simulink 
using MQTT that operates under the instructions 
of the SDN controller to strategize the torque 

limitation, pitch 
correction, or braking, etc., until the instruction 
obtained from the SDN controller indicates that 
the fault is normalized. The working model is 
shown in Fig.1.The key characteristics and benefits 
of the proposed approach are as follows: 
a) The real-time and rapid fault detection with 
low latency delay is possible in the proposed 
framework that uses SDN-POX controller with 
(TCM) algorithm logic to monitor the sensor data 
and compare with reference thresholds to have 
detection of real-time developed anomalies with 
minimum processing delays.  
b) The proposed algorithm is equipped with an 
FSM model design that operates rapidly in four 
states (normal mode, fault mode, recovery mode, 
and resume normalized mode) with the minimum 
delay under the influence of the SDN-POX 
controller. 
c) In our proposed method, there are minimal 
overhead values as the light-weight broker protocol 
MQTT is used for integration between the SDN-
POX controller and FSM.  
d) In the proposed framework, the fault 
management (involving detection and mitigation) 
take place within one control loop, with a fault 
detection delay (TFD) of less than 300 ms and a 
fault mitigation delay (TFSM)of less than 50 ms. 
e) The objective cost function (J) is minimum in 
the proposed framework as compared to 
traditional fault management systems (SCADA, 
KNN, GNN). However, the metric (J) involves fault 
detection delay (TFD), fault mitigation delay (TFSM), 
Percentage Detection Accuracy (%A), Percentage 
False Positive Rate (%FPR), factor (A) represents 
the detection accuracy and Percentage False 
Negative Rate (%FNR). The objective function is 
explained in Eq.A. Where (α, β, γ, δ, ϵ) are the 
weights to optimize the importance of each term. 
  
JMin =α⋅Tdet + β⋅TFSM + γ ⋅FPR+ δ ⋅FNR−ϵ.A       
(A) 
 
In Eq. A, the higher (α, β) prioritize low latency, 
the higher (γ, δ) prioritize reliability, and the 
higher (ϵ) accuracy. In our model, the typical values 
of these weights are set as (α= 0.4, β = 0.3, γ = 0.1, 
δ = 0.1, ϵ = 0.1). 
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Figure 1: The working scenario of the proposed framework (SDN-POX controller using TCM 

logic). 
 

1.2. Research objectives 
a) To design a real-time intelligent fault 
management framework for wind energy systems 
benefiting from the SDN-POX controller 
functionality in terms of minimum overhead and 
faster data delivery. 

b) To design an FSM model that switches 
efficiently wind energy system parametric values 
concerning the transition in four states (normal 
mode, fault mode, recovery mode, resume 
normalized mode) under the control instruction of 
the SDN-POX controller using the proposed 
algorithm logic. 

c) To ensure fast detection and low overhead, a 
lightweight protocol (MQTT) is implemented 
between SDN-POX controllers and wind sensors. 
d) To minimize the objective cost function (J). 
e) To evaluate the performance of the proposed 
framework with traditional fault management 

approaches (SCADA, GNN, and KNN). 
The literature research and a comparison of the 
proposed framework with traditional fault 
management strategies are covered in Section 2. 
Section 3 discusses the methodology to achieve the 
intended goal. The simulation findings and the 
conclusion are discussed in the final section. 
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2 Literature Review 
To make wind turbines' energy system fast, reliable, 
highly efficient, and have sustainable energy 
production, with rapid problem identification and 
mitigation, there is an essential need for an 
Artificial Intelligence (AI) based fault detection 
and mitigation system. One such method could be 
as proposed in this research method, a real-time 
intelligently controlled fault management 
framework that involves the Software Defined 
networking (SDN-POX) controller using the 
proposed intelligent sensing fault management 
algorithm that is Temporal Convolutional Method 
(TCM) for rapid problem identification and 
mitigation. This is possible with the integration of 
the SDN-POX controller with Finite State Machine 
(FSM) using a broker protocol, Message Queuing 

Telemetry 
Transport (MQTT). The FSM offers quick, 
targeted mitigation actions with state-aware 
transitions, and comparison of real-time sensor 
data with reference criteria, and initiates exact FSM 
states, including Mitigation Active, Recovery, and 
Resume Normal Mode. Over the years, authors 
have put up various strategies to address this 
problem. The contributions and limits of various 
research methods to improve wind energy 
efficiency and make wind energy systems fault 
resilient are explained in Table 1, and a 
comparison of these research methods is also 
drawn with the proposed framework (SDN-POX 
controller integrated with FSM via MQTT 
protocol) in light of research objectives defined in 
Section 1.  

 
Table 1: Contributions and drawbacks of various research methods for improving the wind energy system 
efficiency. 

References The author's method contribution 
 
Restrictions and contrast with the proposed 
framework 

G. Sasikala.et.al [28] 
Proposes wind turbine fault monitoring 
using sensors + MQTT protocol. 

• Detects only specific faults (temperature, 
bearing). 

• No coordinated control response. 
• Proposed SDN–FSM ensures real-time 
(<300 ms) detection with active, state-aware 
mitigation 

Y. Vidal.et.al [29] 
SCADA-based multi-fault detection 
using SVM (98.2% accuracy). 

• Depends on dense historical SCADA 
data. 

• Relies on offline learning (PCA, feature 
selection). 

• Lacks rapid in-situ mitigation. 
• Proposed TCM + SDN achieves live 
streaming, sub-second detection, and FSM-

based automatic response. 

P. Sudhakar.et.al [30] 
AI-based fault detection is more 
accurate than conventional methods. 

• Focuses on prediction, not a fast detect-
and-act cycle. May lack unified low-latency 
mitigation. 

• The proposed framework integrates 
intelligent sensing + SDN + FSM for instant 
detection and response. 
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C.Y. Lee. et.al [31] 
Deep CNN + PSO-optimized XG-Boost 
on resampled SCADA data 

• Heavy preprocessing (SMOTE, feature 
extraction). 

• No real-time control loop. 
• Proposed TCM provides on-the-fly 
detection (TFD < 300 ms) and FSM-based 
rapid response (TFSM < 50 ms). 

M. Nithya. et.al[32] 
Neural networks for wind turbine fault 
detection. 

• Requires large training data. 
• Risk of overfitting. 
• Scalability and real-time deployment 
issues. 

• Proposed MQTT + SDN + FSM avoids 
overfitting, ensures fast state transitions, and 
accurate real-time detection. 

D. Zhang. et.al[33] 
Ensemble (RF + XG-Boost) for robust 
fault detection 

• Requires handcrafted features and 
offline training. 

• Limited adaptability. 
• Proposed TCM enables real-time 
sensing, SDN-based routing, and FSM-driven 
instant fault response. 

G. Jiang.et.al[34] 
Denoising autoencoder with temporal 
context for anomaly detection 

• Only anomaly detection (no fault type 
classification). Requires threshold tuning. 

• No integrated control. 
• Proposed SDN–POX–MQTT–FSM 
ensures classification + real-time mitigation 
with coordinated control. 

A.Bouzekri.et.al[35] 
AI-based fault-tolerant control for 
converter failures. 

• Niche: limited to converter switch faults. 
• Involves complex reconfigurations. 
• Proposed TCM generalizes to all turbine 
subsystems with SDN global view + FSM for 
rapid mitigation. 

P.H.F.Sousa.et.al[36] 
IoT-based generator fault detection 
(94.4% accuracy, low false alarms). 

• Mainly diagnostic (not fast in-loop 
control). 

• Proposed SDN + MQTT + FSM enables 
real-time monitoring, instant fault 
localization, and proactive fault handling. 

A.Santolamazza.et.al[37] 
ANN-based SCADA data analysis for 
predictive maintenance 

• Requires preprocessing and 
thresholding. 

• Higher latency in fault alarms. 
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• Proposed TCM + SDN processes data in 
real time, and FSM adjusts turbine modes 
(mitigation < 50 ms). 

Z. Zemali.et al[38]  
ANFIS + Kalman observer hybrid for 
precise fault detection 

• Computation-heavy. 
• Works in siloed scenarios. 
• No integration with communication 
networks. 

• Proposed SDN–FSM handles diverse 
faults simultaneously with faster response. 

T. Han. et.al[39]  
Semi-supervised adversarial deep 
learning for fault diagnosis 

• Computationally intensive. 
• Focuses on accuracy, not real-time 
mitigation. 

• Proposed TCM ensures <300 ms 
detection and <50 ms response without 
adversarial overhead. 

Y. Yu et al. [40]  
SDN-based fault management survey 
for networks. 

• Focus on network-level resilience (not 
turbine-specific). 

• No turbine fault classification or 
mitigation. 

• Proposed TCM integrates SDN with 
FSM for turbine-aware state-driven fault 
handling. 

A.G.Kavaz. et.al[41]  
ANN-based sensor fault detection for 
turbines. 

• Limited to anomaly detection at the 
sensor level. 

• No system-level corrective action. 
• Proposed TCM includes FSM 
transitions (safe mode, rerouting) for real-
time sensor fault handling. 

M.J. Morshed.et.al [42]  
Fault-tolerant control for grid faults 
using microgrid integration. 

• Focus only on grid faults. 
• Requires complex control tuning. 
• Proposed TCM unifies electrical + 
mechanical fault management with SDN 
sensing + FSM mitigation (≈350 ms). 

 
3. Research Methodology 
To have highly efficient, reliable, and sustainable 
energy production along with intelligent fault-
resilient wind energy systems, the proposed 
framework is implemented with dynamic features 

of POX-based SDN controller (designed on 
Mininet) using a proposed intelligent sensing real-
time fault management algorithm that is Temporal 
Convolutional Method (TCM) to identify any 
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deviation from the usual data patterns integrated 
with Message Queuing Telemetry Transport 
(MQTT) protocol. In this section complete 
methodology of the proposed framework is 
presented, along with simulation parameters and a 
mathematical-based objective function. 
 
3.1. Design and Implementation of the Proposed 
Framework: 
In order to fully explain the design of the proposed 
framework, this section is further subdivided into 

three sub-sections. Starting from the design of the 
wind energy system along with sensor integrations 
on MATLAB, secondly, the design of the Finite 
State Machine (FSM), and then integrating the 
wind energy system with SDN-based POX 
controller to perform fault detection and 

mitigation process 
using the broker protocol Message Queuing 
Telemetry Transport (MQTT).  
 
3.1.1 Designing a wind energy system with 
integrated sensors: 
This is the first operational step in the design of the 
proposed framework. The wind turbine energy 
system is designed on MATLAB, containing the 
following components: 
 
a) Wind source: In the proposed framework to 
replicate the real-time behavior, we have opted for 
realistic gusty wind behavior (i.e., wind speed is 
simulated as a variable wind with features of base 
speed: 10 m/s, fluctuation: ± 2 m/s as sinusoidal 
gusts, and noise: ±0.5 m/s as random variation). 
The variable wind speed is obtained by using Eq.1. 

 
 

Where Sw is the wind speed, the factor (2𝑠𝑖𝑛(0.2𝜋𝑡)) shows the periodic fluctuation in wind speed, with 
amplitude = 2 m/s, providing the wind speed can vary ±2 m/s from the mean, and the 
factor 0.5𝑟𝑎𝑛𝑑𝑛(𝑠𝑖𝑧𝑒(𝑡)) adds Gaussian noise of 0.5 scales. 
 
b) Rotor blades: Converts the wind energy to mechanical torque using aerodynamic equations based on speed 
ratio (λ) and power coefficient (Cp), explained in Eq. (2-5). 

 
c) 

Low-speed shaft and Gearbox: It helps to scale up the rotational speed based on the defined gear ratio. This 
phenomenon is calculated by Eq. 6  

 

𝑆𝑊(t) = 10 + 2𝑠𝑖𝑛(0.2𝜋𝑡) + 0.5𝑟𝑎𝑛𝑑𝑛(𝑠𝑖𝑧𝑒(𝑡))      (1) 

λ = 
𝜔∙𝑅

𝑆𝑊
 

(where 𝜔 is the angular velocity of the rotor and R is the rotor radius) 

(2) 

 

Cp = (0.22).(
116

𝜆−0.4(𝛽−5)
).𝑒

−12.5

𝜆  

(β = 0 here for fixed-pitch blades.) 

  
(3) 

 
Pm=0.5.rho. π. R2. Cp. Sw3 

(Pm is the mechanical power extracted from wind, and rho is the air density, a constant for 
aerodynamic calculations.) 

 
(4) 

 

Tm = 
𝑃𝑚

𝜔+0.1
 

(Tm is the torque generated from the mechanical power, and 0.1 is intentionally added to 
the denominator to avoid zero at the start.) 

 
 
(5) 

𝜔𝑠𝑐𝑎𝑙𝑒𝑑_𝑢𝑝 = 𝜔𝑟𝑜𝑡𝑜𝑟 + 𝐺𝑅𝑎𝑡𝑖𝑜 (6) 
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d) High-speed shaft and Generator: It helps to calculate the electrical output 
power. This is shown in Equation 7  

 
e) 

Pitch controller: It helps to optimize the output 
power and prevent overspending. Based on the 
above-mentioned components (as explained in 
headings a-e). The algorithm for designing a wind 
energy system on MATLAB is explained in 
Appendix A. 
 
f) Sensor modeling: In the proposed framework, 
five sensors are used to calculate the fluctuations 
and record the readings to be forwarded to the 
SDN-POX controller to detect and mitigate the 
fault and make the proposed wind energy system 
fault resilient. (i)Vibrational sensor measures the 
mechanical vibrations on the shaft. (ii) The 
temperature sensor senses the thermal behavior of 
the generator. (iii)Rotor speed sensor-measure the 
angular velocity using derivatives and gain blocks. 
(iv)Pitch angle encoder -tracks blade angle using 
PID controller output, and (v) Torque sensor-
measures the dynamic torque. The algorithm for 
the integration of sensors with a wind energy 
system designed on MATLAB is explained in 
Appendix B. 
 
3.1.2 Design of Finite State Machine (FSM): 
In the proposed framework, the Finite State 
Machine (FSM) is designed on MATLAB, based on 
the state flow principle, and provides a wind energy 
system with safety and continuous operation by 
interpreting the control signal from the SDN-POX 
controller via the MQTT protocol. It performs the 
mitigation actions (i.e., torque reduction, 
adjustment of pitch angle, and emergency braking, 
etc.) under the instructions of the SDN-POX 

controller. The FSM works in five states: (1) normal 
mode (NM), (2) fault detection (FD), (3) mitigation 
mode (MM), (4) recovery mode (RD), and (5) 
resume normal mode (RNM). The FSM input 
ports are used for fault detection and recovery 
signals from the SDN-POX controller via the 
MQTT protocol. The output ports of the FSM are 

used for mitigation actions (i.e., torque reduction, 
adjustment of pitch angle, and emergency braking, 
etc.). The whole scenario, based on five stages (NM, 
FD, MM, RD, and RNM) using the state flow 
principle, is explained in Appendix C. 
 
3.1.3 Designing and implementing SDN-POX 
logic: 
 The SDN-POX controller is designed on the 
Mininet and integrated with a wind energy system 
for real-time fault management (detection and 
mitigation) via the MQTT protocol. The SDN 
controller subscribes to the topic (addressing label 
type of MQTT protocol) as explained in [43], 
containing the data sets (data logs of wind energy 
system sensor data) in the form of a JSON file. The 
POX controller is loaded with a proposed 
intelligent sensing real-time fault management 
algorithm that is the Temporal Convolutional 
Method (TCM), which features convolutional 
operations over time-sequenced data to capture 
dependencies and patterns using 1-D causal-dilated 
convolutional architectures. The 1-D causal 
convolution feature makes the filters slide over the 
time axis, ensuring output at time t only depends 
on input (t) or before (t). The dilated helps to skip 
input points to exponentially increase the receptive 
field without adding layers. These combined 
features help to process the sequence in parallel, 
unlike a Recurrent Neural Network (RNN) that 
processes the sequence step by step. The proposed 
algorithm (TCM) is also more efficient than the 
Graphical Neural Network (GNN), adding graph 
processing overhead without benefits. The same is 
the case with K-Nearest Neighbors (KNN), which is 
also very slow as compared to the proposed method 
because it needs to compare the new samples with 
all historical samples. The complete working is 
shown in the form of steps: 
 
Step1-Formation of sliding window (Xt): 
Each sensor of the wind turbine produces data 
continuously and sends it to the SDN-POX 

PE= 𝜔𝑠𝑐𝑎𝑙𝑒𝑑_𝑢𝑝 .  𝑇𝑚 (7) 
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controller using the MQTT protocol. The SDN-
POX controller arranges them into the matrix of 
RC×T. Let the data set produced by the vibration 
sensor is (xt

vib), data set for rotor speed sensor is 
(xt

w), data set for pitch angle is (xt
θ), and data set for 

torque is given as (xt
τ) then the auto shifting sliding  

window (Xt) 
generated by POX controller is given by Eq.8. The 
sliding window belongs to matrix RC×T (whose rows 
are the number of channels, that are the number 
of sensors, while columns are the window length 
factor T).     

            

Xt=

[
 
 
 
 
𝑥𝑡−𝑇+1

𝑣𝑖𝑏 𝑥𝑡−𝑇+2
𝑣𝑖𝑏 … 𝑥𝑡

𝑣𝑖𝑏

𝑥𝑡−𝑇+1
𝑤 𝑥𝑡−𝑇+2

𝑤 ⋯ 𝑥𝑡
𝑤

𝑥𝑡−𝑇+1
𝜃

𝑥𝑡−𝑇+1
𝜏

𝑥𝑡−𝑇+2
𝜃

𝑥𝑡−𝑇+2
𝜏

⋯ 𝑥𝑡
𝜃

⋯ 𝑥𝑡
𝜏 ]

 
 
 
 

 belongs to RC×T                                                        (8) 

 
In Eq.8, the (t) represents the current value of time, while (T) is the last time step. For e.g (if t = 100 and T=5 
then we will have) 
t-4 t-3 t-2 t-1 t 
96 97 98 99 100 

 
The general form of the sliding window is given by Eq.9 
 
Xt= [xt-T+1, xt-T+1………………… xt]          (9)  
 
Step2-Normalization of different sensor scales: 
The data set from different wind turbine sensors 
arranged in the form auto-updating sliding window 
next undergoes to the step of normalization before 
feeded as input to TCM algorithm due to following 
reasons:(1) turbine sensors measure different 
things (i.e., vibration from 0 to 0.002 g range, 
torque could be of hundreds Nm, rotor speed tens 
of rad/s) if these raw values are directed feeded to 
TCM model then large magnitude will dominate 

and small magnitude values will be ignored. (2) 
Sensors do not stay stable, and values resulting 
from slow drift will be picked as a fault by the TCM 
model. So, in order to overcome all the above-
mentioned issues, the normalization of the dataset 
is required. The normalization processing involves 
running mean (μt, c), finding variance (Ϭ2

t, c), 
evaluating standard deviation (Ϭt, c), and calculating 
the Z-test score (Zt, c). The complete normalization 
process is expressed in the form of Eq. (10-14).   

 

μt, c = 
1

𝑛𝑡
∑ 𝑥𝑖,𝑐

𝑛𝑡
𝑖=1  at time (t) for channel (C) (10) 

The mean is the reference normal value of all past measurements.  

Ϭ2
t, c = 

1

𝑛𝑡−1
∑ (𝑥𝑖,𝑐 −

𝑛𝑡
𝑖=1  μt, c)2 variance of channel C after nt readings (11) 

The variance shows how spread out the values are from the mean.  

Ϭt, c = √Ϭ𝑡,𝑐
2  The standard deviation is the average distance of the readings from the 

mean. 
(12) 

Zt, c = 
𝑥𝑡,𝑐−𝜇𝑡,𝑐

Ϭ𝑡,𝑐
 (13) 

After the normalization process, Equation 9 becomes  
Xt= [zt-T+1, zt-T+1………………… zt]                                                      (14) 

 
 Step3-Working of the TCM algorithm: 

i.Channel mixing with 1×1 convolution 1D blends sensor: TCM takes all sensors' readings at the same time 
step and blends them using learned weights. 
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ii.Causal convolution with dilation factor: The TCM performs convolution of 
past points spaced by the (d) steps, multiplied by weights, and summed together to produce output. This 
statement is expressed in Eq.15. 
Yt=∑ 𝑊𝑖 . 𝑋𝑡−𝑖𝑑

𝑘−1
𝑖=0   (15) 

 (K)is the kernel size, (d) is the dilation factor, (Wi) is the learned weight, and(𝑋𝑡−𝑖𝑑) is the input feature 
vector from the past time step. 

iii.First of all, the TCM is trained adopting a supervised learning model by feeding it with N=10,000 data samples 
(of sensor channel) in the form of Equation (8). The TCM for each sensor channel C calculates the mean 
(that serves as the reference value) and tolerance using (standard deviation with K=3) as shown in Eq. (16-
19). 
 

μc = 
1

𝑁
∑ 𝑥i,c

𝑁
𝑖=1 =Pnormal (Reference value of particular sensor channel C) (16) 

Ϭ2
c = 

1

N−1
∑ (xi,c −N

i=1  μ c)2 (17) 

Ϭ c = √Ϭt,c
2  standard deviation 

(18) 

(Tol)c=k. Ϭ c=Ptolerance (19) 
 
In our model, the Pnormal (for temperature, vibration, rotor speed, and torque) obtained from TCM are 
(temperature_ref_ ref =65.0, vibration_ ref =0.03, rotor speed_ ref =1500, torque_ ref =400.0, and 
pitch_angle_ ref =12.0). The Ptolerance (for temperature, vibration, rotor speed, and torque) obtained from 
TCM is (Temperature_tol_ tol =5.0, vibration_ tol =0.01, rotor speed_tol =200, torque_ tol =50.0, and 
pitch_angle_ tol =3.0) 

iv.The TCM looks at the sensor normalized data set in the form of a sliding window (Xt) and gives 1 score for 
each possible condition (normal, gearbox fault, shaft fault, pitch fault, and generator fault). These scores are 
called logits (Ok) and use the SoftMax formula to calculate the probability of each fault type (Pk(t)) and 
anomaly score Sa(t). These two factors are calculated by Eqs. (20 and 21). 
 

       Pk(t)=
eOk(t)

∑eOj(t) is the probability of each fault type (20) 

        Sa(t)= fault likelihood (0-1) (21) 
v.The TCM performs the real-time parallel processing (comparison) of all the sensor channel data arranged in 

a sliding window obtained by the SDN-POX controller with known (Pnormal and Ptolerance) parameters and 
generates the error function. The error function result, along with mitigation details, is forwarded to the POX 
controller to further direct FSM to perform the (normal mode, fault mode, recovery mode, and resume 
normal mode) as per instructions. The logic of fault management by the proposed algorithm (TCM) is as 
follows: 
{ 
If (Pactual – Pnormal) <Ptolerance 
  { 
  fault_detected =FALSE     
       fault_flags= [] 
   } 
Else 
If (Pactual – Pnormal)> Ptolerance 
  { 
  fault_detected =True 
 CREATE control logic for FSM 
command: "mitigate" 
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brake: TRUE 
torque_limit: 0.3 
pitch_correction: 5 
timestamp: CURRENT_TIME  
       } 
Else 
If (Pactual – Pnormal) = Ptolerance 
  { 
  fault_detected =True 
    CREATE control logic for FSM 
command: "recovery" 
brake: false 
torque_limit: 0.6 
pitch_correction: 2 
timestamp: CURRENT_TIME  
       } 
   Else 
   If (Pactual – Pnormal) < Ptolerance 
  { 
  fault_detected =False 
     CREATE control logic for FSM 
command: "resume normalized operation" 
brake: false 
torque_limit: 1.0 
pitch_correction: 0 
timestamp: CURRENT_TIME  
       } 
    End 
   } 
The working of the proposed algorithm, Temporal Convolutional Method (TCM), is explained in Algorithm 
1. 

Algorithm #1: Working of the proposed intelligent sensing real-time fault management 
Temporal Convolutional Method (TCM) algorithm 

 

1. Begin 
2. # Training of the TCM model based on supervised learning 
Calculate the mean (μc) and tolerance (Tol)c of the sensor channel 
Pnormal= μc and Ptolerance= (Tol)c 
 

 

3. #  Connect to MQTT Broker 
   CONNECT to broker at "localhost" 
   SUBSCRIBE to topic "wind/sensor_data." 
   WAIT for MQTT message from "wind/sensor_data." 
   PARSE message as sensor_data 
   SET fault_detected ← FALSE 
   INITIALIZE fault_flags ← EMPTY_LIST 
4. # Comparing sensor value with reference value 
5. LOOP START 
IF (wind/sensor_data − ref_ sensor_data) > tolerance_ sensor_data  
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6.     THEN 
    fault_detected ← TRUE 
7.     ADD " sensor_data " TO fault_flags 
8.     # direct FSM to work in mitigation state 
CREATE control logic for FSM 
command: "mitigate" 
brake: TRUE 
torque_limit: 0.3 
pitch_correction: 5 
timestamp: CURRENT_TIME 
PUBLISH control message TO "wind/fsm_command" 
END IF 
----------------------Recovery State------------------------------- 
IF (wind/sensor_data − ref_ sensor_data) = tolerance_ sensor_data  
THEN 
 # direct FSM to work in recovery state 
CREATE control logic for FSM 
command: "recovery state" 
brake: FALSE 
torque_limit: 0.6 
pitch_correction: 2 
timestamp: CURRENT_TIME 
PUBLISH control message TO "wind/fsm_command" 
END IF 
----------------------Resume normal State------------------------------- 
IF (wind/sensor_data − ref_ sensor_data) < tolerance_ sensor_data  
THEN 
# direct FSM to Resume normalized operation _ RNM       
CREATE control logic for FSM 
command: "resume normal operation " 
brake: FALSE 
torque_limit: 1 
pitch_correction: 0 
timestamp: CURRENT_TIME 
PUBLISH control message TO "wind/fsm_command" 
END IF 
7. END LOOP 
8. END 

 

Working of Algorithm 1 
The POX-SDN controller, under the influence of 
the proposed intelligent sensing real-time fault 
management (TCM) algorithm, compares the 
actual sensor data obtained by the MQTT JSON 
file with reference wind energy system parameters 
(obtained from training of the TCM model using 
mean and standard deviations). If the final result is 
greater than tolerance_sensor data, the SDN 

controller detects this output result as a fault state 
and directs the FSM to operate in mitigation state 
(by applying emergency braking, limiting torque to 
30%, increasing blade pitch to reduce energy 
capture). If the final result is equal to the 
tolerance_sensor data, the SDN controller directs 
the FSM to operate in recovery state (by releasing 
emergency braking, limiting torque to 60%, and 
starting to decrease blade pitch to increase energy 
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capture). If the final result is less than the tolerance, 
the SDN controller directs the FSM to operate in 
resume normalized state (by releasing emergency 
braking, torque to 100%, and setting blade pitch 

to normal value to 
get normalized energy capture). The working of 
proposed Algorithm 1 in the form of a flow 
diagram is shown in Fig.2.  

 
 

 
Figure 2: The flow diagram of the proposed framework (SDN-POX controller using TCM logic). 

 
3.2. Simulation Parameters: 
The details about the simulation parameters for the proposed framework for real-time fault management 
using the SDN-POX controller under the proposed algorithm are mentioned in Tab. 2 
 
 
 
 
 
 
 
 

 

 

Start  

Defining normal/reference wind energy 

system parameters (PNormal) 

Defining Define Acceptable Tolerances wind 

energy system parameters (PTolerance) 

Connect to MQTT Broker and subscribe to 

topic "wind/sensor_data"(PActual) 

Set initial_fault_detected =FALSE    

Initial_fault_flags=[] 

         IF 

(PActual-PNormal)>           

PTolerance 

fault_detected =FALSE     

fault_flags= [] 

fault_detected =TRUE 

FSM = Mitigation mode 

         IF 

(PActual-PNormal) =           

PTolerance 

fault_detected =FALSE     

fault_flags =[] 

fault_detected = TRUE 

FSM = Recovery State 

         IF 

(PActual-PNormal) <           

PTolerance 

fault_detected =FALSE     

fault_flags =[] 

fault_detected =FALSE 

FSM = Resume 

Normalized state 

End 

No 

No 

No 

Yes 

Yes 

Yes 

Else 

Else 

Calculate the (μc) and Pnormal= μc 

Calculate the (Tol)c and Ptolerance= (Tol)c 
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Table 2. Simulation parameters for the proposed framework for real-time 
fault management using SDN-POX controller under (TCM)  
Parameters Descriptions Values 

Time_Simulation total time for which the simulation is performed 20 

Time_Sample time steps (i.e. 0.1,0.2,0.3, .......,19.8,19.9,20) 0.1 

R Rotor radii (m) 40 

rho Air density (kg/m3) 1.225 

GRatio Gearbox ratios 90 

J Moment of inertia (kg·m²) 10000 

Damping_coeff Shaft damping 50 

Pnormal for Temp temperature_ ref 65.0 

Pnormal for Vib vibration_ ref 0.03 

Pnormal for SRotor rotor speed_ ref 1500 

Normal for Torque torque_ ref 400.0 

Pnormal for Pitch pitch_angle_ ref 12.0 

PTolerance for Temp tolerance_temperature 5 

PTolerance for Vib tolerance_vibration 0.01 

PTolerance for SRotor tolerance_rotor speed 200 

PTolerance for Torque tolerance_torque 50.0 

PTolerance for Pitch tolerance_pitch_angle 3.0 
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4. Results and Discussions 
This section is subdivided into two subsections. In 
the first sub-section, to check the performance and 
effectiveness of the proposed framework with the 
(TCM) algorithm, a scenario is developed to make 
a real-time intelligent fault-resilient wind energy 
system, as explained in Algorithm 2. In this 
scenario, the total simulation time is set to 20 sec, 
and the time stamp =0.1 sec. The system is allowed 
to operate in a normalized state till 10 sec (this is 
done by setting the parameter value and constant 
used to obtain the sensor's data set to remain under 
PTolerance as defined in Table 2). At 11 sec, the fault 
is induced (this is done by setting the parameter 
value and constant used to obtain the sensor's data 
set to increase beyond the level of PTolerance as 

defined in Table 2), and the performance is 
calculated in terms of response delay of the 
proposed framework. At 15 sec, the recovery mode 
is initiated (this is done by setting the parameter 
value and constant used to obtain the sensor's data 
set to become equal to the level of PTolerance as 
defined in Table 2), and the response delay of the 
proposed framework is calculated. At 17 sec, the 
fault is cleared and the system is allowed to operate 
in a resume normalized state (the response delay of 
the proposed framework is calculated). In the 
second sub-section, the above-mentioned scenario 
is again utilized, and a comparative analysis is 
performed between the proposed framework and 
conventional fault management methods 
(SCADA, KNN, GNN). 

    

Algorithm #2: Scenario formation to check the effectiveness of the proposed framework  

 

1. Begin 
2. # Defining simulation time and time stamp 
SET total_sim_time ← 20 
   SET time_step ← 0.1     % CREATE time vector t from 0 to 20 with step size 0.1 

 

3. # Design of wind turbine model 
FOR each time step t[k]: 
GENERATE wind_speed[k] ← base_speed + gust + noise 
IF t[k] >= 11 AND t[k] <= 15 THEN 
INJECT FAULT (temperature, vibration, rotor_speed,torque) 
ELSE 
OPERATE NORMALLY 
PUBLISH sensor_data[k] via MQTT 
4. #  SDN Controller (POX) 
EXTRACT data 
COMPARE actual_values with reference_values 
IF deviation > threshold  
THEN 
fault_flags ← TRUE 
SEND command to FSM: mitigate 
IF values return to normal  
THEN 
Fault_flag ← FALSE 
SEND command to FSM: resume 
5. # FSM (Simulink State flow) 
IF "mitigate" THEN 
ENTER Mitigation Active 
activate brake () 
reduce torque () 
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 change pitch () 
 IF "resume" THEN 
ENTER Resume Operation 
restore_full_torque () 
reset pitch () 
 
6. Repeat until t = 20 sec 
 
7. END 

 
4.1 (Case-A) Measuring the effectiveness of the 
proposed framework with the scenario developed 
in Algorithm 2:  
In this case, the effectiveness of the proposed 
algorithm is judged by making the SDN-POX 
controller and FSM connected via the MQTT 
protocol to operate in four states (normal mode, 
mitigation mode, recovery mode, and resume 
normalized mode). As per the logic defined in 
Algorithm 2, the wind energy system parametric 
values are set to the normal range for 10 seconds of 

the total simulation time (Sim_Time). At 11 
seconds, the fault is induced by disturbing the wind 
energy system's parametric values. At 15 seconds of 
the simulation time, these values are again forced 
to come close to normalized values and finally 
become normalized at 16 seconds. The 
performance of the SDN-POX controller under the 
(TCM) algorithm in directing FSM to make the 
wind energy system fault resilient with minimum 
response time and processing delay is shown in 
Tab.3 

 
Table 3. The performance of the proposed framework with the scenario developed in Algorithm 2 
Sim_Time 
(sec) 

Temp 

(C˚) 
Vibration 
(g) 

SRotor 

(RPM) 

Torque 
(Nm) 

Pitch 
Angle 

(˚) 

SDN_Action 
 

FSM_Response 

0-10 65 0.03 1500 400 12 No fault Normal mode 

11 78 0.043 1750 500 16 sensing No action 
directed 

11.280 78 0.043 1750 500 16 
Fault detected and 
mitigation triggered 

Fault mode 

11.310-15 74 0.041 525 150 21 Mitigation triggered Mitigation 
activated 

15 70 0.04 525 150 21 Sensing No action 
directed 

15.310-16 70 0.04 1050 240 15 Recovery Triggered Recovery mode 

activated 

16 65 0.03 1050 240 15 Sensing No action 
directed 

16.310 65 0.03 1500 400 12 
Resume normalized 
mode triggered 

Resume 
normalized mode 
activated 
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It is evident from the table that the SDN-POX 
controller under the proposed algorithm requires 
280ms to detect the fault and 30ms for directing 
FSM to act upon the control instructions. From (0 
to 10 sec), the temperature (65 C˚) and shaft 
vibrations (0.03 g) were under normal range and 
satisfying condition (Pactual – Pnormal) <Ptolerance , so 
SDN-POX controller detects no fault and no 
control instructions are provided to FSM. At 11 
sec, the temperature (78 C˚) and shaft vibrations 
(0.043 g) exceed normal range, and the fault is 
detected by the SDN-POX controller after 11.280 
sec with fulfillment of the logical condition (Pactual 
– Pnormal) > Ptolerance. The mitigation mode is triggered 
by SDN-POX and is activated after 30ms at 11.310 
sec by FSM by following the control instructions of 
the POX controller (to apply breaking, reducing 
torque to have only 30% and reducing energy gain 
by increasing pitch angle by 5 degrees) as per the 
logic explained in Algorithm (1). At 15 sec, the 
temperature (70 C˚) and shaft vibrations (0.04g) 
falls to allowed PTolerance range and the SDN-POX 

controller after 15.280 sec with fulfillment of 
logical condition (Pactual – Pnormal) = Ptolerance, triggers 
the recovery mode and is activated after 30ms at 
15.310 sec by FSM by following control 
instructions of POX controller (to somewhat 
release breaking, having torque to 60% and 
reducing pitch angle to 15 degree) as per logic 
explained in Algorithm (1). At 16 sec, the 
temperature (65C˚) and shaft vibrations (0.03g) 
falls to allowed Pnormal range and the SDN-POX 
controller after 16.280 sec with fulfillment of 
logical condition (Pactual – Pnormal) < Ptolerance, triggers 
the resume normalized mode and is activated after 
30ms at 16.310 sec by FSM by following control 
instructions of POX controller (no breaking, 
having torque to 100% and reducing pitch angle to 
12 degree) as per logic explained in Algorithm (1). 
Figure 3(a-c) is obtained with the help of Gnuplot 
and represents the variations in the values of 
torque, rotor speed, and pitch angle for the 
designed scenario as per Algorithm 2.  

 

 
 

Figure 3: Variation in wind turbine parameters as per the designed algorithm 2. (a) Variation of Torque 
in Nm. (b) Variation of Rotor speed in rpm. (c) Variation of Pitch angle in degrees. 
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The proposed framework is simulated for 20 
seconds with a time stamp of 0.1 seconds. The 
values of all metrices as per the defined scenario in 
Algorithm 2 remain the same for 0-10 sec, and the 
main transitions take place between 11 and 16 sec 
time frames. These Figures show the variation in 
the values of (Torque in Nm, Rotor speed in rpm, 
and Pitch angle in degree) when FSM is directed to 

operate in normal mode from (0-10 sec), mitigation 
mode (11.310sec-15.310sec), recovery mode from 
(15.310 sec to 16.310 sec), and resumed 
normalized mode from (16.310 sec to 20 sec). The 
delay in the FSM response (i.e., how fast FSM 
responds to SDN instructions) is shown in Figure 
4. 

 
Figure 4. UML activity diagram representing Tdet and TFSM of both SDN-POX controller and FSM. 

 

4.1.1 Summary of Case-A 
From (0 to 10 sec), the SDN-POX controller 
detects no fault, and no control instructions are 
provided to the FSM. At 11 sec, the temperature 
(78 C˚) and shaft vibrations (0.043 g) exceed 
normal range, and the fault is detected by the SDN-
POX controller after 11.280 sec. The mitigation 
mode is triggered by SDN-POX and is activated 
after 30ms at 11.310 sec by FSM by following the 
control instructions of the POX controller (to  

 
apply braking and reduce the rotor speed from 
1750 rpm under faulty conditions to 525rpm by 
increasing pitch angle from 12 to 21 degrees with a 
reduction in torque from 500Nm to 150 Nm). 
During a fault (like overspeed or overvoltage), we 
don’t want the turbine to keep rotating at full 
speed. To protect components, FSM tells the pitch 
controller to raise the blade pitch angle in order to 
safeguard components. As a result, the rotor slows 
down and lift is decreased as the blades rotate more 
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against the wind. As a result, working conditions 
are safer, and the rotor speed and aerodynamic 
torque are reduced. At 15 sec, the temperature (70 
C˚) and shaft vibrations (0.04g) falls to allowed 
PTolerance range and the SDN-POX controller after 
15.280 sec with fulfillment of logical condition 
(Pactual – Pnormal) = PTolerance, triggers the recovery mode 
and is activated after 30ms at 15.310 sec by FSM by 
following control instructions of POX controller 
(to somewhat release breaking, having torque 
values again increased to 240Nm, incremental 
rotor speed from 525 rpm to 1050rpm and 
reducing pitch angle to 116 degree) as per logic 
explained in Algorithm (1). At 16 sec, the 
temperature (65C˚) and shaft vibrations (0.03g) 
falls to allowed Pnormal range and the SDN-POX 
controller after 16.280 sec with fulfillment of 
logical condition (Pactual – Pnormal) < Ptolerance, triggers 
the resume normalized  mode and is activated 
after 30ms at 16.310 sec by FSM by following 
control instructions of POX controller (no 
breaking, having torque back to its normalized 
value of 400Nm, rotor speed to 1500 rpm and 
pitch angle is maintained up to 12 degrees) 

4.2 (Case-B) 
Comparative analysis of the proposed framework 
with existing fault management frameworks 
(SCADA, KNN, GNN) with the designed 
scenario of Algorithm 5:  
In this case, the effectiveness of the proposed 
(TCM) algorithm is compared with existing fault 
management frameworks (Supervisory Control 
and Data Acquisition, SCADA, K-Nearest 
Neighbors, KNN, Graph Neural Network, GNN) 
by implementing the logic defined in Algorithm 5. 
The wind energy system parametric values are set 
to the normal range for 10 seconds of the total 
simulation time (Sim_Time). At 11 seconds, the 
fault is induced by disturbing the wind energy 
system's parametric values. At 15 seconds of the 
simulation time, these values are again forced to 
come close to normalized values and finally 
become normalized at 16 seconds. The 
comparative analysis of the proposed framework 
with existing fault management frameworks 
(SCADA, KNN, GNN) is shown in Tab.4  

 
Table 4. The comparative analysis of the proposed framework with existing fault management frameworks 
(SCADA, KNN, GNN) using a scenario developed in Algorithm 2 
Parametric Metrices Proposed 

Framework 
SDN-POX Via 
TCM 

SCADA  
System 

KNN System GNN 
System 

T det (Fault Detection Time in ms) 280ms 1200ms 800ms 650ms 

T FSM (delay in the FSM response in 
ms) 

30ms 1000ms 600ms 400ms 

Protocol Latency (avg)         280 ms  ~1000 ms 
(SCADA bus) 

600 ms 500 ms 

Percentage Detection Accuracy 

(%A) 

97.5% 91% 93% 95% 

Percentage False Positive Rate 
(%FPR) 

0.9% 3% 2.2% 1.5% 

Percentage False Negative Rate 
(%FNR) 

1.2% 4% 5.5% 3.5% 
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It is evident from Table 4 that the performance of 
the proposed algorithm, SDN-POX controller 
using ISFM algorithm, is far superior to traditional 
fault management methods (Supervisory Control 
and Data Acquisition, SCADA, K-Nearest 
Neighbors, KNN, Graph Neural Network, GNN). 

The comparative analysis of timing metrics (Tdet, 
TFSM, Latency) is shown in Fig.5, while the 
percentage accuracy comparative analysis is shown 
in Fig.6. Fig.7 shows the trade-off between (%FPR 
vs %FNR), and comparison of all the parameters is 
shown in Fig.8. 

 
 

 
 

Figure 5: The comparative analysis of timing metrics (Tdet, TFSM, and Latency) 
 

 
 

Figure 6: The comparative analysis of percentage accuracy 
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Figure 7: The trade-off between (%FPR vs %FNR) 

 

 
Figure 8: The comparison of all parameters in a normalized scale 

 
Fig.5 shows that the curves connecting the four 
frameworks (SDN-POX, SCADA, KNN, GNN), 
and SDN-POX (Proposed) are located at the lowest 
values (280 ms detection, 30 ms FSM delay, 280 ms 
latency), indicating a much faster response. The 
SCADA is at the worst corner (1200 ms detection, 
1000 ms FSM delay, ~1000 ms latency), showing 
that traditional systems are orders of magnitude 
slower. While the KNN and GNN sit between the 
two extremes, they still lag behind the proposed 
framework. Fig. 8 and 9 represent the Accuracy (%) 
and False Positive Rate (FPR, %) vs False Negative 

Rate (FNR, %) trade-off, respectively. The SDN-
POX (Proposed) sits near the ideal corner: very 
high accuracy (97.5%) with the lowest FPR (0.9%) 
and FNR (1.2%). The SCADA performs worst 
again (91% accuracy, FPR 3%, FNR 4%). The 
KNN has moderate accuracy but a higher FNR 
(5.5%). While the GNN is better than 
SCADA/KNN, it is still not as efficient as the 
proposed system (as shown in Fig.8). Fig.9 shows 
the comparison of all six parameters (Tdet, TFSM, 
Latency, %A, %FNR, %FPR, %FPR) for four 
systems (SDN-POX, GNN, KNN, SCADA). The 
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radar chart has four curves and six axes with all 
values normalized to the scale (0-1), where 0 is 
worst and 1 is best optimized. The Radar Plot has 
optimal zones rings (Outer ring ≈ optimal, Middle 
rings = moderate, and Middle region = average 
performance). The proposed SDN-POX polygon is 
largely in the outer green area, which demonstrates 

its terms  measures. 
GNN is close, as it remains close to the outer zones, 
but it also drops by a small margin in terms of error 
rates. KNN is biased in terms of good latency but 
fails on FNR. SCADA is left largely in the inner, 
poor-performing area.  

 

 
Figure 9. The comparison of all parameters in a normalized scale in a radar chart 

 
The objective function is explained in Eq.A. In this 
equation, the (J) represents the cost or penalty 
associated with our system that is to be minimized. 
The value of metric (J) is calculated by using the 

data of metrics presented in Tab.4. The 
comparative analysis of metric (J) of the proposed 
framework with traditional fault management 
frameworks is presented in Tab.5. 

 
Table 5. The comparative analysis of the proposed framework with existing fault management frameworks 
(SCADA, KNN, GNN) for metric (J) 

Method T det T FSM   %FPR %FNR (%A) 
J  
(α= 0.4, β = 0.3, γ = 
0.1, δ = 0.1, ϵ = 0.1) 

Proposed 
Framework SDN-
POX via TCM 

280ms 30ms 0.9 1.2 97.5 98.82 

Traditional 
SCADA System 

1200ms 1000ms 3.0 4.0 91.0 252.1 

KNN System 800 600 2.2 5.5 93.0 204.7 

GNN System 650 400 1.5 3.5 95.0 170.9 
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In Tab.5, the value of metric (J) representing the cost 
or penalty associated with our system is minimum 
in our proposed framework as compared to 
traditional fault management systems. The 

comparative graph of metric (J) of the proposed 
framework with traditional fault management 
frameworks is presented in Fig.10. 

 

 
Figure 10: The comparative analysis of metric J 

5 Conclusion 
In this research, a real-time intelligently controlled 
fault management framework is designed that 
involves the Software Defined networking (SDN-
POX) controller using a proposed intelligent 
sensing fault management (TCM) algorithm that 
enables wind turbines' energy system to produce 
fast, reliable, highly efficient, and sustainable 
energy production, with rapid problem 
identification and mitigation. This is possible with 
the integration of the SDN-POX controller with 
Finite State Machine (FSM) using a broker 
protocol, Message Queuing Telemetry Transport 
(MQTT). The robust protection and wind energy 
system stability under variable wind conditions is 
made possible by the SDN-POX controller using 
TCM algorithm logic to compare real-time sensor 
data with reference criteria and initiate exact FSM 
states, including Mitigation Active, Recovery, and 
Resume Normal Mode. By using the TCM 
algorithm, the SDN-POX controller provides rapid 
and real-time fault management in a designed wind 
energy system with low detection and mitigation  
 

 
 
latency (TFD =280 ms and TFSM =30 ms). As these 
values show, the performance of the  
proposed framework is far superior to traditional 
fault management algorithms (i.e., GNN, KNN, 
and SCADA models). The proposed framework 
also provides much lower cost value for the metric 
J (representing the cost or penalty associated with 
our system that is to be minimized) as defined in 
the objective function, including detection delay, 
control delay, false rates, and accuracy as compared 
to traditional fault management methods (i.e., 
SCADA, KNN, and GNN).  
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APPENDIX A 

A1: Designing a wind energy system on MATLAB 

 

1. BEGIN 
#  Defining Simulation Parameters 
Time_Simulation 20;      % total time for which the simulation is performed 
Time_Sample= 0.1;  % time steps (i.e. 0.1,0.2,0.3, .......,19.8,19.9,20) 
R=40;       % Rotor radii (m) 
rho=1.225;         % Air density (kg/m3) 
  GRatio=90;                   % Gearbox ratios 
J=10000;                   % Moment of inertia (kg·m²) 
Damping_coeff =50;         % Shaft damping 

 
2. # Define Variable Wind Speed in m/s 
t = 0: Time_Sample: Time_Simulation; 
SW(t) = 10 + 2sin(0.2πt) + 0.5randn(size(t))); 

3.  

3. # Define Vector array 
ω_rotor = zeros(size(t));     % Rotor speed (rad/s) 
Tm = zeros(size(t));   % Mechanical torque                                                                                
  PE = zeros(size(t));     % Generated electrical power                                                                                             
# Loop for dynamic simulation 
for k = 2: length(t) 

4.  

4. # Mechanical Power & Torque calculation 
λ = (ω(k-1)∙R)/SW(k)    % where ω is the angular velocity of the rotor and R is the rotor radius 

Cp = (0.22).(
116

λ−0.4(β−5)
).e

−12.5

λ    %(β = 0 here for fixed-pitch blades) 

Pm=0.5.rho. π. R2. Cp. Sw3(k)    

Tm(k) = 
Pm

ω(k−1)+0.1
                 

5.  
5. #Shaft Dynamics based on Damping Coefficient 
 (dω/dt = (Tm - Damping_coeff  . ω)/J); 
 ω_rotor(k) = ω_rotor(k-1) + Time_Sample * dω/dt; 

6.  
6. # Electric Power Generation 
 ω_(scaled_up) = ω_rotor (k) +G_Ratio; 
 PE= ω_(scaled_up) .  Tm(k) 

7.  7. END 

 
Working of Algorithm: 
The first command of the algorithm involves 
defining basic simulation parameters, while the 

second command explains the definition of the 
sine function to have variable wind flow (Where 
Sw is the wind speed, the factor (2sin(0.2πt)) shows 
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the periodic fluctuation in wind speed, with 
amplitude = 2 m/s, providing the wind speed can 
vary ±2 m/s from the mean, and the factor 
0.5randn(size(t)) adds Gaussian noise of 0.5 scales. 
The third statement of the algorithm involves 
defining vector arrays to store rotor speed (ω), 
mechanical torque (Tm), and generator power (PE) 
at each time step, as it improves speed and memory 
efficiency, and also runs the simulation step-by-step 
from time t=0 to t=20s.The fourth statement of the 

algorithm explains 
the calculation of mechanical torque using 
aerodynamic equations based on speed ratio (λ) 
and power coefficient (Cp). The fifth statement of 
the algorithm involves rotor speed calculations that 
change due to torque and damping, and integrate 
angular acceleration over time to update rotor 
speed. The last statement explains how electrical 
energy is calculated with the updated rotor speed 
and with a defined gear ratio. 

APPENDIX B 

B1: Integration of sensors with a wind energy system designed on MATLAB. 

 

1. Begin 
2. #Defining sensor arrays 
   sensor _vibration= zeros(size(t)); 
   sensor _temperature= zeros(size(t)); 
   sensor _rotor_speed= zeros(size(t)); 
   sensor _pitch_angle= zeros(size(t)); 
   sensor _torque= zeros(size(t)); 

 

3. # Defining simulation constants (i.e., thermal and pitch angle) 
Temperature= 65;      % °C 
Gain_temp= 0.005;    % °C per watt 
pitch_angle = 12;    % Degrees (fixed in this model) 

4.  

4. for k = 1: length(t) 
% sensor _vibration (simulated as RMS of noise + shaft frequency) 
sensor _vibration (k) = rms (0.02 * randn (1,100)) + 0.001 * ω _rotor(k); 
% Sensor_Temperature (proportional to power output) 
sensor _temperature(k) = Temperature + Gain_temp * PE(k); 
% Sensor_Rotor Speed 
Sensor_rotor_speed(k) = ω _rotor(k); 
% sensor_Pitch Angle Sensor (fixed in proposed framework) 
sensor_pitch_angle(k) = pitch_angle; 
% sensor_Torque 
Sensor_torque(k) = Tm(k) 

5.  

5. # Generation of data sets from sensors for MQTT Logs 
MQTT_data_set = strings(length(t), 1) 
for k = 1: length(t) 
% Construct data structure 
data. Timestamp= datestr (now + seconds(t(k)), 'yyyy-mm-ddTHH:MM:SS.FFF: SS.FFF'); 
    data.vibration= sensor _vibration (k); 
    data.temperature = sensor _temperature(k); 
    data.rotor_speed= Sensor_rotor_speed(k); 
    data.pitch_angle= sensor_pitch_angle(k); 
    data.torque = Sensor_torque(k); 
6. # Convert to JSON-like string (for MQTT payload) 
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MQTT_data_log(k) = jsonencode(data);  
7. end 

 
Working of Algorithm : 
The first three commands of the algorithm involve 
defining basic simulation parameters, while the 
fourth statement of the algorithm explains the 
calculation of vibration, temperature, rotor speed, 
pitch angle, and torque data using vibration, 

temperature, rotor speed, and torque sensors. The 
fifth statement of the algorithm involves arranging 
these data in the form of logs, which is 
continuously updated with a time stamp function 
and then converted into the MQTT protocol 
format (JSON file). 

APPENDIX C 

C1: Working and Designing of Finite State Machine (FSM) 

 
1. Begin 
2. # Defining initial state 
   state = "Normal Mode_NM"; 

 

3. # Control Parameters as an input from SDN  
fault detection_FD = false; 
recovery mode _RM = false; 
normalized stage (RNM) = false; 
4. # FSM logic for outputs 
Active_ brake = false; 
limit_torque = 0; 
pitch_correction = 0; 
5. # Defining Simulation Loop 
for k = 1: length(t) 
6. # Simulated fault trigger at t = 11s 
 if t(k) > 11 && t(k) < 20 
 fault_detected = true; 
    else 
  fault_detected = false; 
    end 
 
7. #Simulated SDN recovery command at t = 15s 
if t(k) > 15 
recovery_signal = true; 
else 
recovery_signal = false; 
 end 

8.  

8. # FSM logic in response to 5 states 
9. # Normal operation state_NM 
case "Normal_Operation" 
brake_active = false; 
torque_limit = 1.0;   % Full torque 
pitch_correction = 0; 
if fault_detected 
state = "Fault_detected"; 
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end 
10.  # Fault Detection_FD       
case "Fault_detected" 
state = "Mitigation_Active"; 
11. # Mitigation state _ MM  
case "Mitigation Active" 
brake_active = true; 
torque_limit = 0.3;   % Reduce torque 
pitch_correction = 5; % Increase pitch to reduce load 
if recovery_signal 
state = "Recovery"; 
end 
12.  # Recovery State _ RM  
case "Recovery" 
brake_active = false; 
torque_limit = 0.6; 
pitch_correction = 2; 
 if ~fault_detected 
state = "Resume_Operation"; 
end 
13. # Resume normalized operation _ RNM       
case "Resume Operation" 
brake_active = false; 
torque_limit = 1.0; 
pitch_correction = 0; 
state = "Normal_Operation"; 
end 
 
14. End       

 
Working of Algorithm: 
The FSM starts in the Normal Operation state. In 
normal operation, the state system runs normally 
with no braking implemented, there is full torque 
(no limit), and no pitch correction is required. 
When a fault is detected by the SDN-POX 
controller, the FSM immediately enters mitigation 
mode. In the mitigation mode, the wind energy 

system is upheld by applying emergency braking, 
limiting torque to 30%, increasing blade pitch to 
reduce energy capture, and FSM waits for the SDN 
recovery signal. If recovery orders are received, then 
the wind energy system goes to recovery mode. In 
recovery mode, the system is relaxed somewhat 
with braking released, and torque is partially  

 
restored (60%) with pitch slowly reduced. Now in 
recovery mode, the FSM waits for the fault to 
disappear and orders from the SDN-POX 
controller, and finally enters again into normalized 
mode (RNM) with full torque (no limit), and no 
pitch correction is required anymore. 
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