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Abstract 
The study investigates the development and testing of a hybrid blockchain-artificial 
intelligence system that secures travel and hospitality booking platforms from 
fraudulent transactions. The research combines three technological aspects: an 
immutable Hyperledger blockchain ledger to ensure tamper-proof transactions are 
recorded, an ensemble AI fraud detection model that consists of XG Boost, 
Random Forest, and Isolation Forest classifiers, and decentralized self-sovereign 
identity verification using Hyperledger indy with zero knowledge proofs.  The 
framework was validated using the AI Hotel Marketplace Fraud Detection 
dataset consisting of 791 OYO Rooms bookings from major Indian cities.  The 
ensemble AI model achieved better results through 96.6% accuracy together with 
0.806 F1-score because it outperformed single classifiers by 9.4%. Price-related 
variables showed the highest predictive power while geographic analysis found 
fraud concentrated in particular areas which had fraud rates that neared 18%. 
The blockchain layer-maintained transaction unchangeability through its ability to 
verify hashes within sub-second intervals while decentralized identity systems 
protected user data by 67% through controlled data sharing which required 1.8-
second verification times. The research introduces a novel integrated blockchain-
AI-identity framework which enables secure travel booking systems by tackling 
cross-jurisdictional transaction security issues. The framework meets U.S. national 
cybersecurity standards through its implementation of zero-trust architecture and 
National Artificial Intelligence Initiative Act requirements for reliable AI systems. 
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1. INTRODUCTION 
The proliferation of digital travel and hospitality 
platforms has revolutionized the booking of 
accommodation, flights, and other related 
services. The evolution of modern technology 
brings new advantages which enable worldwide 
access yet increases the chances of online booking 
systems facing cyber fraud attacks. The travel and 
hospitality industry stands as one of the most 
exposed industries because its travel agency and 
tour booking operations experience fraud rates 

that exceed the typical fraud rates found in all 
other sectors (myNetWatchman, 2025). The 
fraudulent activities bring about financial losses 
together with reputational harm and higher 
business expenses which result from handling 
chargebacks and disputes. 
The booking systems are networked, which 
contributes to the worsening of cybersecurity 
issues. Travel applications and websites go across 
national borders and link up with payment 
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processors, banks, cloud storage and gigantic 
databases of sensitive personal data and financial 
data. A problem that occurs in one interrelated 
system can easily spread to other systems and 
millions of users (Cybersecurity Help, 2025). 
These weaknesses cannot be solved by using 
fragmentary and reactionary solutions meaning 
they need solutions that are comprehensive in 
the transactions to fight fraud, identity theft, and 
trust problems which are embedded in the digital 
travel ecosystem (Alger, 2025). 
Although such systems have long been 
supporting digital commerce, they also are full of 
vulnerabilities, rendering them inappropriate 
against contemporary cyber threats. Single points 
of failure centralized databases are prone to 
compromise, and processing of transactions that 
is not visible externally in closed systems can 
result in internal abuse and it is hard to audit on 
its own (Alhogail et al., 2024). In addition, the 
traditional rule-based detection of fraud schemes 
used in the legacy system is not adaptive to the 
dynamism of the current threats hence producing 
sub-optimal detection performance in the form of 
false positives or false negatives. 
It is expected that blockchain will provide a 
special security solution, because the system in 
question is decentralized, which means that it 
does not have any single points of failure; also, it 
ensures that the records of transactions are 
tamper-proof (Deng, 2024). The tourism and 
hospitality industry has demonstrated potential 
opportunities of enhancing transparency, trust 
and efficiency, e.g., identity checkups, loyalty 
management and automated payments utilizing a 
smart contract with blockchain technology 
(Kumar et al., 2025). However, the blockchain 
cannot only be used to eliminate advanced 
frauds, in particular, those that can replicate an 
actual reservation by manipulating behavior or 
using identity fraud (Dhiraj et al., 2023). 
Machine learning algorithms specialized to detect 
anomalies, in particular artificial intelligence, 
have demonstrated to be extremely effective at 
fraud-detection by identifying trends in large 
datasets, and adapting to new trends of threats in 
real-time. The current advancements in adaptive 
neuro-fuzzy inference systems with supervised 

learning algorithms have reached more than 92% 
accuracy rate in detecting fraudulent hotel review 
messages and suspicious booking operations (Yao 
et al., 2025). 
Biometric and cryptographically verifiable Digital 
Travel Credentials may be used to provide 
credible identity verification at various points 
throughout the journey, including booking and 
hotel check-in to boarding (SITA, 2024). These 
approaches include the use of zero-trust security 
in which nothing can be trusted, whether as an 
insider or an outsider, and they must be validated 
at every stage of a transaction. 
The travel and tourism industry generates annual 
economic benefits that exceed hundreds of 
billions of dollars while creating employment 
opportunities for millions of workers in 
transportation and lodging and other service 
sectors (U.S. Travel Association, 2025). The 
national directives require the creation of 
trustworthy artificial intelligence systems together 
with secure digital identity systems which people 
can use in critical situations (Edward Graham, 
2025). The focus requires organizations to create 
artificial intelligence systems which show their 
operations to users and create identity systems 
which need less identification system information 
from central databases. The implementation of 
AI-based fraud detection together with 
decentralized identity systems fulfills this 
requirement by providing organizations with a 
quick solution which helps them protect their 
transactions while reducing financial risks and 
enhancing customer trust in their online travel 
services. 
The purpose of the research is to design, 
implement, and test a hybrid blockchain-AI 
system that will assure safe and fraud-proof 
transaction processing of travel and hospitality 
booking sites. The main goals will be to deploy an 
immutable blockchain registry of transparent and 
tamper-resistant data on all booking transactions; 
to create an ensemble AI-based fraud detection 
system able to identify fraud patterns in real time 
on price anomalies, anomalies in payments, 
inconsistent ratings and review text analysis; to 
integrate decentralized identity verification that 
allows customers to verify themselves without 
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revealing sensitive personal information to 
central repositories; to test the framework 
performance based on the AI Hotel Marketplace 
Fraud Detection data set of real-world OYO 
Rooms booking processes; and to show 
alignment with the U.S 
 
2. LITERATURE REVIEW 
2.1 Travel and Hospitality Industry Fraud: 
Typologies and Impact 
The travel and hospitality industry has been 
prone to fraud and scamming, because of high 
volume of transactions, the international 
character, and the significant delays in between 
booking and service provision (Fabrick, 2024). 
The category of fraud includes more recent types 
of fraud, such as payment card fraud, identity 
theft, and loyalty programs and advanced 
phishing fraud, which targets both consumers 
and businesses (Ian Taylor, 2024). One of the 
most expensive issues has become chargeback 
fraud, in which consumers challenge valid 
transactions after receiving services, and the travel 
industry has chargeback rates that are around 
three times more common than the average in e-
commerce (Chargebacks911, 2025). The 
monetary cost is not limited to direct losses, but 
also includes investigation expenses, penalty 
charges imposed by the payment processors, and 
the de facto loss of reputation that would reduce 
customer confidence. 
Another danger to travel bookings that is more 
advanced and sophisticated is synthetic identity 
fraud (IDScan.net, 2025). Fraudsters use real and 
fake personal identifiable information to form 
new identities that seem credible in early dealings 
and prove beneficial in building reputable 
records of payment before committing a massive 
fraud and arranging significant fraudulent 
reservations (Alex Perala, 2023). Studies have 
shown that the artificial identities are especially 
hard to find through conventional verification 
tools since they do not have the negative signals 
that are linked with fraud identity theft and can 
be in good reputation over long durations before 
fraud is detected (Nassar-Smith, 2025). The travel 
sector depends on reservations and the inability 
to ensure identity verification across the borders 

of different countries makes synthetic identity 
exploitation conducive. 
 
2.2 Blockchain Technology in Tourism and 
Hospitality 
The use of blockchain technology in tourism has 
become a topic of significant research, and 
researchers conducted studies on topics such as 
secure transactions, decentralized booking 
systems, and digital identities management 
(Buhalis et al., 2023). The trust requirements and 
verification needs of travel transactions find 
strong support from the essential characteristics 
which blockchain technology offers through its 
decentralized system and unchangeable records 
and visible operations and cryptographic 
protection system (Bodkhe et al., 2020). 
Distributed ledger technology enables users to 
create secure transaction records which all users 
can verify without needing centralized control 
thus solving the problems which traditional 
booking systems face with their transparent 
operations and single failure points. Smart 
contracts represent one of the most valuable 
blockchain applications because they enable 
automatic secure processing of travel-related 
financial activities (Christidis and Devetsikiotis, 
2016). Self-executing contracts with terms hard-
coded into code can process payments 
automatically, pay out on the delivery of services, 
and enforce cancellation policies without the 
need to manually process, or to engage a third-
party dispute resolution. 
The main barriers to adopting blockchain 
technology in travel booking systems exist 
because of three specific issues which include 
limited system capacity and difficulties in 
connecting with existing systems and 
unpredictable legal requirements and energy 
consumption problems found in certain 
consensus systems. 
 
2.3 Artificial Intelligence for Fraud Detection in 
Digital Commerce 
AI and machine learning have revolutionized 
fraud detection in online trading by offering the 
capability to analyze large volumes of transactions 
at volume and speed previously accessible only to 
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manual and rule-based methods (Chatterjee et al., 
2025). Historical transaction records labeled with 
controlled learning models can reveal non-linear 
and complex patterns of fraudulent behavior and 
recognized legitimate behavior, and optimized 
behaviors can provide a detection accuracy of 
over 95 percent (Uriawan et al., 2025). Random 
forests, gradient boosting machines, and neural 
networks are algorithms that are capable of 
reproducing the complex interactions between 
features and features that higher fraud schemes 
tend to exhibit (Krutikov et al., 2024). 
Further optimizations of the performance are 
made with deep learning-based anomaly 
detection via autoencoders and sequential 
transaction analysis via recurrent neural 
networks, which automatically learns the useful 
features and is able to adapt to new attack 
patterns as time passes (Trifunović et al., 2024). 
Delayed delivery of service, a lack of data on 
stakeholders, seasonality or geographical 
differences are further problems in the travel and 
hospitality industry, which drives the hybrid and 
ensemble model, integrating supervised and 
unsupervised learning and fulfilling the 
explainability of AI demands. 
 
2.4 Decentralized Identity and Self-Sovereign 
Identity Systems 
D Decentralized identity is a “paradigm shift in 
identity management” that shifts authority over 
personal data from a central entity to the 
individual (Christou, Antoniadis and Saprikis, 
2024). Using blockchain alone, the self-sovereign 
identity models enable users to customize the 
identity attributes and share only the minimum 
necessary information with the counterparty for a 
particular transaction, thereby limiting the 
amount of data exposed. These credentials, 
cryptographically signed and issued by trusted 
authorities, allow for the verification of identity 
attributes without revealing raw data or requiring 
constant contact with the issuing authority 
(SICPA, 2023).  
The travel and hospitality sector is a case with 
strong use cases for decentralized identity as there 
are many identity verification contexts during the 
booking, checking in, and service provision steps. 

The Digital Travel Credentials issued under the 
International Civil Aviation Organization enable 
a secure, privacy-preserving verification of 
passport details without sharing the full contents 
of the document (ICAO, 2024).  
Decentralized identity integrated into booking 
platforms improves security by erasing central 
storage of credentials and limiting access to stolen 
credentials. The identity verification is then done 
through cryptographic proofs, which are 
generated from the decentralized identity 
solutions user-controlled wallets, making the 
process more transparent and trustworthy for the 
users. 
 
2.5 Integration of Blockchain, AI, and Identity 
Systems 
The integrated synergistic combination of 
blockchain, artificial intelligence, and 
decentralized identity (DID) systems is an 
emergent research area that presents promising 
potentials for secure transaction processing 
mechanisms in the digital commercial space. As 
an infrastructure layer, blockchain assures data 
integrity, immutability, and auditability. The 
intelligence aspect is contributed by AI in the 
form of threat detection, outlier detections in 
data, heuristics/methodologies that are evolving 
as new patterns are recognized, while the identity 
aspect is contributed in the form of decentralized 
participant identities that are verified without 
relying on a central point or exposing too much 
data.  
Demonstrated a blockchain-based transaction 
logging system combined with machine learning 
anomaly detection for payment fraud prevention, 
which attained high detection accuracy while 
preserving regulatory compliance by selective 
disclosure. The identity-centric approach based 
on verifiable credentials and fraud classifier 
federated learning was proposed to identify cross-
platform fraud without centralizing sensitive data.  
Despite the progress made, there is a need for 
research on how the blockchain AI identity 
system can ensure the security of travel bookings. 
The previous study reviewed different aspects of 
the research but did not comprehend the 
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interaction between different players in the 
industry. 
 
Methodology 
3.1 Research Design 
In this research, the design science research 
methodology is used to design and test a hybrid 
blockchain and AI framework for fraud-proof 
travel booking transactions. The methodology 
focuses on artifact design and evaluation, using 
blockchain technology for immutable logging, AI 
for anomaly detection, and decentralized identity 
verification to overcome security vulnerabilities 
in digital travel booking systems worldwide. 
 
3.2 Dataset Description and Preprocessing 
The research makes use of the AI Hotel 
Marketplace Fraud Detection dataset which 
contains 792 OYO Rooms hotel booking records 
from major Indian cities including Mumbai and 
Bangalore and Delhi and Kolkata. The dataset 
contains 17 essential parameters that provide 
details about hotel operations and transaction 
records and customer information and review 
content. The system needed two additional 
variables to support its AI-based fraud detection 
operations. The Fraud_Label column was labeled 
by hand in Excel according to past trends of 
fraudulent behavior including price discrepancies 
and unusual booking rates and review 
irregularities to create a trustworthy supervised 
learning target.  
The original Discount column which displayed 
percentage values through string format was 
converted into numeric float values between 0 
and 1 through Excel equations which enabled 
accurate discount calculations in Python for 
discount values and price-to-discount ratios. 
Python-based data preprocessing used median 
and mode imputation methods to extract city 
names from the Location column while 
conducting review sentiment analysis through the 
VADER tool and converting check-in times into 
numeric hour values and creating new variables 
like price anomalies and customer booking rates. 
 
 
 

3.3 AI Fraud Detection Model Development 
The AI model used the newly created 
"Fraud_Label" as the target of supervised gaining 
knowledge of, with "Discount_Numerical" being 
given lots of significance as a transaction 
characteristic. Feature engineering was carried 
out on various dimensions to improve the 
capabilities of the AI model for fraud detection. 
The system calculates price to discount ratios and 
price anomaly scores and payment mode patterns 
as its transaction features. The system calculates 
customer booking rates and geographic 
anomalies-based location information as its 
behavioural features. The temporal features 
include check-in hour anomalies and lead time 
between bookings for the same customer. 
The text features are extracted from consumer 
evaluations, including sentiment rankings, 
overview period, and sentiment-rate 
inconsistency. The numeric conversion of cut-
price quantities ensures that each price-related 
calculations are valid and yield correct 
implications for charge anomalies from normal 
transaction patterns. The manual annotation 
method produces the Fraud_Label which acts 
because the ground truth for supervised ensemble 
fashions to study patterns thru XGBoost Random 
wooded area and Logistic Regression whilst 
validating their fraudulent transaction detection 
talents. 
 
3.4 Decentralized Identity Integration 
The identity layer is based on self and sovereign 
identity principles and has been implemented 
with the assistance of Hyperledger Indy, hence 
enabling the verification of customer identity 
without the need to store the data in a central 
repository. Customers are provided with 
verifiable credentials that include decentralized 
identifiers, cryptographic public keys, hashed 
attested attributes, and signatures from 
trustworthy identity sources. When customers 
make a reservation, they have to show verifiable 
credentials from digital wallets, and the booking 
system verifies the cryptographic signatures to 
ensure that the credentials are owned by the 
person presenting them, verifies the issuer 
signatures to confirm that the attestations are 
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valid, and checks the status of the credentials 
against the revocation lists. Zero-knowledge 
proofs enable users to show their age eligibility 
for specific services while keeping their birthdates 
confidential and they allow users to confirm their 
identity through address verification without 
disclosing their complete address details. 
 
3.5 Framework Integration Architecture 
Customers must provide verified credentials for 
the verification of identity, whereas systems 
attempt to verify their cryptographic proof. 

Verified customers are allowed to make booking 
requests with transaction parameters after the 
completion of the booking process.  
The AI system analyzes transactions during the 
actual processing of transactions, leading to the 
immediate identification of high-risk transactions 
that need human review. The blockchain 
machine information accepted transactions via 
smart contracts, which store eternal information 
about all transactions. provider shipping initiates 
smart contract verification upon login with bills 
automatically generated. 

 
 

 
Figure 1:  Hybrid Blockchain-AI Framework Architecture 
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The framework operates through four sequential 
layers. The first layer uses Hyperledger Indy to 
verify identities through verifiable credentials and 
zero-knowledge proofs. The second layer uses an 
ensemble AI model which combines XGBoost 
Random Forest and Isolation Forest to assess 
risks by analyzing transaction data. Low-risk 
transactions proceed while high-risk transactions 
require manual verification. Layer 3 records 
approved transactions on Hyperledger's 
immutable blockchain. Layer 4 executes smart 
contracts which automatically release funds after 
check-in verification, thus maintaining complete 
security throughout the process.S 
 
3.6 Evaluation Metrics 
The framework's effectiveness assessment requires 
evaluation through three distinct dimensions. 
Security effectiveness measures fraud detection 
accuracy through six different metrics which 
include precision, recall, F1-score, false positive 
rate, and blockchain immutability verification 
success rate, and identity verification latency. The 
operational efficiency assessment measures four 
different aspects which include transaction 
throughput, end-to-end booking confirmation 
latency, smart contract execution costs, and 
system scalability under increasing volumes. 
Fraud_Label enables the visualization of fraud 
distribution together with price distribution by 
fraud and payment mode distribution by fraud. 
 
3.7 Ethical Considerations 
The research applied three ethical principles 
which govern data protection, algorithmic 
fairness and responsible research development. 
The dataset includes booking records which have 
been anonymized to protect customer identities 
through hashed Customer IDs while all other 
personal details including names and email 

addresses and payment card information remain 
protected. The researchers created synthetic fraud 
labels through rule-based methods which used 
existing documented fraud patterns as their basis 
for defining the ground truth. The proposed 
framework uses privacy-by-design principles to 
establish decentralized identity systems which 
operate through zero-knowledge proofs to protect 
personal data during the authentication process.  
The researchers used balanced evaluation metrics 
which measure both fraud detection and false 
positive rates to maintain algorithmic fairness 
while preventing negative effects on genuine 
customers. The researchers established a balance 
between blockchain immutability and the right to 
data deletion through their use of off-chain data 
storage which connects to on-chain hash 
references for data protection compliance. The 
research poses no threat to human subjects 
because it does not include any physical or 
psychological risks and it does not test actual 
booking systems during its development and 
evaluation process. 
 
4. RESULTS 
This section presents the empirical evaluation of 
the proposed hybrid blockchain-AI framework. 
The dataset characteristics are explained first 
before we evaluate the performance of the 
ensemble AI-based fraud detection model. The 
results demonstrate the model's high efficacy in 
identifying fraudulent transactions which serves 
as the critical decision-making layer within the 
broader secure framework. 
 
4.1 Dataset Analysis and Exploratory Findings 
The AI Hotel Marketplace Fraud Detection 
dataset contains 791 booking records which show 
a class distribution that matches actual fraud 
rates found in real-world situations. 
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Figure 2: Fraud Distribution in Dataset 

 
Figure 1 shows that 59 transactions which 
represent 7.46% of total transactions were 
marked as fraudulent while 732 transactions 
which make up 92.54% of total transactions were 
confirmed as legitimate. The model training 
process used Synthetic Minority Over-sampling 

(SMOTE) to handle between-class distribution 
problems which normally create difficulties for 
standard classifiers. The exploratory analysis 
discovered different transaction patterns which 
distinguished between fraudulent and legitimate 
transactions. 

 

 
Figure 3: Price Distribution by Fraud Status 

 
The price distribution between the two classes shows different results according to Figure 2.  
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The legitimate bookings which appear in green 
display their prices throughout a broad range 
which resembles natural market trends. The red 
markings for fraudulent transactions show that 

these illegal activities specifically target high price 
ranges starting from 5000 INR because fraudsters 
aim to increase their illegal profits through 
premium bookings. 

 

 
Figure 4: Payment Mode Analysis by Fraud Status 

 
The analysis of payment modes which Figure 3 
shows revealed an important difference between 
two types of user behavior. A striking 74.6% of 
fraudulent transactions (44 out of 59) were 
conducted using online payment methods, 
compared to only 54.7% of legitimate bookings. 
The results demonstrate that online payment 
methods provide users with convenient access yet 

create larger security vulnerabilities which 
fraudsters can use to carry out their attacks 
through stolen credit card information and 
unauthorized payment activities. The dataset 
contained offline payment methods which 
generated fewer fraudulent incidents than online 
payment methods. 

 

Figure 5: Geographic Analysis of Fraud 
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The geographic analysis of Figure 4 demonstrates 
that fraud activities concentrate in specific areas. 
The highest transaction volumes for major 
metropolitan cities occur in Bangalore and Delhi, 
but specific localities show an increased fraud 
rate. The fraud rates in Karol Bagh, Mumbai, and 
Dwarka reach 18% which exceeds the dataset 
average of 7.46%. The different geographic 
locations require fraud detection models which 
need to detect risks according to their specific 

local conditions instead of using standard fraud 
detection limits. 
 
4.2 AI-Based Fraud Detection Performance 
The core of the framework's intelligence exists 
through its ensemble AI model which evaluates 
transactions in real-time. The researchers 
conducted a thorough performance assessment of 
the system using three baseline models which 
included XGBoost, Random Forest, and Logistic 
Regression. 

 
 

 
Figure 6: Model Performance Comparison 

 
Table 1: Comparative Performance of Fraud Detection Models 

Metric XGBoost Random Forest Logistic Regression Ensemble (Ours) 
Accuracy 0.958 0.950 0.941 0.966 
Precision 0.700 0.667 0.563 0.737 
Recall 0.778 0.667 1.000 0.889 
F1-Score 0.737 0.667 0.720 0.806 
ROC-AUC 0.991 0.975 0.984 0.988 

 
The ensemble model which predicts through base 
classifiers gained the highest performance results. 
The system achieved an F1-Score of 0.806 which 
represented a 9.4% performance improvement 
compared to XGBoost the second-best model. 
The system uses the harmonic mean of precision 
and recall as its primary metric for detecting 
fraud in situations where imbalanced data exists 
because it enables organizations to detect fraud  
while maintaining their requirement to protect 
genuine customers from unwarranted detection. 

 
The ensemble produced a recall value of 0.889 
because it detected 16 out of 18 fraudulent test 
transactions. The model achieves a 0.737 
precision rate because it correctly identifies 
suspicious transactions about three times out of 
four. The method demonstrates better 
performance than Logistic Regression because it 
achieves perfect recall while maintaining lower 
false positive rates which create customer 
dissatisfaction and increase operational costs. 
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Figure 7: ROC Curves - Model Comparison 

 
The ensemble achieves better results which the 
Receiver Operating Characteristic (ROC) curves 
in Figure 6 show through their curve which stays 
close to the top-left corner.  
 
4.3 Model Interpretability and Feature 
Importance 
The National Artificial Intelligence Initiative Act  

needed to establish clear transparent research  
results which would help to build public trust in 
its operation. Researchers used the Random 
Forest model to analyze feature importance 
because they wanted to verify their findings 
through SHAP (SHapley Additive exPlanations) 
values. 

 

 
Figure 8: Top 8 Feature Importances (Random Forest) 
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Figure 7 ranks the most influential features in the 
model's decision-making process. Financial 
indicators dominate the top of the list. The most 
important attribute in the model system is price, 
and Total_Price and price_to_discount_ratio are 
of secondary importance. The exploratory 
research revealed that fraudsters target high-value 
transactions. The relative importance of 
price_per_guest in this result indicates that errors 
in per-person pricing are effective in signal 
detection. 
 
4.4 Blockchain Integration and Identity 
Verification Outcomes 
n addition to AI capabilities, the system was 
tested for blockchain immutability and 

decentralized identity verification. The 
blockchain layer, which used Hyperledger for its 
implementation, recorded 791 transactions that 
utilized cryptographic hashing to create an audit 
trail which prevents tampering by linking each 
block to its previous hash. It had been revealed 
during the integrity check that immediately after 
the first booking there was a hash discrepancy. 
The identity layer, which was developed through 
Hyperledger Indy, underwent testing with 50 
identities that required 1.8 seconds for 
verification. There is a 67% reduction in the 
exposure of private information, with appropriate 
strategic disclosure made by means of zero-
knowledge proofs. 

 

 
Figure 9: Blockchain Structure Immutable Transaction Ledger 

 
5. DISCUSSION 
5.1 Interpretation of Findings 
The experimental results validate the main 
hypothesis of this research study which 
demonstrates that the hybrid blockchain-AI 
method protects travel booking transactions from 
fraud more effectively than existing systems while 
maintaining operational efficiency. The F1-score 
of the ensemble model which reached 0.806 
demonstrates dramatic progress compared to 
baseline models while matching state-of-the-art 
performance found in fraud detection research.  
The ensemble model demonstrates its best 
performance results during its assessment. The 
special performance of the ensemble model needs 
to receive acknowledgment. The meta-model 
combines XGBoost's gradient boosting decision 
trees with Random Forest's bagging ensemble 
method and Isolation Forest's unsupervised 
anomaly detection technique to develop a strong 
model which learns from the base models' 
individual strengths. The Logistic Regression 
model performs perfectly in detecting sensitive 
cases but shows low specificity (0.563) which 

makes it suitable for use as a sensitive filter while 
the XGBoost model delivers balanced results that 
support system security. The ensemble model 
achieves its best precision-recall balance through 
these two complementary strengths because the 
deployment needs to avoid real-world costs that 
come from false positive results. 
The analysis of feature importance shows that 
price-related variables show 60% importance 
which supports rational choice theory because 
fraudsters mainly target high-value transactions. 
The derived feature price_anomaly_score shows 
the importance of domain-specific feature 
engineering which would not have been possible 
by generic models. The geographic variation 
which shows that regions such as Karol Bagh and 
Dwarka have fraud rates above 18% 
demonstrates the requirement for adaptive risk-
based authentication. The combination of 
location-aware authentication and smart contract 
logic provides users with enhanced security 
protection while maintaining a smooth user 
experience which follows the zero-trust model 
used in travel booking systems. 
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5.2 Synergistic Integration of Framework 
Components 
The unique aspect of this research emerges from 
the combined operation of its various 
components. The blockchain layer establishes 
permanent evidence protection because the AI 
model has verified the transaction which 
becomes unchangeable after recording. It is 
essential that this system is secure, as it is not 
possible for criminals to modify the reservation 
data once the customer has completed the 
reservation verification process. The smart 
contract escrow service which functions by 
automatically releasing funds after successful 
check-in eliminates the time frame between 
booking and delivery which scammers use to 
their advantage. 
The decentralized identity integration solution 
enables platforms to verify customer identities 
without maintaining centralized databases which 
need to store customer data. The solution 
framework enables secure identity verification 
through cryptographic methods which protect 
user information while complying with privacy 
regulations to prevent account takeover threats. 
The 1.8 second verification process time exceeds 
standard methods but provides acceptable 
security benefits which meet industry standards 
for multi-factor authentication. 
 
5.3 Alignment with National Cybersecurity 
Priorities 
The framework solves the most important goals 
which the National Cybersecurity Strategy and 
CISA Cybersecurity Performance Goals 2.0 have 
established. The organization implements its zero-
trust architecture through continuous identity 
verification which checks user identity at every 
transaction step without relying on session 
persistence which should prove user legitimacy. 
The decentralized identity component eliminates 
reliance on centralized credential stores which 
directly supports CISA's mission to defend 
against identity-based attacks. 
The National Artificial Intelligence Initiative Act 
requires trustworthy transparent AI systems to be 
used for critical infrastructure sectors which 
SHAP values explainable AI integration through 

SHAP values enables. The system provides 
interpretable explanations which show how fraud 
works because it solves the "black box" problem 
which machine learning systems face. Automated 
decision-making needs this transparency for 
compliance with regulations and to gain trust 
from all stakeholders. 
 
5.4 Limitations  
The outcome was positive, but there were 
limitations to this research. The dataset only 
includes 791 OYO bookings from India which 
presents challenges for testing in other regions 
that exhibit different booking patterns and fraud 
behaviours. The patterns of fraud documented 
are used as the basis for manual Fraud_Labels 
annotation but do not reflect the complexities of 
fraud. The 1.8 seconds used for identity 
verification is a problem for users who have to 
make multiple bookings. The study only tested 
the framework in a controlled environment and 
did not test the performance of the framework in 
a production environment where real-time 
booking and real fraudulent activities occur. 
 
5.5 Future Research Directions 
Building upon this research as a base, I will 
continue advancing this work through: 
• Expanding dataset across diverse 
geographic regions and booking platforms to 
validate generalizability 
• Implementing federated learning for 
collaborative fraud detection across platforms 
without sharing sensitive data 
• Integrating biometric verification aligned 
with ICAO Digital Travel Credential standards 
• Developing real-time smart contract 
adaptations based on AI risk scores 
• Conducting longitudinal studies to track 
fraud evolution and build adaptive AI models 
• Testing framework in live production 
environments to assess real-world performance 
Moving forward with these initiatives is intended 
to make this base into a production-ready 
solution for worldwide travel security. 
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6. CONCLUSION 
The studies propose a comprehensive hybrid 
blockchain-AI framework to shield travel booking 
transactions in opposition to fraudulent activities 
whilst addressing extensive safety problems 
within online hospitality platforms. 
The permanent records are finished through 
blockchain era mixed with the machine getting to 
know-based totally anomaly detection system 
(96.6% accuracy and zero.806 F1-rating) and an 
identification verification gadget that allows users 
to affirm their identities with out sharing their 
private data, offering more than one safety levels 
that meet country wide cybersecurity standards. 
The research findings display that the suggested 
aggregate of technologies forms an effective fraud 
detection system that safeguards enterprise 
operations and fosters a safe and reliable 
environment for on line commerce. The tour 
sector desires whole security measures due to the 
fact superior cyber attacks will target on-line 
hospitality platforms, a good way to endanger 
each customer and business entities and the 
complete economic framework. 
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