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Cybersecurity, anomaly detection, One of the most important security issues of the current enterprises is the insider
insider threat detection, Security threats, followed by the big data breaches and financial loss. Conventional
Operations Center, and machine security solutions that involve perimeter barriers cannot identify malicious
learning, endpoint monitoring, activities that are caused by internal trusted networks. In this paper, the presented
Random  system named Anomalert is a distributed Security Operations Center-based system,

automatic  response,

Forest, and Isolation Forest. which has connected ongoing endpoint monitoring with machine learning-driven
anomaly detection and an Al-based platform of threat validation to detect insider
Article History threats and respond to them automatically in real-time. The architecture of the
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system consists of three layers: endpoint data collection that executes four classes of
specialized monitoring agents, SOC analysis engine with central analysis which
uses hybrid detection algorithms like random forest, isolation forest, and rule-based
detection, and threat management through wvisualization dashboard. Anomalert
incorporates the concept of contextual validation, based on the Gemini Al engine,
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and offers its opportunities for automated response. The endpoint collector is a
windows-installable application developed by us, as well as the analysis engine
being run on the EC2 infrastructure of AWS. Anomalert was successfully used in

Saleem . ‘ o o
the experimental evaluation to identify the anomalous patterns of authentication,
unauthorized access to files, suspicious processes of execution, and abnormal
network behavior with close to real time response ability. The system balances the
performance of the insider threat detection system, and operational efficiency.

INTRODUCTION

A. Problem Statement

The insider threats that can be either intentional
or inadvertent but committed by employees,
contractors or business partners with legitimate
access to organizational systems are a constant and
growing security challenge. In contrast to external
attacks, where an attacker must hack the
perimeter systems, insider threats originate out of
trusted parties already within the safety perimeter.
According to various recent industry reports,
insider incidents account for massive portions of

data breaches, with average remediation costs of
incidents running into millions of dollars [1].
Insider threats are challenging to detect since
insiders have legitimate access privileges, making
their malicious activities difficult to distinguish
from normal behavior [2]. Conventional security
systems including firewalls, intrusion detection
systems, as well as antivirus programs are
structured to combat attacks that originate
externally to the environment. Such tools cannot
add any context of awareness and behavior
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monitoring to identify small anomalies in the
actions by legitimate users. Also, the incident
detection process of security teams by manually
reviewing logs as one of the strategies to detect
multiple incidents is, by definition, labor-
intensive, has error issues, and is very bulky in the
context of very large environments with millions
of log entries in a single day.

B. Threat Model

Anomalert addresses the insider threat from many
attack vectors:

1) Authentication Abuse: Denial of Service
Attack: Ratfink attack, rogue credential (attempts
to impersonate credentialed user) or rogue
privileged project (uses privileges far above normal

TABLE 1

COMPARISON

PLATFORMS

Feature Splunk ES Exabeam
Core Focus SIEM + UBA Behavior
Analytics

Detection Peer Baselining + Smart

Method Corre- Timelines
lation Risk Scoring

Endpoint 3rd-party Agents  Existing Logs

Monitoring

Prevention Alerts Only SOAR

Integration

Scalability Hybrid Cloud/Hybrid

Explainability Dashboard Investigation
Analytics Timelines

Deployment  Complex + Prof. Cloud SaaS
Services

Cost Model ~ Data Volume Per-User Sub.
Licensing

Customization Extensive but Limited (SaaS)

limits) authentication Attack (attempted violate)
distracters will include variations on this call.
2) Data Exfiltration Unauthorized file access

(involving  copying
another device, e.g.
downloading of files.

3) Malicious  Process

sensitive

USB)

information to

and/or

over-

The

execution:

execution of illegal software, the implementation
of malware, the mining of cryptocurrencies,
processes that consume a lot of resources.

4) Network-Based Attacks: Sending of data
to unknown or suspicious external IP address,

abnormal use of port, an

excessively  large

outbound

connections,

command-and-control communication trend.

Forcepoint Securonix
Risk-Adaptive Cloud-
DLP NativeAnalyt-

1Cs

Contextual Risk AI/ML

Indica- Proprietary
tors
Native DLP Log
Agents Aggregation
Adaptive Orchestration
Blocking
Enterprise Cloud Native
Policy Alerts Score

Breakdown

Enterprise Install Cloud SaaS
Enterprise Cloud Sub.
License
Policy Config Limited

OF ANOMALERT WITH COMMERCIAL INSIDER THREAT DETECTION

Anomalert

Endpoint
Monitoring +
Hybrid ML + Al
Validation

Hybrid (RF + IF +
Rules) +

Gemini Al

Native Multi-Agent
(Auth,
Access,
Network)
Built-in Automated
Response

Cloud SOC +
Endpoints

Al Natural

Language

Process,

Windowslnstaller

(Self-
Deploy)
Open-Source ML +
Cloud

Full

Access  to
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Complex
The system presumes that the attackers will be
able to gain access using valid credentials; they
will be permitted to access endpoint systems, but
they will act contrary to the baseline.

C. System Overview

Anomalert is an endpoint
monitoring framework for insider threat detection
that showcases a modular architecture, with four
specialized real-time agents responsible for
capturing authentication activities, file access,
process execution, and network behavior (3], [16].
The detection is done through a hybrid system
that includes classification done by Random
Forest in a supervised fashion, unsupervised
anomaly detection done by that of the Isolation
Forest, and logical rule-based to offer a good
multi-layer widely spread threat detection. For the
reduction of false positives and an explanation of
alerts, the system integrates the Gemini Al engine
to contextually validate alerts (4], [6]. This type of
end-toend pipeline includes automated log
collection, identification, validation, using Al,
alerting, and mitigation measures. While
production-ready ~ deployment  includes  a
Windows-installable endpoint application
packaged with Pylnstaller and NSIS [5], supported
by cloud-based SOC infrastructure on AWS EC2.

all-inclusive

II. LITERATURE REVIEW

A.Traditional Approaches

The earlier insider threat detection systems were
based significantly on signature-driven detection
and the predefined rules. These systems would
flag specific actions [7], such as after-hours access
or large file transfers, but suffered from high false
positive rates and inability to detect novel attack
patterns [8]. Hostbased intrusion detection
systems and SIEM systems combine logs of many
sources but must be configured and parameterized
manually with extensive knowledge to be useful at
event correlation.

B. Machine Learning Approaches

Motivations behind behavioral analysis Access to
machine learning, which works with recent
research, has been on the rise. Various supervised

(Proprietary) Logic
learning approaches, such as Random Forest,
Support Vector Machines, and neural networks,
have been used to classify user behavior as benign
or malicious by using labeled training data [12],
[13]. Gaining enough labeled datasets that capture
insider threats is, however, a hard feat because the
occurrence and sensitivity of such cases are rare.
Unsupervised learning approaches address the
issue of the unavailability of labeled data by
detecting without any  prior
information about the patterns of attacks.
Isolation Forest [15], One-Class SVM, and
clustering algorithms prove to be efficient in
highlighting deviations of behavior from normalcy
[9], (10], [11]. Several hybrid approaches have
been developed that combine supervised and
unsupervised methods with better detection
accuracy and lower false positives [14].

anomalies

C. Commercial SIEM and Insider Threat
Detection Platforms

1) Splunk Enterprise Security Splunk is one
of the most popular SIEM systems that includes
log - aggregation, search, as well as the User
Behavior Analytics. Splunk uses the peer group
baselining in the process of determining normal
behavior patterns and executes deviation
detection by means of statistical analysis. The
strongest points of Splunk are the flexibility of the
hybrid implementation on premises and clouds
and a good ability to integrate it with the third-
party security tools. Most of the Splunk detections
are, however, based on correlation rules and
statistical baselining which creates high false
positive rates in dynamic environments TABLE 1.
This is a platform that is more alert oriented
rather than automated response making
intervention by the security teams into a manual
process. Moreover, Splunk’s volume ingestion-
based licensing model gets very expensive for
large-scale deployments [17].

2) Exabeam Security Operations Platform
Exabeam specializes in analytics of behavior, and
it has a Smart Timelines feature, which is used to
create chronological sequences of user activity and
identify anomalous patterns. The platform focuses
on automating the workloads of analysts through
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automated workflows in investigation and scoring
risks. Exabeam offers auto answers features
through the integrations with SOAR solutions
but does not include endpoint data collection
agents in its native form and uses available sources
of logs. TABLE 1 The platform primarily runs in
cloud and hybrid environments and has scalability
that is good. Nevertheless, the effectiveness
heavily depends on the quality and completeness
of input data provided by the integrated systems
[18].

3) Forcepoint Insider Threat Strong support
of insider threat situations; Forcepoint offers risk-
adaptive Data Loss Prevention. The system
operates on dynamically driven security policies by
using contextual risk indicators to modify the
security policies based on the behavior a user does
and the sensitivity of the content. Forcepoint does
very well in adaptive blocking, automatically
restricting high-risk activities in real time [19]. It is
an enterprise-level deployment platform that has
ample policy management features. The strategy
that Forcepoint takes is however highly DLP-
centric with a heavy concentration on data
exfiltration as opposed to more generic insider
threat cases like executing malicious processes or
abusing authentication TABLE 1. Resolving. it
with the other security infrastructure might
require a lot of configurations.

4) Securonix Next-Gen SIEM Securonix is a
cloud-based security analytics solution, which
employs Al and machine learning models to
identify threats. It employs more sophisticated
correlation algorithms and has a noise suppressing
focus, as well as orchestration abilities to
automate response. Securonix is cloud-based and
therefore scales easily; it absorbs data volumes
well, yet like any other commercial solution, it
needs a big investment in professional services to
be launched and tuned Table 1. The machine
learning models are proprietary and thus not very
transparent or customizable to organizational
context [20].

D. Gaps in Existing Solutions

1) Fragmented Monitoring: Most solutions
will only monitor single data sources like network
logs but not the overall endpoint activity.

2) Large False Positive Rates: Excessive alerts
cause alert fatigue, and the reaction to legitimate
threats will be delayed.

3) Inadequacy in Diffusion of Context:
Most of the detection systems do not have tools to
explain why a certain event is considered
suspicious.

4) Complexity in  Deployment:  The
prototypes in the academics are typically not ready
to be used in production and demand a major
modification.

5) Limited Automation: Majorities of the
systems are detection-oriented and do not have
automated response features.

III. SYSTEM ARCHITECTUR

A. Architecture Overview

Anomalert follows a tiered, SOC-centric
architecture that is designed for high-fidelity
endpoint monitoring and autonomous incident
response [21]. As shown in Fig. 1, the system is
decomposed into three functional layers to ensure
modularity and fault isolation:

1) Endpoint Data Collection Layer: uses
lightweight multithreaded agents to consume
telemetry related to file system integrity,
authentication vectors, process lifecycle, and
network flow [22].

2) Centralized SOC  Analysis  Layer:
Orchestrates log normalization, multi-modal
threat detection, by combining supervised and
unsupervised learning along with LLM-based
contextual validation [23].

3) Visualization and Response Delivery
Layer: Enables human-in-the-loop oversight
through a web-based dashboard. It delivers
actionable intelligence and initiates automated
mitigation protocols [24].

B. Design Objectives

The framework is engineered according to the
following principles:

. Extensibility: The decoupled monitoring
agents provide specialized deployment, and the
reconfiguration of the underlying analysis engine
is unnecessary.
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. Cryptographic Integrity: Data in transit is
secured via Secure Shell-SSH utilizing RSA-2048-
bit PEM-based authentication [25], [26].
. Operational  Latency:  The
pipeline is Tun on a near-real-time sliding window
of 60-second intervals to balance computational
overhead with speed of detection [27]

. Interpretability: Going beyond binary
classification, the system uses LLMs to generate
human-understandable XAI (explainable Al)
outputs that fill the gap between raw telemetry
and human judgment [28].

analysis

IV. ENDPOINT DATA COLLECTION LAYER
A.Monitoring Agent Architecture

The endpoint data collection layer uses a modular
architecture that includes four different types of
monitoring agents to ensure complete visibility
with minimal operational overhead: the Access
Log Agent, Authentication Log Agent, Process
Monitoring Agent, and Network Monitoring

Anomalert Agent (Logs Collector)

Authentication
( Agent Access Agent]—b[Process Agent]—b{Network Agent]
|

¥

. . Windows Application
[ Orchestration Script ]——-)[ (Pyinstaller/NSIS)

Agent [29], [30]. The Access Log Agent utilizes
platform-specific APIs to monitor file system
operations, such as creation, modification, and
unauthorized access while filtering routine system
noise and focusing on user-initiated activity [31].
According to the Authentication Log Agent, the
local and remote login vectors are monitored and
all successful and failed attempts, durations of a
session, and escalation of privileges are recorded
(e.g., through sudo or UAC) to identify indicators
of credential misuse. The Process Monitoring
Agent identifies malicious execution or resource
exploitation by capturing granular telemetry-
including parentchild process relationships
(PID/PPID), command-line arguments, and
CPU/RAM utilization [32]. Finally, Network
Monitoring Agent tracks metadata involving
inbound and outbound connections including IP-
port tuples, and amounts of data transferred in a
bid to readily detect exfiltration.

Anomalert Web

v
Dashboard

l

Cloud Hosting (AWS: EC2 Instance)

Logs Logs Hybrid Alerting &
Reception Pr il D i

Feat Random Yasei
i eature Forest/Isolation
[Logs parslng] [ Engineering ] Forest m

SSH + PEM l y

[ Users ] [ Threat Found ]

[ User Logs ]

Fig. 1. AnomalLert Architecture: A three-level insider threat detection system, which includes the Endpoint
Layer for surveillance agents attached to collect the Windows logs; the Centralized SOC Layer which
encompasses safe log transmission via SSH+PEM, log processing, hybrid detection, GMini Al validation,
and automated corrective action/notification; and the last one, the End User Visualization Layer
dashboards to monitor the activities, details relating to threats, explanations by Al to make improved

choices, and management of alerts.

B. Data Serialization and Transport

In practice, the monitoring agents
structured logs in CSV format in real-time, using
ISO 8601 timestamps and a normalized schema
for each field to make outputs crossplatform

create

consistent and much easier to process
downstream [33]. Such messages are buffered in-
memory and written out to disk as commonly as
possible following a log rotation policy that does

not allow disk to run out of space without losing
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the forensic history. A centralized orchestration
script runs every five minutes, which aggregates
these logs into timestamped, integrity-validated
batches, and optionally compresses them to
reduce network bandwidth usage [34]. The valid
telemetry is safely sent to the centralized SOC
server; the validation creates an SSH tunnel with
credential authentication by use of PEM files that
ensures end-toend confidentiality of the
credentials. On successful transfer confirmation,
it performs local cleanup to manage storage at
endpoints, thus balancing the near realtime
requirements at the detection layer with
computational and networking efficiency [35].

C.Windows Application Deployment

To support enterprise-scale deployment on
Windows endpoints, the data collection system is
packaged as a professional installable application
using Pylnstaller [36] and the Nullsoft Scriptable
Install System. Pylnstaller bundles together the
Python interpreter, dependencies (e.g., pandas
and paramiko for SSH), monitoring agents, and
orchestration scripts into a standalone single-file
executable called LogCollector.exe [37]. This has
both code obfuscation to protect the intellectual
property, and it also requires no additional
python image to install on target systems. It
contains an installer of the NSIS, the name of
which is Anomalert.exe, to offer the typical
Windows setup process, which includes a branded
welcome screen, license agreement to approve of
ethical and legal compliance of monitoring, a
user-configured installation directory, defaulting
to C:Files, installation of the executable,
automatic registration to start the system via a
registry entry in HKCU, elevation requests to
have an  appropriate  configuration, and
development of an all-inclusive uninstaller with a
clean-up of the registry. This strategy also allows
constant unattended data operation, allowing the
log collector to boot at boot time and initialize all
the agents with the help of the enterprise software
distribution standards to ease the administration.

V. CENTRALIZED SOC ANALYSIS LAYER

A. Centralized Analysis and Hybrid Detection
Framework

The centralized SOC analysis engine is hosted on
an AWS managed EC2 Ubuntu instance,
managed via system to ensure a highly available
and faulttolerant environment [38]. When logs
are submitted into the system through a secure
SSH directory, the system will execute a
multiphase normalization pipeline, such as UTC,
numerical  featurescaling, and  categorical
encoding, storing the results in pandas
DataFrames while maintaining idempotency
through JSON-based state tracking [39]. The core
detection logic uses a hybrid framework: a
Random Forest classifier for supervised threat
identification, an Isolation Forest algorithm for
unsupervised anomaly detection of” zero-day”
patterns [40], and deterministic rule-based engine
to attract high-risk heuristics like unauthorized
USB mounting or abusing valuable resources.

B. Al-Powered Validation and Autonomous
Response

To minimize alert fatigue, flagged events are
subjected to contextual validation through the
Google Gemini Al engine, which correlates
disparate telemetry against historical baselines to
filter false positives and generate Explainable Al
(XAI) narratives for SOC analysts [41], [42].
Confirmed threats trigger a structured JSON
payload with detection scores, metadata, and
mitigation steps that is dispatched via automated
SMTP alerts and logged for forensic auditing [43].
The architecture eventually enables quick incident
mitigation through simple to set up response
processes like autonomous account lockouts,
malicious process execution, and network
isolation, therefore closing the gap between real
time detection and preventive response.

VI. IMPLEMENTATION AND
TECHNOLOGY STACK

The Anomalert deployment is built around a
high-performance backend stack based on Python
3.12, driven by pandas and NumPy for data
processing and feature engineering [44]. Machine
learning models are also trained with scikitlearn
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using a Random Forest (100 estimators) and an
[solation Forest (contamination = 0.05) with a
joblib serialization to infer with low latency 45.
This will be integrated with Google Gemini Pro
APl to provide threat explanation and
confirmation by using LLM. The SOC analysis
engine is deployed on an AWS EC2 t3 [28].
Medium instance with Ubuntu 22.04 LTS and we
have management service persistence and near
real time-processing units of system in a one-
minute cadency. Telemetry security is maintained
through SSH with PEM-based public-key
authentication [35], managed programmatically
using the paramiko library. Lastly, the serverless
dashboard will be deployed by the Vercel global
CDN, and endpoint monitoring agents are coded
as Python standalone binaries executed on
Windows and bundled in the Nullsoft Scriptable
Install System (NSIS) to deploy them to and
survive thousands of enterprise-scale deployments.

VIL. EXPERIMENTAL EVALUATION

A. Random Forest Classification Analysis

The supervised learning aspect of the Anomalert
system was made to be tested to detect known
insider threat signatures with the use of a
Random Forest classifier. It achieved a strong
Accuracy of 96.4% percent thereby true to the
generalization of well-known attack patterns
without failure in generalization on unknown
information. This was further substantiated by an
overall balanced Flscore of 95.4% varying
percentages of Precision of 95.1% and recall of
95.8% Fig.2. To this extent, these findings
demonstrate that the ensemble-based method is
useful to minimize the occurrence of false
positives in a centralized SOC setup without
decreased performance that is common with
overfitted models.

Random Forest Classification Performance

100 96.4% 95.1%

80 A

60 -

Percentage (%)

40 -

20 1

95.8% 95.4%

Accuracy

Precision

Recall F1-Score

Fig.2 Random Forest Performance Graph

B. Isolation Forest Anomaly Detection
Performance

To deal with the insider threats of the so-called
zero-day algorithm of Isolation Forest was
presented to design the anomaly detection
method in learning without supervision. Given
that unspecified behavioral changes are tricky to
pick up, the model realistically performed a
Precision of 89.2% and a Recall of 87.5%. This

led to an assurance of its ability to outlier
isolation in user telemetry even in non-ideal
conditions based on the Fl-score of 88.3%. In
addition to that, the proposed model achieved an
AUCROC of 91.6% Fig.3, which shows that it is
highly discriminative to distinguish between the
use of the system by legitimate users and advanced
anomalous actions.
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Isolation Forest Anomaly Detection Results

100 A

80 A

60 -

Score/Percentage

40 A

20 A

89.2% 87.5%

o
88.3% 91.6%

Precision Recall

F1-Score AUC-ROC

Fig.3 Isolation Forest Performance Graph

viil.  DISCUSSION

The experimental evaluation of the Anomalert
system confirms that a hybrid detection approach
synthesizing supervised learning, unsupervised
anomaly detection, and rulebased heuristics
identifies a wide range of insider threat vectors
with substantial reduction in false-positive rates
due to Alempowered validation [46]. These
benefits notwithstanding, the restrictions involved
with this system are inherent in the ability to
detect advanced slow-and-low attacks and the
requirement to use high-fidelity labeled datasets to
train  supervised models. Lastly, current
operational needs to continuously monitor
endpoint pose a complicated socio-technical
complexity because an organization needs to
consider its strict security requirements with
ethical business principles to maintain privacy of
its people, organizational trust, and adherence to
the global data protection standards, including
GDPR.

In the future, research will be directed to the
advancement of the detection core using deep
learning architectures: Transformers for temporal
behavior modeling, and GNNs to visualize and
intercept lateral movements [47]. The roadmap
also includes the integration of more advanced
XAI techniques like SHAP or LIME, providing
deeper transparency for automated decisions,
while developing federated learning protocols will
enable cross-organizational collaborative training
without compromising data privacy [48]. Lastly, it

will be augmented by adding interoperability to
Anomalert with enterprise  SIEM/SOAR
ecosystems and environments supporting Linux to
guarantee a scalable, multi-platform defense
system capable of proactively searching the threat
in an increasingly heterogeneous corporate
infrastructure.

IX. CONCLUSION

The current paper introduced the Anomalert
which is an insider threat detection and
automated response system based on Al and is
distributed. The system bridges significant
vulnerabilities in the current security solutions by
providing the ability to monitor the mainstream
of endpoints, hybridized mechanism of detection
(mixture of machine learning and rule-based
logic), creation of Al-initiated validation of the
circumstance, and production-defined
deployment model. Anomalert is developed
through the three-tier architecture comprising of
endpoint monitoring agents with specific
connotation, a centralized SOC analytic engine,
and a web-based dashboard easy to use that give
the end-to-end view of insider threat activities.
The final application may be installed in windows
and in this case the enterprise deployment
becomes easier but on the contrary the cloud-
based infrastructure gives the ability to be scaled
and reliable. Also, the contextual validation
through the incorporation of Gemini Al engine
removes all false positives in our testbed and
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provides explainable security information that was
appreciated by the SOC analysts. With a
minimum of 6-8 end to end latency and small
resource usage, we were able to detect threats
almost in real time using our system. The version
of insider threat detecting that Anomalert
represents a significant step forward in terms of
practical insider threat detection, providing a
transition from the theoretical insights into the
operationally relevant security tool. The system
acts as a counterbalance to detection efficiency
and operational efficiency because it uses different
methods of detection in combination with Al-
based validation.

On the one hand, modular architecture can be
easily customized to a variety of requirements and
security policies of the organization. Since the
insider threats remain a major challenge to
businesses in all parts of the global community,
tools such as the Anomalert can offer the vital
feature of ensuring safety of sensitive files and
critical infrastructures. In the future, we will use
state-of-the-art deep learning, federated learning,
and support on more platforms, to further
reinforce an insider threat defense and counter
the changing adversarial approaches. The source
code and deployment instructions of Anomalert
have been made open source and available to use
in research and education, prone to further
innovation in the field of insider threat detection
and put in more contributions to the larger
cybersecurity community.
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