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Spam Detection, Naive Bayes, Email spam has been a constant menace in the internet space, as it has grown
Logistic Regression, Random Forest, to be more than texts scam- ming but composed of multicontent attacks.
Machine Learning, Email Within the last twenty years, spam detection has undergone different eras of
Forensics, Deep Learning, development methodologically; starting with rule-based filters, and then evolving to
Comparative Review classical machine learning, and most recently to deep learning. In this paper,
an analysis of the main techniques has been done and three underlying
Article History algorithms, namely Naive Bayes, Logistic Regression, and Random Forest, and
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their performance, constraints, and their usefulness in real- world settings have
been provided. We evaluate their theoretical foundations, feature engineering
specifications and their relative accuracy on benchmarks such as SpamAssassin
and Enron. In addition, we discuss the way in which the current methods, such as
ensemble methods and multi-model deep learning, overcome the limitations of
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Corresponding Author: * classical models. In this review, we have conducted the synthesis of the 40 recent

Haroon Ahmad studies (2013-2025) and concluded that the classical methods are still useful due
to their simplicity and interpretability, whereas hybrid methods and transformer-
based systems currently represent the state of the art in forensicgrade spam
detection.

INTRODUCTION

Email spam has remained a major cybersecurity
problem. since the dawn of the internet. Current
estimates suggest that close to fifty percent of
total email traffic in the world is unsolicited or
malicious, one of the major agents of phishing,
malware. and financial fraud [1]-[3]. The history
of spam detection, represents general trends in
artificial intelligence: starting with using heuristic
rules (e.g. SpamAssassin), moving up. classical
statistical learning, and currently evolving towards
deep neural architecture [4], [5].

There are three algorithms that are prevalent in
the classical approaches the literature: Naive Bayes
(NB), logistic regression. (LR), and Random
Forest (RF). Each offers distinct accuracy, speed,
interpretability, and robustness trade-offs. Naive
Bayes is based on the Bayes theorem and
indepenen-feature. Its popularity as a result of its
efficiency has led to its use as dence assumptions
unusual high performance on text data. [6], [7].
Logistic Regression gave a probabilistic model
with great success. interpretability by use of
coefficient analysis [8], [9].Random Forest is a
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collection of decision trees that enhanced
robustness by reducing the overfitting and
dealing with non-linear feature interactions [10],
[11].

These approaches are limited by their historical
achievement. lions to the current-day spamming
schemes- especially the ones engaging visual
materials, adversarial blurring, and multi-modal
payloads [12]-[14]. Recent work has thus shifted
to the depths of learning, text and BERT-style
models. Image transformers Vision, frequently
combined in multi-model architectures [15]- [17].
The classical spam is presented in a systematic
review in this paper identifies ways of detection,
evaluates its performance critically, and places
their role into perspective in the times of deep
learning. We integrate findings of 40 studies
(2013-2025) to respond to: Comparison of NB,
LR, and RF in accuracy, efficiency and forensic
utility What are the gaps which are covered by
modern methods II. Machine learning methods
based on classical learning algorithms.

1. CLASSICAL  MACHINE LEARNING
METHODS
A. Naive Bayes n

Naive Bayes is still among the most used algo-
spam filtering rithms because it is simple and

computer-calculable.  efficiency. The model
presupposes conditional independence between.
features assign the label of the class to it, and it is
enabled to estimate posterior likelihoods by the
Bayes’ theorem: P (spam x) = P (x spam) P (spam)
P (x) In reality, one uses bag-of- words to represent
emails. model, commonly TFIDF weighted.
Despite its strong independence assumption-
little of which is generally true in natural
language-Naive Bayes always has a 85-93when
using normal data sets such as SpamAssassin and
Ling-Spam [18], [19]. low training time, minimal
are its main strengths. memory usage, and
strength to irrelevant features. However, it is
challenged by correlated characteristics and fails
to represent semantic meaning or surrounding
implication, and hence subject to synonym
attacks and obfuscated text (2], [20]. Devendran
et al. noted that Naive Bayes performs poorly on
imbalanced datasets, a common scenario in real-
world email traffic [21].

B.  Logistic Regression
Logistic ~ Regression  estimates the odds
logarithms of an email being spam.

TABLE I: Comparative Analysis of Classical Spam Detection

Property Naive Bayes Logistic Regression Random Forest
Typical Accuracy (%) 85-93 88-94 90-95
Training Speed Very Fast Fast Moderate
Inference Speed Very Fast Fast Slow
Interpretability Low High Medium
Handles Feature Correlation Poorly Well Very Well
Robust to Irrelevant Features Yes No Yes
Requires Feature Scaling No Yes No

log
P(spam | x) 1 —P(spam | x)
>

= Bo+i=1px

The assumption of feature independence does
not hold, as is the case with Naive Bayes, Doing
better on correlated text features often. LR

normally has accuracies of 88-94 and offers very
high. explainable coefficients; an example of this
is a large positive bi of the word free suggests high
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spam association. [22], [23]. This interpretability is
valuable in forensic contexts where analysts must
justify decisions [24], [25].However, LR remains a
linear Without complex feature interactions in
terms of feature interactions can be captured in a
model wide reaching feature engineering by
hand. It also requires careful preprocessing (e.g.
normalization, sparse vectors) and is not
insensitive to class imbalance [26]. Maheswari
and Bushra showed that LR performs better than
the Naive Bayes when and n-gram features but
nonetheless is still behind ensemble methods

(27].

C. Random Forest

Random Forest eliminates the linearity problem
with LR. through building a combination of
decision trees that are not correlated with each
other.Training is done on a random subsample
of data and features on each tree and the voting
of predictions is done through majority voting.
This is threaded by nature to deal with non-linear
relationships, feature sparse data, and high-
dimensional interactions, and high-dimensional
interactions, and high-dimensional sparse data
without  exten- sive. preprocessing  [28],
[29].Research reports Random Forest accuracy. in
the 90-95% range on email datasets and with
added benefits of intrinsic features rankings of
importance and anti- overfitting [30], [31].Yet, RF
sacrifices are not interpretable, though global.
they are harder to predict and feature importance
is available. to explain than LR coefficients
[32].Additionally, RF models are more inference-
slow as compared to NB or LR, that is a
disadvantage of high-throughput email gateways
(7], [33].Random Forest was the best at predicting
the crystalline miners.Alboloushi et al. pointed
out that the best to predict the crystalline miners
was Random Forest when used together with
header, excels in identifying spoofed email
metadata analysis [34].

1I. COMPARATIVE PERFORMANCE AND
LIMITATIONS

Table I highlights some of the main features of
the three approaches According to empirical

research of 2013 through 2025. The table is

purposely small enough to fit in the IEEE
column width and maintaining readability..

1l three approaches have one serious weakness in
common; they all use it only on the textual
information. As spam evolves to embed
malicious code in images, PDFs or HTML
structures, Threats are not identified in classical
models [35]. For example, A spam mail with an
image of a is an example with no suspicious text-
but as a fake invoice will be classified as
legitimate by NB, LR, or RF. This gap has
motivated

Methods

the formation of multi-model methods of analysis
that are simultaneous [36], [37]. Shukla et al.
demonstrated that text- only filters are easily
circumvented by spoofed email using text visual
deceit, forensic analysis of images is required.

(38].

I11. EVOLUTION TOWARD MODERN
APPROACHES

In order to eliminate the textonly constraint,
recent studies examine hybrid and deep learning
algorithms. Ensemble techniques mix classics
(e.g., stacking NB, LR, and RF) to increase
precision, Tian et al. saw 96.2% with the use of a
stacking approach [39].Other ones combine
heuristic rules with explainable filtering through
machine learning [40], [41].

The adoption is the greatest development,
though. of deep learning. The authors Hina et al.
used LSTM networks on. extract sequential
relationships in email text, 94.8 percent accuracy.
On the finetuning of BERT to contextual,
Nasreen et al. narrowed it down to contextual
understanding, whereas Liu et al. relied on
DistilBERT as an efficient network. Critically,
these models still ignore visual content.

Most importantly, these models do not take
into account the visual content. Multi-model
deep learning has become the frontier. Al-
Ghamdi and Alsubait combined text and image
characteristics with the basic concatenation
[36],but recent studies wuse cross-attention.
mechanisms  to  dynamically  coordinate

modalities. Advanced frame- DeBERTa-v3 is used
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as a part of works to integrate text and Vision
Transformer. In the case of images, more than
97% accuracy is attained on real-datasets world
email documents consideration of spam as a
multi-content threat [37]. The topic of recurrent
architectures was studied by Saleem et al to the
dynamics of email sequences across time, and
Kyaw et al deep learning on phishing detection
reviewed systematically. Abualhaj et al. used
Harris to improve detection. Hawks optimization,
proving the worth of metaheuristic feature
selection [42].

1V. DISCUSSION AND FUTURE
DIRECTIONS

Classical approaches also have a place especially in
resource- based restricted conditions or
conditions of model transparency. mandated.
Many open-source filters are run by Naive Bayes.
because to its speed, whereas Logistic Regression
is used in forensic settings on the interpretability
of it by which it is understood [24], [43].

Random Forest offers a balance of sufficient
strength to be used generally Nevertheless, the
future of spam detection is admittedly multi-
model. Embedded As enemies become more and
more reliant on images document-based attacks,
and scripts, defenders are left to use sys-content
analysers that are

used to analyse any type of content. The future
studies ought to concentrate on about
lightweight edge deployable multi- model
architectures. Meta-data forensics (metadata,
headers, timestamps) integrationwith content
analysis resistance to adversarial attacks privacy-
preserving training to counter- evasion attacks
and privacy-preserving training to mitigate data
bias. The synergy of was highlighted by Pandey et
al. Complete cybercrime forensics: email, web,
and disk investigation [5].

V. CONCLUSION

his review has followed the history of spam
detection since. The classical machine learning to
the modern deep learning. Naive Each of the
Bayes, Logistic Regression, and Random Forest
provides. as well as valuable trade-offs on
accuracy, speed and interpretability, and are

altogether a grown-up basis of the textual
filtering. They are however unable to process
visual or multi content emails constrains their
effectiveness in dealing with modern threats.
Multi-model deep learning- fusing linguistic
introduces itself as well as visual intelligence
based on architectures such as DeBERTa and
ViT-a paradigm shift to holistic, forensic grade
spam detection. As the threat environment keeps
on changing, so should our methodologies of
defense as well, incorporate classical modern
architectural innovativeness. [37], [39].
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