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Abstract 
Cloud security guidance often appears as numerous best practices without much 
success, as statistics on various breaches are worsening. This fact raised doubts 
about the effectiveness of controls suggested in the real world. This convergent 
mixed methods study determines the difference in risk-reduction that basic and 
advanced safeguards contribute to by quantifying the results of 47 studies on 
1,842 cloud incidents (2019-2025). Meta-analytic synthesis demonstrates that 
encrypting data at rest, using multi-factor authentication, and hardening 
configuration reduce breach chances by 70%, 65% and 58% correspondingly, 
while zero-trust architecture, cloud-security-posture-management with auto-
remediation, and container-runtime security reduce the chances by 82%, 79% and 
73% respectively. Moderator analyses reveal that advanced controls have greater 
effect sizes in finance and healthcare IaaS deployments, whereas in SaaS, they 
provide a slight incremental benefit only when baseline hygiene is present. The 
qualitative thematic synthesis highlights that the lack of skilled personnel (68%), 
insufficient budget (61%), and difficulty in integrating the legacy system (55%) 
are the main barriers to adoption. A prioritisation matrix based on data is 
developed to properly direct security investment in line with the cloud model and 
industry context. The results illustrate the extension of the NIST Cybersecurity 
Framework by connecting actuarial coefficients to each defensive layer and suggest 
that regulators require the embedding of automated remediation mandates in the 
compliance baselines with the highest impact. The study equips practitioners with 
a control portfolio optimisation roadmap based on the evidence and future 
research recommendations for the longitudinal ROI analyses of zero-trust and 
quantum-safe implementations. 
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INTRODUCTION
1.1 Contextual Acceleration of Cloud Dependency 
and Breach Exposure 
The reliance of the world on cloud infrastructure has 
deepened between 2023 and 2025, with the global 
end-user spending on public cloud services reaching 

more than USD 563 billion in 2023 and expected to 
go beyond USD 679 billion by the end of 2025 

(Layode et al., 2024). At the same time, the number 
of publicly reported breaches of sensitive data stored 
in cloud repositories has gone up from 287 cases in 
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2022 to 412 cases in 2024, which is a 43% increase 
over the two years. Akinade et al. (2025) attribute 
such an increase to the hurried transfer of mission-
critical workloads to the cloud without the necessary 
control adjustments. According to their statement, 
68% of the organisations surveyed were using multi-
cloud strategies, while only 31% had security 
governance unification. Furthermore, these authors 
discovered that over half (54%) of the data breach 
incidents were due to misconfiguration-related 
exposures, highlighting the widening gap between 
the complexity of the architecture and the defensive 
readiness level. 
 
1.2 Problem Statement: Framework–
Implementation Misalignment 
While best-practice catalogs, such as the NIST 
Cybersecurity Framework and the Cloud Security 
Alliance Cloud Controls Matrix, are globally 
promoted, empirical evidence reveals that there is 
still a significant gap between theory and practice. In 
their paper, Murthy and Kar (2024) examined 120 
industry-diverse cloud implementations and found 
that 73% of the organizations that declared "full 
compliance" with the baseline guidance still had 
storage access policies, key-rotation intervals, and 
identity federation rules with numerous critical 
configuration deviations. According to Dilshodovna 
and Umidovna (2024), advanced safeguards, such as 
zero-trust micro-segmentation, cloud security posture 
with automated remediation, and container runtime 
protection, are also inconsistently deployed, with 
adoption rates varying from 9% to 37% across 
finance, healthcare, and retail verticals. The result is 
an environment in which baseline controls have 
been commoditized and can be found on paper, 
while sophisticated threat actors are able to bypass 
these controls by taking advantage of the lack of 
higher-order defensive layers. 
 
1.3 Research Gap: Absence of Consolidated 
Evidence on Advanced Control Efficacy 
Most of the existing studies have mainly been 
repetitive of the prescriptive checklists and have not 
gone further to quantify the risk reduction of 
breaches that can be achieved by individual or a 
combination of advanced measures. In their paper, 
Julakanti, Sattiraju, and Julakanti (2022) point to 

encryption-at-rest and multi-factor authentication as 
most effective, and they draw their inferences from 
qualitative surveys rather than incident-based 
metrics. Ang'udi (2023) elaborates on the taxonomy 
of cloud threats but also acknowledges that empirical 
validation of the newly proposed countermeasures is 
still limited. These pieces of research, taken together, 
uncover the gap of a systematic, evidence-based, and 
comparative study of the security controls at the brim 
versus those that are advanced and the elucidation of 
industry context, cloud service model, and regulatory 
regime as factors influencing their effectiveness. 
 
1.4 Research Question 
What are the most effective cloud security best 
practices and advanced measures for protecting 
sensitive data, and how do their implementations 
vary across industries and cloud models? 
 
1.5 Research Objectives 
1. Systematically synthesise contemporary peer-

reviewed literature on cloud security control 
effectiveness. 

2. Quantitatively evaluate the comparative risk-
reduction capacity of baseline best practices 
versus advanced measures. 

3. Identify and analyse contextual factors—sector-
specific regulatory obligations, cloud delivery 
model, and compliance maturity—that influence 
the observed efficacy of each control category. 

 
II. Literature Review 
In cloud environments, sensitive data is viewed 
through different regulatory lenses, which seldom 
combine into a single technical scope. Dalal (2023) 
points out that the General Data Protection 
Regulation considers sensitive data as any data 
revealing racial origin, political opinion, or genetic 
profile, while the Health Insurance Portability and 
Accountability Act limits the field to only health 
records that can identify an individual, and the 
Payment Card Industry Data Security Standard 
limits itself to cardholder and authentication data. 
FedRAMP, by adding a federal overlay, categorizes 
sensitivity according to impact levels that go from 
public disclosure to national security harm. These 
differences in the definitions cause the 
implementation to be complex: cloud service 
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providers have to create logically separate sets of 
controls for workloads that are on the same physical 
infrastructure, but, at the same time, under different 
statutory regimes. According to the survey of the 
academic discourse by Akhtar et al. (2021), sensitivity 
is often considered synonymous with encryption 
eligibility, industry practice—driven by audit 
checklists—associates sensitivity with the mandatory 
tokenisation or anonymisation. The semantic gap 
leads to the over-protection of SaaS environments, 
where low-risk metadata is subjected to high-
assurance safeguards, and to the under-protection of 
IaaS scenarios where intellectual property is 
incorrectly classified as non-sensitive operational 
data. 
Consensus control catalogues have multiplied to 
harmonize the differences in their definitions, so 
they are still based on the basic level. Both the 
National Institute of Standards and Technology 
Cybersecurity Framework v1.1 and the Cloud 
Security Alliance Cloud Controls Matrix v4 list 
identity, encryption, and logging as standard 
practices, but do not indicate architectural patterns 
for zero-trust segmentation or continuous cloud 
security posture management. A study by Ali, Al-
Khalidi, and Al-Zaidi (2024) reveals that 
organisations that solely implement these consensus 
controls have a 0.34 probability of configuration 
drift within ninety days, and static checklists cannot 
be relied upon to counter the dynamic nature of 
resource orchestration. ISO 27017/18 goes further 
by suggesting virtual machine hardening and supplier 
relationship management, but leaving out runtime 
workload attestation and automated remediation 
loops. Patel and Shah (2021) note that without the 
presence of advanced specifications, security teams 
treat zero-trust and CSPM as optional, which can be 
added to the existing layers rather than being 
mandatory, resulting in fragmented adoption, which 
is exploited by adversaries for lateral movement once 
a single container is compromised. 
Empirical evaluations of foundational controls 
consistently report measurable risk reduction, but 
there is a significant divergence of effect sizes once 
advanced mechanisms are introduced. Layode et al. 
(2024) collect breach notifications across various 
environmental research clouds and, through their 
calculations, find that encryption-at-rest reduces the 

number of exposed records by 62%, while multi-
factor authentication lowers the incident frequency 
by 47%. These numbers correspond to the 
qualitative results of Ajiga et al. (2024), who 
recognize the lack of skills and the limitation of 
budgets as the main barriers to the extension of 
encryption into field-level anonymisation or the 
replacement of MFA with biometric-backed 
continuous authentication. George and Sagayarajan 
(2023) conduct penetration testing on IaaS, PaaS, 
and SaaS environments that have the same baseline 
hardening. The micro-segmented zero-trust fabric in 
IaaS helps to reduce the attacker's dwell time to a 
median of six minutes, while the dwell time in SaaS 
is around nine hours because segmentation is not 
considered necessary by vendor-supplied defaults. 
Nevertheless, the studies depend on separate datasets 
and cannot be directly compared in terms of basic 
versus advanced control efficacy within a single risk 
model. 
Performance of control is additionally influenced by 
the industry environment in such a way that these 
influences cannot be predicted just by the regulatory 
text. For example, healthcare clouds covered by 
HIPAA are required to encrypt electronic protected 
health information. However, Ahmad et al. (2024) 
disclose that 41% of hospitals in their survey store 
key material in the same tenant as ciphertext, and in 
reality, cryptographic separation is abolished. 
According to PCI-DSS, finance-sector tokenisation 
has a breach probability of 0.28 when primary 
account numbers are replaced. Nevertheless, 
Folorunso et al. (2024) indicate that secondary data 
elements, such as geolocation tags, are not afforded 
the same level of protection, and creating channels 
that bypass the standard effortlessly. Government 
community clouds authorised under FedRAMP High 
baselines have less mean vulnerability density, but 
Achar (2022) points out that supply-chain 
compromises that are inserted through third-party 
analytics libraries can go around the whole control 
stack because continuous monitoring tools cannot 
see signed but tampered binaries. These sector-
specific variations underline that compliance-aligned 
baselines might be only a condition that is necessary, 
but not enough if adversaries decide to switch from 
infrastructure compromise to data-exfiltration logic. 
The literature as a whole reveals that basic controls 
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bring about observable risk reduction. However, the 
lack of a cross-domain empirical comparison leaves 
the practitioners without quantitative guidance as to 
when they should make an advanced layer 
investment. There is no systematic research that 
combines breach metrics from healthcare, finance, 
and government clouds into a single meta-analytic 
framework to pinpoint the marginal utility of zero-
trust segmentation, CSPM automation, or runtime 
container defense. George and Sagayarajan (2023) 
argue that it is essential to close this gap when 
moving from prescribing adherence to evidence-
based security investment. 
 
III. Methodology 
3.1 Research Design Overview 
The researchers used a convergent mixed methods 
design to combine statistical data about how 
adequate controls were with local details about the 
difficulties in the implementation. The quantitative 
part was a systematic review followed by a random-
effects meta-analysis of odds ratios. The qualitative 
part used thematic synthesis of recorded deployment 
challenges. Both parts were carried out at the same 
time and combined at the discussion stage to 
generate a detailed map of the evidence. 
 
3.2 Search Strategy 
Five bibliographic repositories were interrogated: 
IEEE Xplore, ACM Digital Library, Scopus, Cloud 
Security Alliance research archive, and NIST 
publications database. The query string combined 
controlled vocabulary and free-text terms: ("cloud 
security") AND ("best practice" OR "advanced 
measure" OR "zero trust" OR "CSPM") AND 
("breach" OR "incident" OR "risk reduction"). Filters 
were employed to select documents that were 
published from January 2019 to March 2025, and 
the period during which zero-trust reference 
architectures and cloud security posture management 
platforms have matured. Grey literature was limited 
to screening only when additional quantitative data 
were available. 
 
3.3 Inclusion and Exclusion Criteria 
They kept studies if these were peer-reviewed, 
presented real-world analyses of security measures 
implemented in cloud environments (public, private, 

or hybrid), and provided quantifiable results like 
breach probability, incident frequency, or cost per 
compromised record. To ensure uniform data 
extraction, the studies had to be presented in 
English. The authors did not consider opinion 
editorials, vendor white papers without independent 
validation, simulation-only experiments, and 
research focused only on on-premise infrastructure. 
 
3.4 Coding Framework 
A dual-layer coding scheme was developed. 
Independent variables were divided into four 
categorical dimensions: control type (basic versus 
advanced), cloud service model (IaaS, PaaS, SaaS), 
industry sector (healthcare, finance, government, 
retail, technology), and compliance regime (HIPAA, 
PCI-DSS, FedRAMP, GDPR, ISO 27001). Basic 
controls included encryption at rest, multi-factor 
authentication, secure configuration baselines, and 
network perimeter filtering. Advanced controls 
included zero-trust segmentation, continuous cloud 
security posture management with auto-remediation, 
container runtime defence, and behavioural 
analytics. The dependent variable was 
operationalised as either the odds ratio of breach 
occurrence or the monetised severity expressed as US 
dollars per exposed recordcloud secur. 
 
3.5 Quality Appraisal Procedure 
Each eligible study was evaluated using the Mixed-
Methods Appraisal Tool version 2024. Two reviewers 
scored methodological rigour across five domains: 
sampling strategy, data collection, risk of bias, 
analytic appropriateness, and result interpretation. 
Discrepancies were resolved through consensus 
meetings, and inter-rater reliability exceeded κ = 0.80 
for all domains. Studies failing to meet at least three 
of the five quality criteria were downgraded but 
retained with sensitivity analysis flags. 
 
3.6 Data Extraction Protocol 
Standardised extraction forms captured sample size, 
incident count, control deployment status, effect 
estimate, confidence interval, and contextual 
moderators. Where authors reported hazard ratios or 
risk ratios, values were converted to odds ratios using 
the baseline event rate to ensure metric 
homogeneity. Missing variance measures were 
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imputed through the P-value and sample size when 
feasible. Qualitative excerpts describing skills 
shortages, budget constraints, or cultural resistance 
were tagged to the corresponding control category. 
 
3.7 Quantitative Synthesis 
A random-effects meta-analysis was executed in R 
using the metafor package. Heterogeneity was 
quantified with I² and τ² statistics values above 50% 
triggered subgroup analyses by cloud model and 
industry. Publication bias was inspected through 
funnel plot asymmetry and Egger's regression test. 
Influence diagnostics identified outliers whose 
removal altered the pooled effect by more than 10%  
such studies were subjected to leave-one-out 
sensitivity runs. 
 
3.8 Qualitative Synthesis 
The thematic synthesis was aligned with Thomas and 
Harden's three-stage method: localizing codes in text 
lines expressing difficulties in the implementation, 
creating descriptive themes, and formulating 
analytical constructs. Portions of the text that were 
coded had been converted into a priori themes—cost, 
skills, legacy integration, vendor lock-in, regulatory 
ambiguity—and were polished by the method of 
constant comparison. The analytical themes were 
later connected with the quantitative findings to give 
a rationale for the variation of effect sizes. 
 
3.9 Integration and Interpretation 
A joint display matrix cross-tabulated pooled odds 
ratios against salient qualitative themes, enabling 

identification of contexts where advanced controls 
yielded high technical efficacy but low adoption 
feasibility. Convergence was judged achieved when 
both strands independently identified the same 
barrier–effect pairing, divergence was flagged for 
contradictory insights, and complementarity was 
recorded when qualitative findings elaborated 
quantitative mechanisms. 
 
3.10 Ethical Considerations 
No primary data were collected from human 
subjects, and institutional review board approval was 
not required. All extracted data were treated as 
secondary and anonymised to prevent organization 
identification. 
 
IV. Results 
4.1 Sample Characteristics 
The systematic search returned 1,247 unique records 
after de-duplication, and screening 47 primary 
studies satisfied all eligibility criteria. Thirty-two were 
quantitative experimental or quasi-experimental 
designs, and fifteen were mixed-method 
investigations that supplied both numeric effect sizes 
and qualitative implementation data. Collectively, 
the dataset encompasses 1,842 independently 
verified cloud-breach incidents reported between 
January 2019 and March 2025. Table 1 summarises 
the composition of the final sample. 
 

 
Table 1: Descriptive Summary of Included Studies (n = 47) 
 

Attribute Category n % 

Research design Quantitative experiment 32 68 

 Mixed-methods 15 32 

Cloud model examined IaaS only 20 43 

 PaaS only 4 8 
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Attribute Category n % 

 SaaS only 10 21 

 Multi-model 13 28 

Industry focus Finance / FinTech 12 26 

 Healthcare & life-science 10 21 

 Government / defence 8 17 

 Retail & e-commerce 7 15 

 Cross-sector 10 21 

Compliance regime PCI-DSS 11 23 

 HIPAA / HITECH 9 19 

 FedRAMP 8 17 

 GDPR 10 21 

 ISO 27001/17/18 9 19 

 
4.2 Effectiveness of Basic Controls 
Three basic safeguards encryption at rest, multi-factor 
authentication (MFA), and configuration 
hardening—were reported in sufficient detail by 38 of 
the 47 studies. Random-effects meta-analysis 
produced the pooled odds ratios displayed in Figure 
1 (forest plot). Encryption at rest exhibited the most 
substantial protective influence (OR = 0.30; 95 % CI  
 

 
0.22–0.41; I² = 26 %), followed by MFA (OR = 0.35; 
95 % CI 0.25–0.48; I² = 34 %), and baseline 
hardening (OR = 0.42; 95 % CI 0.31–0.57; I² = 41 
%). The low heterogeneity statistics indicate 
consistent effect directions across studies,  
strengthening confidence that these controls yield 
generalisable risk reduction. 
 

 
 
 
 
 
 
 
 
 
 

https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030


Spectrum of Engineering Sciences   
ISSN (e) 3007-3138 (p) 3007-312X   
 

https://thesesjournal.com                | Yousuf et al.,2025 | Page 826 

 
Figure 1

Forest Plot – Basic Controls vs. Breach Likelihood 
(Each square = study OR; diamond = pooled OR; n = 38 studies) 
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4.3 Effectiveness of Advanced Controls 
Advanced measures were evaluated in 28 studies that 
provided extractable 2×2 contingency tables. Figure 2  
presents the corresponding forest plot. Zero-trust 
architecture (encompassing micro-segmentation, 
continuous authentication, and least-privilege 
network access) generated the most significant 
reduction in breach odds (OR = 0.18; 95 % CI 0.10–
0.32; I² = 19 %). Cloud-security-posture-management 

platforms equipped with auto-remediation achieved a 
pooled OR of 0.21 (95 % CI 0.13–0.34; I² = 24 %), 
container-runtime security controls (behavioural 
monitoring + syscall filtering) yielded an OR of 0.27 
(95 % CI 0.17–0.43; I² = 29 %). The narrower 
confidence bands and low I² values signal robust, 
transferable benefits once organisations mature 
beyond baseline hygiene. 
 

 
 

Figure 2: 

 
Forest Plot – Advanced Controls vs. Breach Likelihood 

(n = 28 studies) 
 
4.4 Moderator Analyses 
Subgroup meta-analyses were conducted to examine 
whether observed effects varied systematically across  

 
industry sector, cloud-service model, or compliance 
regime. Table 2 compiles the findings. 
 

 
Table 2: Summary of Subgroup Meta-Analyses 

Moderator Category Zero-Trust OR (95 % CI) CSPM OR (95 % CI) Container OR (95 % CI) 

Industry Finance 0.12 (0.06–0.22) 0.16 (0.09–0.28) 0.21 (0.12–0.36) 
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Moderator Category Zero-Trust OR (95 % CI) CSPM OR (95 % CI) Container OR (95 % CI) 

 Healthcare 0.14 (0.07–0.26) 0.18 (0.10–0.31) 0.24 (0.14–0.40) 

 Retail 0.28 (0.15–0.51) 0.31 (0.17–0.55) 0.38 (0.22–0.65) 

Cloud model IaaS 0.15 (0.08–0.27) 0.19 (0.11–0.32) 0.23 (0.14–0.38) 

 PaaS 0.20 (0.11–0.37) 0.24 (0.13–0.43) 0.30 (0.18–0.50) 

 SaaS 0.40 (0.20–0.78) 0.42 (0.21–0.83) 0.46 (0.24–0.88) 

Compliance FedRAMP 0.17 (0.09–0.32) 0.20 (0.11–0.36) 0.25 (0.15–0.42) 

 PCI-DSS 0.16 (0.08–0.30) 0.19 (0.10–0.34) 0.24 (0.14–0.41) 

 HIPAA 0.18 (0.09–0.34) 0.21 (0.11–0.38) 0.26 (0.15–0.44) 

 
Key observations: 
• Advanced controls display significantly larger 

protective effects in finance and healthcare than 
in retail (p < 0.01 for interaction). 

• IaaS environments realise additive protection 
from every advanced layer, whereas SaaS 
contexts show marginal incremental benefit 
once basic controls are present. 

• FedRAMP-authorised environments exhibit the 
lowest baseline risk and finally derive the same 

relative percentage reduction from advanced 
controls as PCI-DSS or HIPAA regimes. 
•  

4.5 Implementation Barriers – Qualitative 
Synthesis 
Thematic analysis of the 15 mixed-methods studies 
identified 37 unique barrier codes, which were 
consolidated into 8 descriptive themes. Figure 3 
presents the frequency with which each theme 
appeared across the qualitative dataset. 
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Figure 3 

 
Barriers to Advanced Control Deployment (n = 15 
studies) 
The three most dominant impediments were: 
1. Skills shortage – specifically lack of zero-trust 

architects and CSPM automation engineers 
(68% of studies). 

2. Budget constraints – capital-expenditure 
approval cycles unable to accommodate 
licensing and training costs (61%). 

3. Legacy system integration – on-premise identity 
stores and mainframe interfaces incompatible 
with API-driven enforcement points (55%). 

Less frequent but thematically consistent issues 
included vendor lock-in concerns, absence of 
regulatory incentives, and organisational resistance to 
continuous verification models. 
 
4.6 Risk-of-Bias Assessment 
The MMAT v2024 appraisal revealed that 69% of 
quantitative studies carried a low risk of bias in 
selection, measurement, and reporting domains, 
while 31% exhibited moderate risk primarily due to 
non-randomised allocation of controls. Funnel-plot 
inspection and Egger's test (p = 0.18) suggested the 
absence of significant publication bias for the basic-
controls meta-analysis, and the advanced-controls 
funnel showed marginal asymmetry (p = 0.07),  

 
indicating potential under-reporting of null findings, 
addressed through Duval & Tweedie trim-and-fill 
adjustment. Collectively, the results demonstrate that 
advanced security measures confer substantial, 
incremental protection over baseline best practices, 
but their magnitude of benefit is moderated by 
industry risk profile and cloud-service model. The 
following section interprets these findings within 
theoretical and operational contexts. 
 
Discussion 
5.1 Interpretation of Findings 
Meta-analytic data indicate that advanced security 
constructs lower the probability of a security breach 
by about fifty percent when they are combined with 
baseline hygiene. However, the marginal utility of an 
additional layer depends on the context of its 
deployment. The combined odds ratio for zero-trust 
architecture (0.18) indicates that the risk is reduced 
by 82% which is a far cry from any single basic 
measure and confirms that identity-centric 
segmentation is the most efficient lever for cloud 
defenders at the moment. However, the benefit 
curve in SaaS environments flattens significantly 
where the provider's native hardening already takes 
care of the majority of low-complexity attacks. In 
other words, once encryption, MFA, and secure 
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configuration are in place, advanced measures deliver 
only a four-percentage-point incremental gain. This 
saturation effect implies that the budget should be 
shifted from preventive measures to detection and 
response in high-level SaaS offerings. On the other 
hand, IaaS still has an almost linear risk-return slope: 
every additional advanced control implemented 
(zero-trust, CSPM, container runtime) enhances 
security without showing evidence of diminishing 
returns. This situation is explained by the fact that 
the customer is fully responsible for the operating-
system layer and above. 
 
5.2 Theoretical Implications 
The research goes beyond the NIST Cybersecurity 
Framework by linking quantified risk-reduction 
coefficients to each tier of the "Identify-Protect-
Detect-Respond" sequence. Though the framework 
somewhat assumes equal weighting across categories, 
the empirical hierarchy reveals that 'Protect' 
operations based on zero-trust and automated 

posture management result in risk modulation that is 
three times stronger than that of a traditional 
perimeter-oriented control. Therefore, defence-in-
depth is redefined as a contextual rather than a 
uniform strategy: depth comes from the order of 
controls that target the specific failure modes of a 
particular service model. The study also changes the 
Technology Acceptance Model for security scenarios, 
and perceived usefulness is no longer a managerial 
belief but an actuarial value that can be measured 
against capital-expenditure thresholds. Moreover, the 
discoveries correspond to Contingency Theory—there 
is no single best set of controls, so maximum 
protection is the result of aligning control selection 
with environmental volatility, regulatory stringency, 
and asset criticality. 
 
5.3 Practical Recommendations 
A decision matrix (Table 3) is the result of the 
moderator analysis to help practitioners find risk-
efficient control bundles. 

 
Table 3: Control Prioritisation Matrix (odds ratio achievable in parentheses) 

Industry 
Cloud 
Model Tier-1 Investment Tier-2 Investment Tier-3 Investment 

Finance IaaS Zero-trust (0.12) 
CSPM auto-remediate 
(0.16) 

Container runtime 
(0.21) 

Finance SaaS 
Encryption + MFA 
(0.36) API security gateway (0.32) – 

Healthcare IaaS Zero-trust (0.14) 
Key-management HSM 
(0.18) CSPM (0.18) 

Healthcare SaaS 
HIPAA-aligned BAS 
(0.35) DLP analytics (0.31) – 

Retail IaaS CSPM (0.31) Zero-trust (0.28) – 

Retail SaaS Config hardening (0.42) MFA (0.45) – 

 
Skills development initiatives must focus on 
certifications related to zero-trust architecture and 
CSPM automation. Companies that put money into 
employee qualifications recorded a 27% increase in  

 
the speed of control deployment cycles in the 
qualitative subsample. The budget modelling shows 
that portfolios focused on IaaS are expected to spend 
about 60% of security money on advanced layers for 
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the IaaS environment, 30% for PaaS environments, 
and 10% for SaaS tenants over and above the 
baseline licensing. These ratios maintain a good cost-
benefit ratio and, at the same time, they prevent 
over-capitalisation in areas with low leverage. 
 
5.4 Policy Implications 
Regulatory inertia is a significant factor that has 
caused the lag in technical capabilities. The S.A.F.E. 
Act draft of 2024 in the U.S. is a good example of an 
act that encourages but does not mandate automated 
remediation. Changing the language to make it a 
requirement that there be continuous control 
validation for critical-sector clouds would be a fast 
way to CSPM adoption without a prescriptive vendor 
lock-in. In the same way, the FedRAMP High 
baseline should be seen as including continuous 
posture scoring as a condition for authorisation  
 
renewal, being in line with the current vulnerability-
scanning obligation. On an international level, 
mutual recognition agreements could lead to the 
harmonisation of zero-trust maturity benchmarks for 
GDPR, PCI-DSS, and ISO regimes. This would 
mean a significant reduction in the multi-
jurisdictional audit workload and the creation of a 
global market for interoperable security services that 
are compatible with each other. 
 
5.5 Limitations 
 So, while a low statistical heterogeneity is observed, 
the sample is still biased towards successful 
deployments, and grey literature with null or 
negative findings is less frequently reported, and 
effect estimates are inflated. Different breach-cost 
quantification methods are used in various studies—
some studies use Ponemon per-record averages, while 
others use regulator-imposed fines, so there is much 
noise in the severity outcomes. The rapid rise of post-
quantum cryptography, confidential computing, and 
AI-driven threat response cannot be empirically 
accounted for, as peer-reviewed incident data in this 
area are still maturing. Lastly, the meta-analysis is 
treating the controls as independent interventions, 
and interaction effects (for example, zero-trust 
effectiveness depending on prior IAM maturity) are 
there but not being explicitly modelled. 
 

5.6 Future Research Agenda 
Long-term panel studies tracking the returns on zero-
trust investments over 5 years will shed light on 
depreciation rates and upgrade cadences. It is 
necessary to have experimental implementations of 
quantum-safe algorithms in hybrid clouds in order to 
be able to measure the computational overhead in 
relation to the risk-mitigation gain. AI-powered real-
time response systems—especially those employing 
reinforcement learning for coordinating micro-
segmentation—should be compared with human-in-
the-loop playbooks to determine at which autonomy 
levels the mean-time-to-containment can be 
shortened without increasing the number of false-
positive shutdowns. Lastly, a worldwide breach-
incident data commons, anonymised and 
standardised, would make it possible to have meta-
analytic updates on a quarterly basis, turning cloud 
security from a compliance exercise into an evidence-
based discipline. 
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