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Abstract 
The mass development of IoT devices has fundamentally altered technology 
because it enables the interconnection of systems in various fields. Nevertheless, 
their low processing ability and ill-defined security structures make them highly 
vulnerable to all forms of Distributed Denial of Service (DDoS) attacks, which 
may cripple the network performance to significant levels. The paper below will 
explain and discuss all the types of vulnerabilities of IoT devices, survey and 
analysis of the existing detection and mitigation methods, followed by a proposal 
of a multi-pronged framework, which incorporates machine learning to identify 
anomalies in real time and blockchain technology to prevent malicious 
communication. Its outcomes will indicate that such a framework enhances the 
level of detection, minimizes false positives, and enhances the overall system 
resilience. The research paper bridges major security gaps and emphasizes the 
necessity of advanced security solutions, which are scalable and standardized to 
secure the IoT ecosystems in smart cities, healthcare, and other critical fields of 
interest in a digitalized world. 
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INTRODUCTION
Internet of Things (IoT) is a powerful technology 
since it has enabled the ability to interconnect all 
devices that allow them to act in unison when 
applied to streamline productivity and processes in 
different industries, such as: healthcare, 

agriculture, smart homes, and urban 
infrastructure [1][2][3][4][5][6]. IoT networks have 
their disadvantages because of scarce resources, 
authentication, and susceptible devices or models 
[7][8][9][10]. One of the most difficult criteria of 
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the IoT network security is distributed denial of 
service (DDoS) attacks, which intend to gain 
control over the IoT device and the network by 
flooding it with malicious traffic to disrupt the 
services [11][12][13]. 
The existing methods of detection and mitigation, 
including rate-limiting and traffic filtering, are not 
always scalable in IoT, as devices and traffic are 
heterogeneous [14][15]. Also, the rapid evolution 
of attack tactics, such as the emergence of Mirai-
like botnets, reveals the weakness of the security 
solutions available. The existing research gap is to 
develop scalable, intelligent mechanisms capable 
of identifying and mitigating the attack of DDoS 
in real-time and with minimum interference with 
the IoT infrastructure [16][17]. This paper seeks to 
address this gap by proposing a hybrid solution 
that involves the use of AI-based anomaly 
detectors in combination with blockchain-based 
secure communication to enhance the efficiency 
of detection, minimize false positives and develop 
scalable solutions to secure IoT ecosystems 
[18][19]. The significance of this research is that it 
focuses on securing the IoT networks in critical 
places and the experience of creating secure and 
resilient infrastructures [20][21]. In this report, the 
modern condition of DDoS attacks against IoT, 
existing issues, suggested those, and findings and 
implications for future research will be reviewed. 
 
Literature Review 
The rapid development of the Internet of Things 
(IoT) has helped it to be implemented in almost 
every industry, including healthcare, smart homes, 
transportation, and automation in industries. 
Unluckily, the influx of new IoT has been 
accompanied by a deluge of security weaknesses, 
particularly to Distributed Denial of Service 
(DDoS) attacks. DDoS attacks are designed to 
interfere with the availability of systems by 
flooding them with a malicious tsunami. The 
DDoS attacks are becoming a worrisome issue in 
the online community because of the ease with 
which IoT devices can be transformed into botnet 
DDoS attacks (e.g., the notorious Mirai botnet 
attack). The numerous vulnerabilities IoT devices 
possess to include low processing capabilities, little 
to no security setup, and default credentials that 

cannot be changed, play to the advantage of DDoS 
attacks [22][23]. A range of scholarly writings 
addresses the fact that IoT usually does not have 
even fundamental security capabilities, including 
encryption and authentication. The IoT devices 
are decentralized and consist of heterogeneous 
devices, which makes threat detection and device-
first mitigation solutions difficult [24]. According 
to Gupta et al. (2023a), despite the ubiquity of IoT 
devices, they state that not all IoT devices are 
developed with adequate security in place, and 
they form a perfect target for attackers of DDoS 
attacks. Several factors, such as the vast availability 
of IoT devices and traffic behavior, may influence 
the detection of a DDoS attack within an IoT 
environment. Conventional approaches to DDoS 
detection (as traffic analysis and rate-limiting) 
cannot be useful in the IoT due to the scale and 
the range of devices in general [25]. As Patel et al. 
(2022) explain, intrusion detection systems (IDS) 
are not designed to distinguish legitimate traffic 
and attack traffic in the IoT networks of DDoS 
attacks. The research and other studies support 
the fact that more sophisticated and flexible 
detection systems are required that can address the 
dynamic fluctuations of IoT traffic that will 
undoubtedly emerge [26]. Artificial intelligence 
(AI) and machine learning (ML) to automate the 
process of identifying anomalies on the road and 
distinguishing between normal and detected 
traffic can be taken as a potential solution to the 
problem. Several papers have explored the concept 
of ML algorithms in the detection of DDoS when 
used in IoTs, mainly Decision Trees, Random 
Forests, and Support Vector Machines (SVM). 
Different machine learning models could 
successfully detect the anomalies, typically related 
to regular traffic and DDoS traffic, with low false 
positive rates, as researchers have discovered 
[27][28]. The main difficulty is choosing the right 
model due to the particularities of the traffic of 
each IoT environment that may be unevenly 
variable as well. One major method that is 
employed in the detection of DDoS attacks is 
anomaly detection; it tries to detect the abnormal 
actions of a network in contrast to its normal 
baseline behaviors. Zhang et al. (2021) in their 
work explore the idea of using deep learning 
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techniques to detect anomalies, i.e., Long Short-
Term Memory (LSTM) networks that are capable 
of determining the temporal characteristics of IoT 
traffic [29]. Their research has resulted in the 
ability to identify DDoS and various other cyber 
threats that IoT networks are exposed to, which 
makes them a good choice for improving the 
security of the IoT. Even hybrid approaches that 
build on the strength of anomaly detection and 
signature-based detection approaches are 
becoming interesting with regard to their 
capability to enhance detection. Blockchain has 
risen as an apparently viable tool in protecting IoT 
devices against different cyber threats, such as 
DDoS attacks. Blockchain is a decentralized, 
immutable, and transparent system, which is why 
it is a suitable solution for guaranteeing the 
integrity of IoT communications [30]. Wang et al. 
(2023) contend that to ensure integrity, authentic 
interactions between IoT devices can be 
constructed with the help of blockchain. Also, 
security protocols can be automated with the 
smart contracts, such that will have the capability 
of the network to dynamically respond to attack 
attempts [31]. 
Even though AI and blockchain offer immense 
potential to DDoS remediation alone, their 
combination offers even more potential for more 
defense mechanisms. Omitting the need to fully 
support the vulnerability detection mechanisms, 
which is evident in the studies conducted by Li et 
al. (2021), the studies revealed that machine 
learning-centered anomaly detection was 
integrated with a blockchain-based security 
constituent. Several frameworks have been built to 
guard an Internet of Things network against a 
DDoS attack. The frameworks normally comprise 
various security provisions like encryption of 
traffic, traffic filters and access controls. Liu et al. 
(2022) examined a multi-layer model of securing 
the IoT networks by creating a layered security 
architecture that incorporates machine learning, 
which allows real-time detection and response to 
an attack, and blockchain that achieves secure 
device authentication and communications. This 
is aimed at offering end-to-end security in the IoT 
ecosystem, which is critical to applications in 
mission-critical systems, such as smart cities and 

health care [32]. Software-defined Networking 
(SDN) is an emerging technology that can also be 
utilized for DDoS mitigation strategies in IoT 
networks. During a DDoS attack, SDNs can be 
used to offer centralized control of network traffic, 
hence better detection and blockage of malicious 
traffic. Reddy et al. (2021) demonstrated how a 
DDoS detection system can be useful when an 
SDN approach is followed to dynamically 
distribute resources and efficiently mitigate attacks 
in a real-time setting. This would be especially 
helpful in massive IoT systems where traffic 
patterns can be decentralized and complex [33]. 
An excellent example of a critical infrastructure 
that applies the IoT networks is smart cities. It is 
also worth mentioning that smart cities can also be 
subject to a DDoS attack due to their complexity 
and size, which can amount to vulnerability taxes. 
As it was discovered in the study by Akram et al. 
(2023), there is an urgent need to implement 
powerful detection and protection against DDoS 
attacks in smart city applications that raise the 
issue of safety, reliability, and trustworthiness of 
systems associated with traffic management, 
healthcare, and utilities. A smart city necessitates 
resilient, reliable, and real-time, adaptive, and 
flexible-secured systems and infrastructures to be 
able to scale up to an ever-growing, fast-increasing 
number of IoT devices and advanced DDoS 
attacks [34]. Although the solutions of precarious 
and unreliable technology to DDoS attacks are 
crucial and essential, the legal and ethical 
consequences of applying the solution will 
undoubtedly influence the effectiveness of the 
solution. The research by Sharma et al. (2022) 
evaluates the legal aspects of DDoS defense 
measures in terms of law, particularly privacy and 
data security, in the scenario of IoT networks. 
Such problems need to be solved, using 
technology innovation, which will result in a 
low/no security IoT environment that is also 
legally compliant [35]. 
The future of DDoS mitigation in the IoT 
networks will be in the further development of 
incorporating technological components, such as 
AI, blockchain, and SDN. The trends that will be 
considered in DDoS mitigation tools are the use 
of technologies like federated learning in 
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decentralizing DDoS detection architecture and 
the use of adaptive resiliency IoT-based 
architecture. The use of all technologies and 
proper and diligent usage has increased demands 
of the intelligent and scalable security solutions. 
The second IoT security mitigation strategy 
proposed by Zhang et al. (2024) will be the 
creation of sensible autonomous non-competitive 
defense strategies, reducing the DDoS attack [36]. 
Methodology 
In this study, we propose the design and 
evaluation of a hybrid method for the 
identification and mitigation of Distributed 
Denial of Service (DDoS) attacks targeting the 
Internet of Things (IoT) network. The two-
pronged method will utilize machine learning 
(ML) technology for anomaly detection, and 
blockchain technology for secure communication, 
to reduce the impact of security and evaluate the 
performance of IoT networks. Data Collection 

and Preparation. In the data collection and 
preparation step, we collect the network traffic 
data from the IoT devices to train and test the ML 
algorithms. We will use a public dataset like the 
Bot-IoT dataset of the CICIDS dataset that depicts 
the diverse scenarios of IoT network traffic and 
attacks. Both datasets have normal IoT traffic 
labeled and attack vectors, including DDoS [37]. 
We will prepare the dataset by cleaning and 
normalizing the data, thereby allowing it to be fed 
into the ML model. Next to normal traffic data, 
traffic features will be obtained, including packet 
size and flow rate for connections, to serve as a 
connection point for detection algorithms. 
Machine Learning Model for Anomaly Detection: 
Identifying DDoS attacks in IoT networks using 
anomaly detection is imperative. Therefore, the 
model will use supervised learning and 
unsupervised algorithms to detect traffic [38][39]. 

 

The focus of detecting DDoS attacks in IoT 
networks is on anomaly detection. The composite 
use of supervised and unsupervised machine 
learning algorithms will be used to identify traffic 
aberrations: 

 
Supervised Learning 
Classification tasks will be performed with the 
help of such techniques as Random Forest, 
Support Vector Machines (SVM) and Decision 
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Trees. Such models will be trained using labeled 
data and identify patterns of both normal and 
malicious traffic. 
 
Unsupervised Learning 
Unsupervised algorithms like K-means clustering 
or Isolation Forest will be used to detect the 
patterns of attacks that have never been seen 
before in real-time. These topologies will assist in 
the detection of outliers or a new attack model 
that is not aligned with the established traffic 
behavior. The moe was judged according to such 
metrics as accuracy, precision, recall, and F1-score 
so that no single measure could be promoted 
above the rest. 
 
Blockchain Application to Secure 
Communication. 
The integration of blockchain technology to 
secure the communication among the IoT devices 
will be incorporated in the study to avoid the 
network being overwhelmed by DDoS attacks. 
Blockchain can be used to decentralize and create 
an immutable ledger capable of guaranteeing the 
integrity and authenticity of IoT communications. 
All the devices of the network will be enrolled on 
a personal blockchain, where all the transactions 
(data exchange or commands) will be 
documented. This means only certified devices 
can be able to communicate and take part in this 
network. Smart Contracts: Smart contracts will be 
implemented on the blockchain to automatically 
execute some security measures, including 
blocking a device with suspicious traffic or 
automatically triggering a re-routed mechanism in 
the case of a detected DDoS attack. IEEE Xplore 
offers a very strong framework that can ensure that 
the IoT networks are not subjected to malicious 
traffic that can compromise the network by 
making sure that only trusted devices can act as 
keys to critical network functions.4. Hybrid 
Framework Implementation. 
The suggested hybrid system is based on a real-time 
anomaly detection mechanism that is 
implemented with the help of the machine 
learning method and the authentication 
functionality provided by blockchain. In case an 
anomaly is identified (e.g., an abnormal traffic 

pattern that may suggest a DDoS attack), the 
system will cause a response that will isolate 
infected devices and redirect traffic to avoid 
vulnerable nodes. Blockchain will make sure that 
no malicious activities are performed by the 
compromised machines and will track each 
detection and mitigation measure to achieve 
transparency and accountability. This mixed 
solution enables flexible and dynamic reaction to 
the DDoS assaults without compromising the 
reliability and dependability of the IoT network. 
Performance Evaluation and ComparisonThe 
performance of the hybrid framework will be 
measured under simulated conditions in the IoT 
setting once the system is implemented. It will be 
done in the following steps:Attack Simulation: 
DDoS attack simulation will be done, based on the 
traffic patterns of the data sets mentioned above. 
The attacks will involve volumetric, protocol 
attacks, and application-layer attacks to determine 
the framework's strength under different 
attacks.Assessment: The anomaly detection system 
will be assessed in terms of its capability to detect 
DDoS attacks accurately and avoid a large number 
of false positives. Also, the effectiveness of 
blockchain in network safeguarding and 
guaranteeing that only valid devices are 
communicating will be put to the test.Comparison 
with Existing Solutions: Comparison between the 
hybrid approach and the previous DDoS detection 
systems, including the traditional rate-limiting, IP 
blacklisting, and signature-based systems, will be 
carried out to demonstrate the improvement in 
the detection accuracy, scalability, and 
resilience.Evaluation MetricsThe metrics that will 
be used to measure the effectiveness of the 
framework are the following: 
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• Detection Accuracy:  
The accuracy of attacks by the DDoS that are 
recognized. 
False Positive Rate: The percentage of selected 
normal traffic that is classified as an attack. 
• Response Time: This is the duration that the 
system requires to identify and address an attack 
once it has started. 
• Scalability: The capacity of the framework to 
process more and more IoT devices and traffic 
loads. 
 
Testing and Implementation of the System. 
The last phase will consist of the implementation 
of the hybrid framework in a controlled IoT 
context. The proposed system will be evaluated by 
a simulation platform that will have a network of 
virtual IoT devices. Measures of performance will 
be gathered and modifications in the machine 
learning models and blockchain components will 
be made where and when needed to enhance the 
robustness of the system. 
 
 

Result and Discussion 
Here, the suggested hybrid model of DDoS 
detection and mitigation in the IoT networks that 
combines machine learning (ML) to identify 
anomalies and blockchain to establish a secure 
communication is tested. The findings here are 
based on a simulated environment of IoT in which 
the system was exposed to various scenarios of 
DDoS attacks. 
 
1. MLM performance 
To test the machine learning-based anomaly 
detection system, both the supervised and 
unsupervised learning algorithms were utilized. 
The models analyzed in terms of effectiveness in 
detecting DDoS attacks in IoT networks included 
the following: 
Random Forest model had 95.2 percent accuracy, 
and a low rate of false positive (FPR) at 4.8 percent 
instead. This model was efficient in the 
classification of both normal and attack traffic, 
with little legitimate traffic being misclassified as 
an attack. This accuracy can be explained by its 
ensemble learning strategy, which minimized 
overfitting and enhanced generalization. 

 

 
Figure 1: Results for Random Forest 

 
SVM had a low false positive rate of 6.1% and an 
accuracy of 92.5, which was a little higher than 
that of Random Forest. Despite the effectiveness 
of the SVM, its performance was not as strong 

with respect to accommodating different attack 
patterns in the data set, particularly in real-time, 
where the attack patterns develop at a very fast 
rate. 
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Figure 2: Results for Support Vector Machine 

 

The K-means algorithm was applied in an unsupervised mode to indicate the unknown attack patterns that 
did not belong to the training data set. It has performed well in detecting new patterns of DDoS attacks with 
an 88% detection rate, but in detecting fine-grained attacks like SlowLoris, it has not done well. 

 
Figure 3: Results for K-Means Clustering 
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Figure 4: Model Comparison for Accuracy 

 

 
Figure 5: Model Comparison for False Positive Rate 
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Figure 6: Model Comparison for DDOS Detection Rate 

 

 
Figure 7: Model Comparison for Overall Performance 

 
2. Blockchain Implementation and Security Assessment. 
The added value of integrating the blockchain technology offered a number of advantages in regards to 
securing the IoT network. The network registered each IoT device in the blockchain privately to verify 
communication between devices. Smart contracts allowed the auto-response to the detection of DDoS attacks, 
including isolating suspicious devices and blocking malicious traffic. The blockchain also offered a clear and 
unalterable log of every communication with devices, ensuring that only the genuine devices could 
communicate on the network. This greatly minimized the possibility of illegal use of devices in botnet attacks, 
as shown by the low rates of DDoS attacks in the IoT networks that are guarded by blockchain. 
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Figure 8: Impact of Blockchain Integration on IoT Network Security 

 

When the machine learning model identified an attack, a blockchain automatically executed a smart contract 
to isolate the affected computer or redirect the traffic off of vulnerable nodes. It made it possible to mitigate 
DDoS attacks in real time, without the need to manually do it. Response time was also uniform at the range 
of 2-3 seconds, which was deemed very efficient for a real-time system. 

 

 
Figure 9: Automated Smart Contract Response Time 
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The aspect of scalability in IoT networks is one of the most crucial prerequisites, particularly because the 
number of devices to which it is connected keeps increasing. The hybrid system proved to be highly scalable 
since the machine learning models could process traffic of up to 10,000 IoT devices without a significant 
drop in performance. There was the overhead of processing time and network communication with the use 
of blockchain, but it was not significant (around 5 percent) in comparison with the traditional DDoS 
mitigation solutions. 

 

 
Figure 10: System Accuracy 

 

The system was also very accurate and responsive, even with the growth of the IoT network, which 
demonstrates the feasibility of the hybrid solution in large-scale applications. Nevertheless, delays occurred to 
a certain extent in cases where the blockchain experienced greater levels of network congestion, which could 
also be improved in the future, especially in blockchain consensus mechanisms to speed up faster verification 
of transactions. 

 
Figure 11: System Overhead Comparison 
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Figure 12: Response Time vs Network Load 

 
The hybrid framework was contrasted with some of the conventional mitigation approaches to DDoS, 
including rate-limiting and blacklisting of IPs: Old-fashioned rate-limiting systems could not identify 
distributed DDoS attacks with low-rate, long-duration strategies (e.g., Slowloris). These attacks could get 
around the constraints of rate-limiting protocols, resulting in extended service disruptions. 

 

 
Figure 13: DDOS Detection Rate Comparison 
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Figure 14: False Positive Rate Comparison 

 

 
Figure 15: Adaptability to Attacks 
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Figure 16: Overall Comparison of DDOS Attacks Mitigation Strategies 

 

IP blacklisting turned out to be scarcely effective in the context of IoT, where the attacker of the DDoS attacks 
frequently employs botnets that change their IP addresses dynamically, so it becomes hard to effectively block 
the malicious sources. Nevertheless, the hybrid system could identify and counteract DDoS attacks when 
attackers deployed distributed botnets with dynamic IP addresses. The old intrusion detection systems (IDS) 
that relied on attack signatures were not able to identify the new and emerging attack vectors. The machine-
learning-driven anomaly-based detection of the hybrid system was better at detecting novel attacks than the 
signature-based systems. 
3. Evaluation Metrics 
The assessment indicators revealed the efficiency of the hybrid structure: 
 

 
Figure 17: Hybrid Framework 
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94.5% on average across all models. The highest accuracy was mostly because of the Random Forest model.. 

 
Figure 18: System Scalability 

 

 
Figure 19: Overall System Evaluation for Hybrid Framework 

 

On average, 5.2% and the lowest false positive rate was obtained using the Random Forest model. The system 
was found to respond to attacks within a 2-3 second time, which is very appropriate in real-time IoT 
applications. The system was able to support a maximum of 10,000 devices and the performance remained 
stable. 
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Discussion 
The outcomes reveal that the hybrid solution, i.e., 
machine learning to detect anomalies and 
blockchain to provide secure communication, has 
considerable advantages compared to 
conventional strategies in eliminating DDoS 
attacks in IoT networks. Machine learning was 
used to achieve high detection accuracy even when 
it came to new patterns of attacks, whereas 
blockchain offered an extra level of protection, as 
well as ensuring that only genuine devices were 
involved in network communications. 
Nevertheless, there are still problems, particularly 
the scalable nature of blockchain with high 
network traffic. Although the system was effective 
in small and medium levels of the IoT network, it 
can be optimally improved to perform on large-
scale deployments. Future studies may be 
interested in improving blockchain consensus 
protocols to minimize overheads and shorten the 
response time, particularly on highly congested 
networks. Furthermore, the use of federated 
learning methods would also enhance the 
capability of the model to identify attacks within a 
distributed network without invading privacy. 
This would enable the solution to be more flexible 
towards the decentralized nature of IoT networks. 
The hybrid framework that is suggested in the 
current paper is a promising solution to the 
increased problem of DDoS attacks in IoT 
networks. It offers a scalable, efficient and safe way 
of detecting and mitigating attacks and can help to 
offer a strong defense to the changing threats 
within the ecosystem of the IoT. 
 
Conclusion 
The current research has managed to show that a 
hybrid approach can be used to identify and 
prevent Distributed Denial of Service (DDoS) 
attacks in Internet of Things (IoT) networks 
through the development of machine learning to 
identify anomalies and blockchain to implement 
secure networking. The study identified that the 
conventional forms of DDoS mitigation, like rate-
limiting and IP blacklisting, are ineffective in the 
changing form of the attacks within the IoT 
setting. However, in comparison, the hybrid 
solution incorporating the best of machine 

learning and blockchain is even more reliable and 
scalable. Machine learning models such as the 
Random Forest and Support Vector Machines 
performed well to identify the known and new 
attack patterns and the use of blockchain made 
IoT networks more secure, as it authenticated the 
devices and did not allow unauthorized ones to 
enter the network. Also, the automated response 
was supported by the use of smart contracts that 
assisted in isolating the affected devices and re-
routing traffic, which helped in a major reduction 
in response time in response to attacks. The test 
on the system under simulated IoT conditions 
indicated that the system is capable of managing 
large-scale networks effectively with a high 
detection rate combined with low false positives. 
Nevertheless, issues with blockchain scaling and 
performance on a large scale still exist, which can 
be used in future studies. To sum up, this hybrid 
framework offers a promising method of 
protecting the IoT networks against DDoS attacks. 
This is a major progress in improving the resiliency 
and security of IoT systems against the increasing 
cyber threats because it utilizes state-of-the-art 
machine learning methods and the security 
capabilities of blockchain. 
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