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Abstract

The presence of vulnerabilities in a software system can significantly compromise
its security, underscoring the importance of automatic software vulnerability
detection. Current detection techniques, however, grapple with issues such as
dependency problems, lexical bias, and low detection resolution. Though machine
learning has been widely studied for predictive applications, its use in vulnerability
detection has been hampered by lack of semantic information in deep learning
techniques, which results in diminished accuracy. The study proposes an
innovative automatic vulnerability detection system that synthesizes feature
selection and deep neural networks (BiLSTM) to mitigate the challenges. This
system selects features based on nowvel code metric that incorporates control flow
and suspected functions, with feature selection implemented using a decision tree.
The model is trained using standardized dataset (SARD) and is capable of
detecting improper input validation, SQL injection attacks, cross-site scripting
attacks, missing authorizations, and buffer overflow attacks. We compare our
system's performance in terms of precision, recall, accuracy, and area under the
receiver operating characteristics curve (AUC-ROC) with various techniques and
commercial systems. The empirical evaluation demonstrates that our proposed
system achieves a 4% improvement over commercial systems and a 6%
improvement over other machine learning-based systems.

INTRODUCTION

During the COVID-19 and post pandemic the
technological adoption has drastically boosted causing
unprecedented increase in software vulnerabilities.
There were 20,158 reported security vulnerabilities in
2021 [1]. Managing software security threats is a
challenging task due to rapid technological inventions
and unexploitable security loop holes. This
exponential growth in security threats is causing
impactful economical loss globally [2-7]. It has been
observed from literature that the existing
vulnerabilities detection systems are incapable of
effectively analyzing security vulnerabilities, therefore

there is an immense need of generalized, resource-
adoptive, scalable, granular and effective vulnerability
detector.

Vulnerabilities typically stem from programming
oversights, and are either syntactic or semantic flaws
that creates potential loop holes for the attackers. The
automatic vulnerability detectors commonly focus on
static or dynamic analyzers. It has been observed
through literature that the existing static code
analyzers utilizes high resources and the dynamic
vulnerability detector have extraordinary execution
time and complexity which degrades the efficiency [8].
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The described techniques are language dependent,
rule-based, and knowledge dependent, and thus are
most likely to have errors, expert dependent, biased,
and unsustainable that can cause inefficacy.

Deep learning based vulnerability analyzers are
surpassing in syntax analysis and code pattern
recognition [9-11]. However, they are lacking
semantic information of source code and thus
reducing efficiency [12-14]. Moreover, their range is
narrow, targeting specified and small source code, or
rely on APIs. Furthermore, existing techniques brawl
to highlight the data transfer among function within
source codes as the code semantic are ignored [15].
Thus they appear to be less adoptable and
inappropriate for diverse source codes [16-17].

The semantic understanding of the source code is now
accessible and applicable because of the availability of
open source software repositories. The literature
highlights that currently available vulnerability
detection techniques ignore semantic understanding
of code. The research study therefore focused on both
syntactic analysis and code semantic of the source
code to elevate the performance. The feature selection
is performed using semantic understanding of code
using deep learning based decision tree. The study
focused a novel code matrix composed of 'suspected
functions' and 'control flows' used as features in the
proposed model. The Software Assurance Reference
Dataset (SARD) dataset is used to validate the model
it contains Java code.

The proposed vulnerability detection system analyses
improper input validation, SQL injection attacks,
cross-site scripting, missing authorization, and buffer
overflow attacks.

This research contributes as follow

1. Develops a novel approach integrating semantic
information for feature selection to incorporate
complex patterns and elevate the effectiveness.

2. Uses BiLSTM (bidirectional long-shortterm
memory) to fetch the semantic-based information.

3. Employs benchmark datasets, Software Assurance
Reference Dataset (SARD) dataset and Juliet java
1.3 to train the model.

4. Provides a comprehensive comparison of the
proposed system using CNN (convolutional
neural networks) and SVM (support vector
machines) and commercially available tools such

as  SonarQube and  Agnitio, signifying
performance evaluation metrics.

5. Highlighting the effectiveness of code semantics
in  detecting software vulnerabilities thus
donating to a wider understanding of
vulnerability detection and providing a more
effective solution.

2. Related Work

Traditional vulnerability detection involves manual
source code auditing using security experts [18].
Automatic vulnerability detection using deep learning
techniques is prevailing it involves static, dynamic,
and hybrid analysis. The literature highlights that
these techniques are ill-equipped to detect the
frequently developing latest vulnerabilities [19-25].
Furthermore, their effectiveness and reliability is
shaking.

The ML based Vulnerability analyzers involve
regression trees abstract syntax tree (AST), and
adoption of selfattentive deep neural network
techniques to detect security flaws [26-29]. The hybrid
deep learningbased technique, intermediate
representation learning is among the implementing
strategies as well [30-31]. Similarly, BGRU
encapsulated with program slicing was introduced as
well incorporating code metrics for features selection
are developed to detect the vulnerable code [32-33].
Other ML based algorithm CNN along with feature
engineering is used to analyze vulnerabilities [34-38].
The feature selection using ML techniques is
frequently adopted [39-42]. Moreover, GGNN,
word2vec, and LSTM are used for SQL injection
detection [43-46]. The CNN, RNN, LSTM and
BiLSTM is used with taint analysis too and GNN is
deployed for vulnerabilities analysis as well [47-54].
Another researches focused Naive Bayes, k-nearest
neighbor, neural networks, RF, SVM, decision trees
[55-58]. Yet other studies focused on BERT,
multinomial Naive Bayes and SVM [59-71]. The
research highlights that none of the studies focused
the semantic information of the source code resulting
in unreliable performance of the evaluators, in
contrast, the proposed study focused on semantic
understanding of code while digging the syntactic
structure of the code. Moreover, the proposed study
focuses multiple vulnerabilities.
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Deep learning is becoming vital for cybersecurity
issues, as demonstrated by recent research findings
though studies like [72-73]. The studies [74-79]
explored, password security, intrusion detection,
anomaly detection focusing Al and GANs being
effective techniques for defending digital systems
against dynamic attacks.

3. Methodology

The proposed system incorporates deep learning (DL)
techniques and feature selection for a nuanced
vulnerability assessment with semantic information
about code.

3.1 Framework

The software vulnerability detector analyses source
code using DL, focusing on inter-procedural
statement-level granularity and code semantics using
feature selection. Proposed system is designed to fill
the gap of ignoring semantic information of source
code to effectively contribute in software security

domain. We propose a novel mechanism that
integrates DL with semantic-based feature selection,
using a decision tree. The feature selection is carried
out using novel code metrics introduced in our study.
The model training is performed using a benchmark
dataset SARD. The pre-processing is performed to
achieve a balanced dataset and duplicate code removal
to improve the performance of feature selection and
classification. The pre-processing is performed using
the decision tree. Moreover, the decision tree is used
for feature selection as well. The novel semantic-based
code metrics used for feature selection are 1.
suspected functions: analyzing sensitive functions
against each chosen vulnerability, and 2. control flow:
evaluating control flow to identify dependencies. The
features are set as input to BiLSTM classifiers for
vulnerability classification. The selected
vulnerabilities include improper input validation,
SQL injection attacks, cross-site scripting, missing
authorization, and buffer overflow attacks. See Figure
2. for the proposed system's framework.
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Figure 2. The framework of the proposed vulnerability detection system

3.1 Dataset/Data Acquisition

The Software Assurance Reference Dataset (SARD) is
used with total 42212 files and 150 vulnerable classes
listed by CWE. The 46,447 Java programs with
selected vulnerabilities are used. The system is valided
using Juliet java 1.3 dataset which holds 112 CWEs
with 28,881 test cases.

3.2 Training Phase

The SARD dataset is used to train the system, training
it to select features and classify vulnerabilities using
BiLSTM. The dataset is pre-processed to make it more
effective, the dataset is balanced and duplicate code is
removed using the decision tree. Feature selection is
performed using a decision tree, the model is trained
to select novel features suspected functions, and
control flow by inspecting novel code metrics.
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3.2.1 Pre-Processing

1. Dataset balancing

The vulnerability detection datasets contain a huge
balance difference for vulnerable codes and non-
vulnerable codes, dataset balancing can improve the
performance. The balanced dataset can improve the
performance of classifier and thus reduces the FP rate.
The dataset can be balanced by interchanging the
ratio of data points of minority and majority classes.
We have used a decision tree using Python Weight =
‘balanced’ to balance the dataset.

2. Duplicate code removal

The system used decision tree to removes duplicate
code or code clones implementing Panda’s framework
in Python.

3.2.2 Feature Selection

Feature selection imposes most useful features from
the dataset. It has been observed that feature selection
can significantly reduce computational time,
complexity and improves performance. The feature
selection generally consists of creating a subset,

HEX) = YK P (1—p)=1— 3K P
Pk = mZiEX[Yi = k] ......................................................

Where the minimum value of the Gini index is O
while p is the probability of occurrence of class k. We
have not set any limit for the max. depth. The
minimum objects for the leaf are set to 2 while the
Gini test is used as a separation strategy. The stopping
criteria are set concerning the max. depth. The
decision nodes are generated using information
obtained from the value of each function. A branch is
considered wusing value of each corresponding
attribute at each decision node.

Decision tree is constructed using Python is developed
that investigates the suspected functions from the
vulnerable source code by analyzing variables (local,
and global variables), code volume, APIs, pointer
usage, array values, data descriptors, and function calls
used in the code. For better performance of the
algorithm, we have labeled functions into numbers to
make it more convenient for the computer to
understand. We have used the package of sklearn

analyzing the subset, managing the subset criteria, and
result validation. We have focused on the fine
granularity and semantic information of the code
while performing feature selection. The code is
divided into smaller chunks considering the semantics
of the code which is further labeled to boost the
performance. Among many ML based techniques
decision tree is used to implement feature selection.
The decision tree allows to define the logical set of
rules to resolve the task, considers both continuous
and categorical variables, and uses less computational
power.

Decision tree is a classifier consisting of several nodes
demonstrating features, branches pointing the
decision rules, and leaf nodes demonstrating output.
The classification in the decision tree is performed by
passing data from top to bottom. The learning
parameters set in this study are quality criterion,
maximum depth, minimum objects in a tree leaf,
stopping criteria, and separation strategy. We have set
the Gini criterion for quality. The mathematical
formula is given below

called LabelEncoder() concerning the vulnerability
types we have selected in our study. Once the
suspected functions are analyzed each suspected
function is inspected to analyze their dependencies by
considering the variables (common variables used in
function) used in the function, relation of the
intersection of operation, which is named as control
flow. The suspected functions and control flow are
considered selected features and are served as input to

BiLSTM.

3.5.1 CodeBERT

The research highlights that pre-trained models are
proven to be effective in software security. The
CodeBERT is a pretrained model. The CodeBERT
uses natural languages and programming language. It
is effective in analyzing the semantic information of
code. Moreover, the multi head attention mechanism
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is effective in analyzing different key variables of

dataflow.
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4. Structure of CodeBERT model

The CodeBERT in the proposed system is deployed to takes code as input. The greedy longest match tokenizes the
code. These tokens serves as features for the proposed system. The CodeBERT is fine-tuned using 32 batch size,
learning rate of 10°, 50 epoch size and early stopping to avoid overfitting.

3.2.4 BiLSTM

In feed-forward networks, the connection of the node does not form a cycle/loop while in RNN once the output of
a certain process is obtained it feeds it back to the input stage forming a loop. The basic feed-forward is not capable
to manage sequential data, handles current input, and unable to remember it. The RNN can deal with sequential
data and has memory to keep track of input. In the traditional RNN consists of an input layer, hidden layer, and
output layer the hidden layer holds activation function, weight, and biases. The hidden layer can be said a memory
of previous input. The mathematical representation of RNN is given below

R = GBI+ CR 4 Dl oo ees e eee ettt ettt 3)
3= @ (AR By ) oo eeeeee oo ees et e e see ettt ettt ettt 4)

where h' a is a hidden output, g is a squashing function, b is bias, y" is final output and W is a weighted matrix.
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The simple RNN model can suffer from vanishing
and exploding gradients similarly it does have memory
but can’t memorize the long time steps thus fails to
handle long-term dependencies. The LSTM removed
these issues by adding extra memory lines and control
gates which allows it to select the most valuable past

identify the longterm dependencies. The memory
structure of LSTM is composed of three gates 1. Input
gate 2. Forget gate and 3. Output gate. The input gates
provide information about cell state. The
mathematical representation of the input gate is below
in equation 5.

information to be stored in memory and thus it can

It = U(Wi Xi + Ui ht—l + bl) .............................................................................................................................. (5)
Where I represents the input gate, o is a sigmoid function that indicates the dot product, b; is biased, h, is a hidden
layer function, W, and U; are weighted matrices, h,.; the input from the previous time step X; is a input.

The forget gate is responsible to manage get and forgets state. The mathematical representation f the forget gate is
given below in equation (6)

ft = O'(I/Vfo + Ufht—l + bf) ............................................................................................................................ (6)
Where f, represents the input gate, o is a sigmoid function that indicates the dot product, by is biased, W; and U
are weighted matrices, h.; the input from the previous time step X is a input. The mathematical representation of
the output gate is

O = T (W Xy Uy Rpoq Dy )ittt ettt bbbt se st ses et sasansesesens (7
Where O, represents the output gate, g is a sigmoid function that indicates the dot product, b, is biased, W, and
U, are weighted matrices, h,; the input from the previous time step X, is an input. The C; describes the candidate
memory cell at a certain time span while the tan h is a tangent hyperbolic function.

Cr = tanh (WX F Ug Req T De )ittt ettt ettt 8)

The weight matrices (Wf, Wi, Wo, Wc, Uf, Ui, Uo, Uc) and biases (bf, bi, bo, bc) are not time-dependent. The RC;
denotes the recent state value in memory. The values of forget gate f; and input gate I, lies in O and 1. The dot
product of the input gate and candidate memory cell I; ® C; describes that new information is saved in the recent
memory cell taken from the candidate memory cell. Similarly the f;©® RC;_; describes that the information saved
is important.

RCt = It O Ct F [ RC oottt ettt ettt s et s e st s esa st esesessesesanssesensasesenes )
The LSTM can store contextual information and overcome the issue of gradient descent. The BiLSTM model is
considered to provide the highest accuracy as it is capable of capturing past and future data information
simultaneously. The BiLSTM is an extension of LSTM. The LSTM considers the backward propagation and thus
captures only the previous information of the data while BiLSTM trains two LSTM on the input sequences both for
forward and backward input by adding a reverse layer of LSTM. The BiLSTM replicates the first input sequence and
reverses the other input sequence to simultaneously obtain the context information. The BiLSTM is more context-
aware which improves the learning and provides better results. Moreover; the additional training layers in BILSTM
make it more appropriate for prediction. The BiLSTM can be mathematically represented as

H = FlMWHXF WRRET oottt ettt ettt ettt ens (10)
Hi = flb 1% F WZRH 1) oottt ettt ettt ettt ettt ettt ettt ettt (11)

Where H; denotes the outcome with forward LSTM while the H; denotes the outcome in backward direction.
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Figure 3. Structure of BiLSTM

We have selected BiLSTM for the proposed model to
detect the vulnerability. Vulnerability detection is a
complex task we therefore can not label a piece of
code as vulnerable without analyzing it in context to
it’s surrounding functions and its dependencies. The
BiLSTM model is capable of considering the locality
of code and its context as it holds the memory and
trains two LSTM on the input sequence. The fixed
parameters used are batch size set to 65, the Adam
optimizer, the sigmoid activation function, and the
input length set as maximum length. Each gate in
BiLSTM holds its number of neurons. It can be
observed that setting up more neurons can help the
model to deeply learn complex problems like
vulnerability detection. To maintain the training
time, we have set the number of neurons on the
hidden layer using the rule of thumb as 2/3 of size of
input layer. The model is run with 50 epochs.

The extracted features, suspected functions, and
control flow are used as input to BiLSTM. The
BiLSTM classifies the features into vulnerability types.
The selected features are classified into improper

input validation, cross-site scripting, buffer overflow,
and SQL injection vulnerabilities. Moreover; the
BiLSTM is responsible to identify the vulnerable
function and type of vulnerability.

3.3 Detection Phase
The BiLSTM classifies

vulnerabilities.

the selected types of

4. Experiments and Results

The experimental setup includes Windows-based
system with Intel® Core™ i7-10700H processor. The
Python and Tensorflow is used as programming
language.

The performance metrics involves AUC of RoC,
precision, recall and accuracy. Accuracy is formulated
as under

The proposed system successfully detects the selected
vulnerabilities from the source code.

Moreover, the proposed system is compared with the
existing machine learning techniques to mitigate
security vulnerabilities.
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Table 2. Comparative analysis with machine learning techniques

Accuracy (%) Precision (%) Recall (%)
CNN 93% 91% 94%
SVM 90% 92% 90%
GNN 94 % 92 % 94%
LSTM 94 % 93 % 96 %
Proposed Model 96% 94% 97%

Table 2 presents a comparison with existing deep learning based techniques such as CNN, LSTM, GNN, and SVM.
The proposed model outperformed in terms of accuracy, precision, and recall.

In order to validate the performance, the system is trained using another dataset Juliet java 1.3 as well. The SARD
and Juliet java 1.3 are benchmark datasets made public by NIST.

Table 3. Performance of the Proposed Sytem using benchmark Datasets

Dataset Precision Recall
SARD 94 % 97 %
Juliet java 1.3 96 % 95%

Table 3. depicts that the proposed system performed well with the other dataset as well which proves the validity of

the proposed system.

Table 4. Comparative analysis with commercial vulnerabilities detector

Acc(%) P(%) R(%)
SonarQube 90% 55% 40%
Agnitio 92% 45% 40%
Proposed Model 96 % 62% 45%

In Table 4, our proposed model is compared with the commercial vulnerability detection tools SonarQube and
Agnitio. Despite their commercial popularity, our system outperformed them in terms of accuracy and recall rates.

1-
-+ Agnitio
-+ SonarQube
08 -+ Proposed System
- 06
g
04
0.2
00 01 02 03 04 05 06 07 08 08 1

[oU

Figure 7. The recall of the proposed system in comparison with commercial systems
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Figures 7 display the recall metrics for commercial tools as compared with our proposed system. The results
demonstrate the effectiveness of proposed system achieved by integrating feature selection and considering code
semantics, with deep learning. The results demonstrate that system successfully reduced the false-positive rate while

ensuring a minimum number of missing values.

5. Conclusion

The proposed system effectively managed the existing
limitations of vulnerability detectors and encapsulates
syntactic and semantic information of the source
code. The system uses Bidirectional Long Short-Term
Memory (BiLSTM) model along with feature selection
performed with the help of CodeBERT a pre-trained
model and successfully detect source code for
potential security vulnerabilities.

To elevate the performance of the DL based
algorithms the dataset is pre-processed for duplicate
code removal and data balancing. The feature
selection is heighted as critical component to outline
the semantic similarity of the source code. The
decision tree is deployed for feature selection using
novel code matrices based on suspected functions and
control flow. The features are the input to the
BiLSTM used as classifier.

In order to validate the model, it is compared with
convolutional neural networks (CNN), graph neural
networks (GNN), long short-term memory (LSTM),
and support vector machines (SVM) and with
commercially available systems such as SonarQube
and Agnitio. The results demonstrate that the system
outperformed signifying a promising advancement in
the field of automatic vulnerability detection.
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